Performance-driven Multi-Model Evaluation Framework (MMEF) for IoT Intrusion Detection using Efficient Machine Learning (ML) and Deep Learning (DL) strategies
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Abstract— The evolution of the Internet of Things (IoT) has various security aspects, such as smart devices being heavily used in resource-poor smart environments, which could be attacked by cyber threats. Intrusion Detection Systems (IDS’s) are vital for detecting threats and cyber-attacks, but traditional security approaches are often too restrictive and inappropriate for IoT devices. This work aimed to identify and apply the most important network traffic attributes to reduce computational complexity and improve detection efficiency. Multiple Machine Learning(ML) and Deep Learning(DL) techniques, including Convolutional Neural Network (CNN), Artificial Neural Network (ANN), Support Vector Machine (SVM), Long Short Term Memory (LSTM), Random Forest (RF) and Decision Tree(DT) are assessed to attack classification. Experimental findings indicate that the RF model attained better performance for the major attack types (DOS_SYN_Hping and MQTT_Publish), moderate performance for DDOS_Slowloris and poor performance for some. Some rare attack classes, such as NMAP_FIN_SCAN and Wipro_bulb.In comparison, Random Forest (RF) and Decision Tree (DT) performed better in terms of accuracy and predicted low latency. Thereby to provide the proposed system, Performance-driven Multi-Model Evaluation Framework (MMEF) for IoT Intrusion Detection using Efficient ML and DL strategies aims to improve cyber-threat detection accuracy and reduce computational overhead to provide an effective and scalable solution for securing IoT network threats against multi-model cyber-attacks.
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1. Introduction
In addition to the fact that these resource-constrained methods are often found in unsecured contexts, the rapid expansion of Internet of Things (IoT) mechanisms in the corporate and consumer sectors has produced significant security issues (Almohaimeed M & Albalwy F., 2024). Therefore, the adoption of traditional, resource-intensive security measures is often hindered by the limited computational power and energy constraints inherent in the IoT framework need the development of lightweight yet reliable intrusion detection mechanisms (Airlangga G., 2024). To identify the most pertinent traffic features, feature selection techniques have emerged as a crucial approach to address these limitations, reducing dimensionality and processing overhead while preserving high detection accuracy (Le et al., 2024).

To tackle these challenges, feature selection techniques have emerged as a crucial approach for selecting relevant traffic features, which minimizes the dimensionality and computational complexity while preserving the accuracy of traffic detection (Le et al., 2024)https://dummy-citation.com/citation?d=%3D%3D. Current studies have shown that the information carried by the features can be reduced by straightforward methodology that is easy to explain, as this not only shortens the training and inference time of the models, but also enhances the interpretability of the models, which is crucial for the trustworthiness of automated security systems (Alani M M & Miri A., 2022)https://dummy-citation.com/citation?d=. 

Existing technologies, however, use opaque feature reduction methods that do not have the transparency required to validate detection decisions in real-world deployments (Prasad et al., 2025)https://dummy-citation.com/citation?d=%3D. In this focus, this gap is addressed by a lightweight and explainable feature selection model tailored for multi-class intrusion detection in IoT networks, in which the dataset is utilized to show that a transparent feature optimization can be used to achieve high accuracy in resource-constrained environments (Silva et al., 2024)https://dummy-citation.com/citation?d=%3D%3D.  

This investigation focused on achieving multi-model attack detection for IoT environments by using a feature selection technique that chooses only the most important features. Utilizing the dataset, a realistic and diverse repository of IoT network traffic. This framework isolates the most critical network-flow features, significantly reducing the computational burden on resource-constrained hardware while preserving the ability to accurately categories diverse attack types. 
2. Literature Review 
The rapid enlargement of the Internet of Things (IoT) has presented significant security challenges, mainly uses for devices with limited processing power. A recent study focuses on emerging intrusion detection systems that are lightweight and suitable for edge distribution to enhance transparency through Explainable AI. 

Performance Analysis on modern IoT datasets is essential for evaluating machine learning methods' ability to handle current attack types. A relative analysis of various models using this dataset validates that while deep learning models are accurate, their high computational cost often makes them impractical for real-time IoT use (Airlangga G., 2024)https://dummy-citation.com/citation?d=.   Silva et al. (Silva et al., 2024)https://dummy-citation.com/citation?d= identified specific sets of network traffic features that are most effective in identifying malicious behavior in a high-speed IoT environment. Many lightweight machine learning models for resource-constrained devices rely on batteries and minimal memory, models must be optimized for efficiency. Tree-based procedures like Decision Tree are highly suitable for small devices due to their low power consumption and fast execution (Alwaisi et al., 2024)https://dummy-citation.com/citation?d=%3D%3D. Many developed adaptive system that maintains high performance even as network conditions fluctuate (Sallay H., 2024)https://dummy-citation.com/citation?d=%3D. 
The personal IoT security system required the detection method to achieve an optimal combination of accurate detection results and minimal energy consumption (Amgbara et al., 2024). It is essential to comprehend AI model decision-making processes because their complexity continues to increase. A self-attention framework was created, which identifies the network features that caused security alerts. The researchers assessed the current situation of XAI in cybersecurity, demonstrating that system transparency is essential for network operators to have confidence in automated security systems. The SHAP method enables (Le et al.,2022) to deliver understandable explanations that transform ensemble tree models into a more understandable form for human auditors. Recent studies focus on the process of detecting advanced threats during their initial stages. The use of explainable AI principles enables security practitioners to understand selected features through their predictive performance evaluation (Prasad et al., 2025). The system enables security teams to make accurate decisions by using lightweight methods and explainability features to authenticate their operations during real-time security monitoring activities (Alani M M & Miri A., 2022).
3. Model Refinement and Feedback Mechanism
The structure of the proposed architecture in Figure 1 establishes a dedicated channel that achieves two objectives by delivering fast detection capabilities and maintaining model visibility in IoT environments with limited resources.

[image: The diagram illustrates a multi-layered neural network architecture for IoT traffic data analysis, including data collection, preprocessing, feature selection, various neural network models (ANN, CNN, LSTM, SVM), decision trees, and performance metrics.
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System Architecture for Multi-Model Refinement and Feedback Mechanism

The process begins at the Data Acquisition Layer, where network traffic is collected using the dataset, capturing various attack types like DOS and ARP poisoning. The system uses Feature Selection Layer to reduce the data dimensionality, resulting in faster prediction times and prediction accuracy, while being lightweight. It works by using its Comparative Evaluation Layer that compares the traditional machine learning models (Decision Trees, Random Forest) with deep learning models (LSTM, CNN). The Explainable AI Layer integrates SHAP and LIME methods to implement an explanation system capable of understanding all the alerts for human users. The system is deployed at Edge sites, with optimized model providing immediate high-accuracy alerts at low latency to enable IoT gateways. The study proposes an end-to-end model combining the explainable techniques with the intrusion detection pipeline to remove the gap between the theoretical developments of XAI and deployment in the IoT world. The proposed architecture aims to be efficient in resource-constrained edge environments while maintaining a balance between computational resources and ensuring timely threat identification. The result model was shown to be suitable for execution in resource-constrained environments where real-time applications required a quick response time. The holistic approach creates a link between theoretical model development and practical use by setting up effective attack detection models, which can be used in real-life situations by organizations. 
Current IDS systems suffer from the limitation of scalability and poor performance on the datasets, as they use static feature selection techniques that are not capable of finding important relationships between the features which are important for the imbalanced datasets. The proposed methodology improves system performance by implementing dynamic feature selection mechanisms to adapt to the variations in network traffic to maintain high detection rates for all classes while keeping the system responsive.
4. Performance Outcomes and Discussion: Cyber Threat Evaluation and Multi-Model Performance
The dataset reveals that the distribution patterns of different attack categories are very imbalanced, as shown in Figure 2, with the largest attack class being DOS_SYN_Hping, having 76.9% of the attacks, followed by the attacks of the class Thing_Speak with 31.7%, ARP_poisoning with 19.4%, and the attacks of the class MQTT_Publish with 6.9%. Models have to balance this, otherwise they might not be able to identify minority classes. Stratified sampling was used to mitigate the class imbalance and ensure enough samples from minority classes to train without bias and fairly assess the model's generalization performance on underrepresented attacks. The trade-offs were quantified through the computational overhead and the latency of decision making respectively by decision tree, and deep learning training time showcased the challenges in deep learning deployment.
[image: The pie chart displays various types of cyber attacks, with ARP poisoning (2.8%), MQTT Publish (2.4%), and NMAP UDP scan (6.3%) as the most common, followed by Thing Speak (6.6%), and others (4.8%).
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Distribution of the Datasets in the IoT Attacks
5. Analyzes the results of Model Performance Comparison matrix
(a) F1-Score Comparison
F1-score graph is used to assess the gaps between precision and recall, and the overall effectiveness of the model in detecting attacks.
Highest Performers: RF has the best F1 score value, followed closely by the Decision Tree and ANN.
Lower Performers:  The lower F1 scores were observed for lower performance of deep learning models like LSTM, CNN and SVM. From this particular, the CNN and LSTM models had F1 values of 90 and 92 respectively, whereas the SVM model had a higher score. From the results it is clear that the ensemble and deep learning classifiers are not as reliable as simpler classifiers based on trees when limited computational resources are available. The same amount of training time is needed as in (a).
(b) Training Time Comparison
This chart shows the computational cost needed to establish each model.
Significant Overhead: LSTM requires the longest training time by far. CNN and ANN also require substantial training times respectively.
Efficiency: The Decision Tree is the most efficient to train, followed by Random Forest.
(c) Prediction Latency Comparison
Prediction latency is the most critical metric for real-time IoT security, as it determines how quickly an attack is flagged.
Bottlenecks: SVM exhibits the highest latency to process predictions, making it unsuitable for real-time deployment. LSTM also shows high latency.

Real-Time Suitability: The Decision Tree shows its highest performance because it produces predictions with the fastest speed, whereas Random Forest shows a slower prediction speed. The difference between processing speeds proves that lightweight algorithms provide essential benefits to security systems, which require immediate response because even minor delays can jeopardize network security. The training process for ensemble methods that include Random Forest, AdaBoost, XGBoost, and Light GBM takes a longer time, which results in increased overall latency(d) times, making them unsuitable for use in real-time intrusion detection systems. The Decision Tree and Random Forest algorithms provide superior accuracy through their basic computing requirements, which make them suitable for use in edge-based IDS systems because deep learning models need more computing power to achieve average performance, while deep learning models need high computing power to deal with particular IoT attacks. The literature supports this view, which states that resource-intensive ensembles fail to produce better efficiency results than their existing approaches.
Classification of Attack Models with Performance Metrics
	Model
	Precision
	Recall
	F1-Score
	Latency (d)
	Accuracy (%)

	Random Forest(RF)
	0.96
	0.94
	0.95
	0.15
	99.2

	Decision Tree(DT)
	0.94
	0.92
	0.93
	0.02
	98.9

	Artificial Neural Network (ANN)
	0.97
	0.90
	0.93
	1.30
	98.4

	Long Short-Term Memory (LSTM)
	0.90
	0.87
	0.88
	4.60
	98.1

	Convolutional Neural Network (CNN)
	0.89
	0.86
	0.87
	1.55
	97.8

	Support Vector Machine (SVM)
	0.87
	0.84
	0.85
	15.80
	97.3



Decision Tree and Random Forest tree-based classifiers achieve better operational performance than deep learning models and SVM when they detect IoT intrusions. The more advanced efficiency of Decision Tree models proves itself through recent studies, which showed that Decision Tree models decreased training time and prediction time without losing their exceptional accuracy. The deep learning architectures, which include ANN and CNN, achieve perfect precision for high-volume attacks, while they experience lower precision during low-sample attacks, which cause recall to decrease significantly. The model fails to generalize easily because it needs training instances of sophisticated exploits, which exist in lower numbers than network flooding attacks, which occur frequently. The security mechanisms require lightweight models to operate because security mechanisms become potential attack points during the most major security events. The process of class imbalance gets resolved through feature selection, which identifies traffic characteristics that show the most distinctive features for the detection of minority attack classes. The techniques create a smaller input space by removing unnecessary and noisy features, which often cause classifiers to fail to detect minority classes, thereby improving detection system performance across all attack types. 
The findings in Table I demonstrate that machine learning models should be chosen based on their accuracy and computational efficiency, which is particularly important for real-time operation in IoT systems with limited resources. Random Forest (RF) emerges as the top performer because it achieves the best accuracy results while it reaches an optimal level between precision and recall, and F1-score calculations. The system achieves high performance levels through its combination of effective operation, which requires minimal time for processing. Decision Tree (DT) provides real-time application benefits through its high-speed processing but it shows slightly lower accuracy results. The Artificial Neural Network (ANN) needs to achieve high precision to prevent false positive errors. The time-sensitive scenarios are limited by two main factors, which include low recall and high latency. LSTM models and CNN models show a moderate performance level with lower recall and F1-scores than RF and DT, while LSTM models experience extended latency time that reaches 4.60 seconds. The Support Vector Machine (SVM) shows its worst performance across all measurement standards because it produces the lowest accuracy results with an extremely prolonged latency time of 15.80 seconds, which makes it unsuitable for quick intrusion detection processes that deal with large volumes of data.

The accuracy metric assesses the total percentage of correct attack detection and normal traffic identification. The results show better accuracy across all models, suggesting high representativeness of the selected features in the dataset's attack pattern set. The Decision Tree model performs better than other models because it can classify normal activities across various attack types in the IoT network. From equation (1), evaluation metrics are calculated through the utilization of True Positive Value (TPV), True Negative Value (TNV), False Positive Value (FPV) and False Negative Value (FNV),
     ………. (1)
Precision was used to measure values, which calculated the number of attacks detected that were truly occurring in accordance with equation (2). High precision = fewer false alarms.
  ………. (2)
Recall: All the actual attacks recovered by the model will be evaluated mathematically in equation (3). In information security, recall is imperative as one cannot miss even one attack. The Random Forest model falls under this category, as it consistently yields the best precision and recall scores when compared to the other classifiers tested, reducing the number of false alarms and missed threats in the IoT environment.
 ………. (3)
The F1-Score value works by computing the harmonic mean of both Precision and Recall and provides a single score to indicate the performance of the model on all the classes. The F1_Score values get calculated through the use of equation (4),
 ………. (4)
Latency(d) is a "Time-to-Detection". But if the model takes 15 seconds to detect a threat that occurs in milliseconds, as with SVM, then a high accuracy model is impractical when it comes to IoT security. The outcomes show how both the Random Forest and Decision Tree systems provide the vital Real-Time capabilities needed by edge computing. This time difference between the training time of the LSTM model and the Decision Tree model is significant (608.47 seconds vs 0.60 seconds).
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Comparative Classification Results: Performance Metrics
This discrepancy shows that deep learning architectures cannot provide valid real-time solutions for IoT intrusion detection and automated security system protection in environments with limited computational resources. Edge devices depend on operational efficiency because that need to achieve their maximum network throughput by reducing inference latency, which prevents detection systems from causing performance problems. Edge devices depend on operational efficiency because they need to achieve their maximum network throughput by reducing inference latency, which prevents detection systems from causing performance problems. Decision tree algorithms train faster than neural networks because they require fewer computing resources, and their results can be easily explained. Experts can trace the features that lead to decisions, unlike opaque deep learning models. This is because the transparent system provides users with the ability to detect false positives as they improve their rules and grow confident in their decisions to adjust to changes in the IoT networks. The framework achieves high security in edge-device detection, as it offers better balance between accuracy and low computer resource consumption. The Decision Tree technique is better suited for real-life applications.
Conclusion & Future Scope
This proposed work mainly focuses on developing the Performance-driven Multi-Model Evaluation Framework (MMEF) for IoT Intrusion Detection based on Efficient Machine Learning (ML) and Deep Learning (DL) strategies. The experimental outcomes showed that the tree-based classifiers, specifically the Decision Tree model, have high detection accuracy and reduced training and prediction time, making them suitable for real-time operations in resource-constrained IoT environments. Thanks to its increased explainability capabilities, the multi-model system boosted security analysts' understanding and confidence in model results. The classifiers, which are Lightweight classifiers (Decision Tree, Random Forest), have more efficiency than deep learning models because they require less computational resources. Future work will focus on improving upon the feature selection methods that can be developed to be dynamic with changes in network conditions and be capable of detecting zero-day threats with minimal system resource usage. The proposed framework provides an effective solution for a secure IoT environment because of its capability to solve computational tasks efficiently along with a user-friendly design and accurate outcomes.
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