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Abstract—Research or military environment where mass com-
munication cannot take place via the internet due to the emergen-
cies; then communication that is effective becomes crucial. In this
paper, we have presented ShadowNet, a no-infrastructure, back to
basics, local, single node, messaging system built upon an ESP32
micro-controller. The ESP32 is the Wi-Fi access point as well as
the micro web server- it is also the internet free network. A low-
weight HTTP/JSON RPC-based communication-model between
clients and servers is used, and an optimised polling-process is
used when the embedded systems have limited resources. The
prototype created under MicroPython is implemented and tested
by means of indoor experiments where clients communicate
with each other. The system performance is measured against
the response time of messages, capacity, and stability. It has
been experimentally established that there is an average message
latency of 100-300 ms and a communication range of about 15-25
meters indoors. The results suggest that a small microcontroller-
based system would be useful in providing functional and
infrastructure-free communication among groups in isolated
settings. Also, system constraints of scalability and security
have been addressed and possible paths of future enhancements
outlined.

Index Terms—Embedded Web Server, Emergency Networks,
ESP32, Infrastructure-Free Communication, IoT Communica-
tion, Offline Messaging, Wi-Fi Access Point

I. INTRODUCTION

Communication networks are very important in coordination
during responses, disaster recovery [/1]], military campaigns [2]],
and scientific expeditions in the field. In such situations, effec-
tive and instantaneous exchange of information has an imme-
diate bearing on the success and safety of operations. However,
traditional communication networks are very dependent on
infrastructure, including cell bases, broadband infrastructure,
and servers. This makes these networks very unreliable in
areas where disasters have occurred, remote areas, and areas
where communication networks may be deliberately disabled.
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To counter these issues, recent progress in the field of
embedded systems as well as wireless networking has made it
possible to build smaller devices that can facilitate autonomous
communication. The availability of microcontroller platforms
with Wi-Fi capabilities, like the ESP32 platform [3]], has made
it possible to develop devices that can perform all the neces-
sary functions related to network setup as well as applications
related to networking. These devices can build local networks
by taking advantage of access point functionality without
relying on external infrastructure.

The communication methods without the need for existing
infrastructure usually use either mobile ad hoc networks
[4], mesh routing, or specialized radio hardware. Although
they provide scalability and range extension, they often add
considerable complexity to the configuration process, power
consumption [S[], or the need to use client software. Such
factors have impeded their usage within time-critical and
constrained scenarios.

The paper introduces ShadowNet, a local message pass-
ing infrastructureless system designed and implemented on
an ESP32 microcontroller. The system features a wireless
network established by the system itself, along with a mes-
sage passing chat functionality accessible using a standard
web browser on the microcontroller. The system requires
no additional applications to be installed on smartphones or
laptops, or an internet connection. Messaging with other users
or computers is achieved using an HTTP-based server-client
protocol.

The primary contribution of this undertaking will be to
provide evidence that a single ESP32 module can and will
be able to perform communication tasks for multi-users in an
interactive way simply through standard web components by
acting as a WiFi hotspot and embedded web server.



II. RELATED WORK

Infrastructure-independent communication has gained con-
siderable attention with respect to managing disasters, military
communications, and remote area detection [6]]. Mobile ad
hoc networks (MANETs) and delay-tolerant networks have
been suggested to offer connectivity in infrastructure-less
environments. However, these methods, although much more
reliable, are associated with increased overhead in terms of
deployment as well as power consumption because they are
usually required to implement dynamic routing, more than one
network node, etc.

Low power wireless solutions like Bluetooth Low Energy
(BLE) had also been considered [7]. LoRa had also been
considered. BLE solutions provide low power consumption,
but data transfer rate as well as support for multi-client
communication are not satisfactory. Hence, BLE solutions
are not preferred for interactive multi-client messaging. LoRa
solutions allow a larger communication range. However, low
data transfer rates along with high latency do not support
interactive communication.

The ESP32 microcontroller has been widely used for Inter-
net of Things projects due to its integrated Wi-Fi functional-
ity, cost-effectiveness, and versatility in networking options.
Researchers have previously utilized the ESP32 platform for
designing smart home automation networks [8]|, sensors for
data acquisition [9], and the hosting of web servers on the
local network [[10]. Various studies have also been conducted
to employ communication over the ESP32 platform through
the use of mesh networks [11]], the ESP-NOW communication
protocol [12], time synchronized mesh protocol mechanisms
[13]], and optimized communication strategies for constrained
IoT devices [14], including edge computing implementations
[15].

On the other hand, the approach taken by ShadowNet
involves a one-node architecture, where the ESP32 module
acts as a wireless access point as well as an embedded web
server. As a result, the solution provided by the proposal not
only overcomes the shortcomings of the previous solution, i.e.,
the requirement of a separate routing infrastructure, but also
provides access using web technology. Therefore, the system
is ideal for short-range communication among small groups
of people in an isolated site or a disaster scenario. Prior
works have also highlighted the importance of securing such
lightweight IoT deployments, particularly authentication in
resource-constrained environments [16]], lightweight security
at the edge [17]], and anomaly detection within IoT networks
[18]]. Furthermore, reliable communication architectures for
remote and disaster-prone deployments [19] and predictive
link modelling in isolated sensor networks [20] reinforce the
need for robust yet simple systems such as ShadowNet.

A. Research Gaps Identified

Effective communication becomes difficult in situations
where the usual networking infrastructure is either unavailable
or has been destroyed or hindered by the very situations
being studied or observed. Natural disasters often result in the

destruction of cellular networks and internet backbone cables,
and other situations such as military expeditions or scientific
missions are often carried out in areas lacking network access.

Most modern communication platforms rely on routers,
centralized servers, or continuous Internet connectivity and
hence cannot be readily deployed in an isolated environment.
Many portable communications available to date are either ex-
pensive, power-hungry, or too cumbersome to configure. This
creates a need for a compact, low-power, easily deployable
communication system capable of operating autonomously
while it supports real-time multi-user interaction.

B. Main Contribution

The main objectives that the proposed ShadowNet frame-
work aims for are as follows:

1) To design a fully autonomous communication system
that operates without internet connectivity or external
routing infrastructure.

2) To configure the ESP32 microcontroller as a wireless
access point and embedded message server.

3) To provide a browser-based, real-time chat interface
accessible from standard smartphones and laptops.

4) To utilize lightweight HTTP-based communication suit-
able for resource constrained embedded devices.

5) To implement automatic device presence detection to
improve situational awareness.

6) To evaluate system performance in terms of latency,
stability, and user capacity.

III. SYSTEM ARCHITECTURE

The ShadowNet system adopts a compact architecture for
client—server interaction implemented fully on embedded hard-
ware. A single ESP32 microcontroller acts as the central
communication node, hosting wireless networking and Web
hosting combined into one device for message coordination.
The overall architecture of the system is given in Fig.1.
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Fig. 1. System architecture of the proposed ShadowNet framework.

A. Architectural Overview

In this, the ESP32 is set up during initialization to act as a
Wi-Fi access point, hence creating a wireless network within
its reach. This network can serve as a type of local area
network in isolation without any need for internet connectivity,
external routers, or additional infrastructure. Client devices



such as smartphones or laptops connect directly to this access
point using standard Wi-Fi capabilities.

After establishing a connection, client devices access the
browser-based chat interface directly hosted on ESP32. The
interface is stored in the microcontroller’s flash memory and
delivered using HTTP responses. This design avoids appli-
cation installation and enables participating with any modern
web browser directly.

B. Client—Server Communication Model

The system follows a light-weight client server communi-
cation infrastructure using HTTP over Wi-Fi.

1) Server (ESP32): The ESP32 serves as an embedded
HTTP server, managing the registration of clients, the
storage of messages, the retrieval of messages, and
the management of the presence of users. In-memory
storage is employed for the storage of active clients and
the last messages sent.

2) Clients (User Devices): Connected devices act as clients
of the HTTP protocol and as such, they start and end
interactions by sending requests to deliver messages,
get updates or send disconnection notifications. The
interactions are all founded on the request response
pattern, and therefore are compatible with the traditional
browser context.

C. Message Handling and Presence Detection

To ensure that the messages are delivered on time, the
system uses a polling update process. The clients send HTTP
requests to the server at periodic intervals to query messages
that have been received and display the availability status of
the contacts. The server delivers the data in a JSON array
format that holds incremental changes.

The presence detection system is developed through each
client being given a distinct identity when registration is done.
When a client joins and leaves the network, an automated
system message is created by the server to be broadcasted to all
linked users. The system improves awareness of a situation and
is very helpful when dealing with an emergency or mission.

D. Design Rationale

We observe that the design emphasizes simplicity, portabil-
ity, and reliability. HTTP communication is favored because of
its lower complexity and availability in browsers as an already
implemented functionality. Polling is implemented as an alter-
native for avoiding connections as it is used here for lower
memory utilization and system stability on lower hardware.
By integrating the access point, web hosting services, and
message coordination into one ESP32 board, ShadowNet has
implemented an overall self-reliant communication system.

IV. HARDWARE AND SOFTWARE IMPLEMENTATION

Functions in the ShadowNet system are implemented using
small hardware components in order to ensure the system’s
portability. Simplicity in the system’s design has been empha-
sized. At the same time, the system’s complexity is reduced,

enabling the system to support multi-user communication
efficiently.

A. Hardware Components

The hardware configuration is intentionally minimal to
support rapid deployment and field usability.

1) ESP32 Development Board: The ESP32 acts as the
processing unit for networking. Its built-in Wi-Fi module
allows for access point functionality, while its dual-core
processor supports web hosting in the embedded system,
as well as message coordination. The ESP32 has low
memory, which affects how the system handles message
buffering or polls for communication.

2) Power Supply: For the ESP32, the power supply is
provided through the standard USB interface, so it is also
able to run from the power bank. Therefore, the ESP32
project does not require fixed power infrastructure to
work.

3) Client Devices: Any WiFi-enabled device, whether it is
a Smartphone, tablet, or laptop, can be used as a client.
The interactions are carried out solely using any web
browser. Software installation is not required.

B. Software Components

1) MicroPython Firmware: MicroPython shall be used to
realize the implementation of access point configuration
and HTTP server functionality, request handling, and
storage. Its lightweight runtime environment supports
fast development while remaining compatible with re-
source constraints of ESP32.

2) Web-Based User Interface: It is designed with standard
HTML, CSS, and JavaScript, and the source of this
interface is stored in the flash memory of the ESP32.
The interface will support user registration, display mes-
sages, and periodic updates without the use of external
libraries.

3) Communication Protocol: In the case of the
application-layer protocol, the protocol to be employed
is the HTTP, and the messages, user lists and system
notifications are managed in the JSON format. This
enables the application to be well deployed in browser
based deployment and reduced labor to disassemble the
server that carries the application.

V. IMPLEMENTATION DETAILS

This part describes the operation workflow process used in
the ShadowNet system with specific references to how the
entrenchment of networking ideas and concepts are useful in
the system in order to conduct real-time communication.

A. Network Initialization

When the ESP32 module is started, it will be configured in
the Wi-Fi access point mode using the Networking Module in
MicroPython. The ESP32 transmits a preset network name and
a predetermined password that the client devices can readily be
connected to even without routers or the internet connection.



B. Embedded Web Server Operation

After the initialization of the network, the ESP32 starts a
simple HTTP server on a standard port. The server receives
and processes incoming requests based on the request headers,
extracts the service destination, and sends back a suitable
response to the client. For a client connecting to the server
for the very first time, it provides a chat service through a
browser-based interface stored on the client.

C. Client Registration and Identification

In order to register as a client, each such entity submits their
username to the server through an HTTP request. The server
will then assign the user a unique connection identifier to be
stored together with their last activity time. This is useful for
tracking the user sessions.

D. Message Exchange Mechanism

Message passing in ShadowNet is achieved through HTTP
client-server communication. The clients send message data to
the ESP32 server through HTTP POST requests. The server,
upon receiving a message, locally stores this message in a
memory buffer message queue and increments the global
message counter.

For the clients to receive new messages and update notifi-
cations, they send periodic “polling” requests to the server. In
return, the server delivers a JSON object packing only those
messages created after the previous update request sent by
the client. Thus, the JSON object avoids the retransmission of
redundant information.

This polling form of interaction makes it compatible with
the standard web browsers and predictable with regard to
memory consumption even on the resource constrained ESP32
platform. The complete sequence for client registration, mes-
sage submission, polling, and broadcast updates can be seen
in Fig.2.
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Fig. 2. Polling-based message exchange flow between client devices and the
ESP32 server.

E. Presence Detection and Disconnection Handling

User presence is indicated through client activity tracking.
When a client enters the system, a system notice is automati-
cally triggered from the server. When a client disconnects or
remains idle for a predetermined amount of time, the server
deletes an entity and sends a leave notice to all other entities.

E System Testing

The functionality/program is validated using a test with
multiple clients at the same time. The tests involve validation
of message correctness, response, and system stability within
the wireless communication coverage area for ESP32 within
the wireless coverage range of the ESP32.

VI. RESULTS AND DISCUSSION

The ShadowNet system was tested under indoor conditions
in a controlled environment, with regards to its use as an
infrastructure-free solution for local communication. Various
experiments were conducted using multiple client devices that
were enabled with Wi-Fi connected simultaneously to the
ESP32 access point.

A. Functional Assessment

The system performed in the following ways:

1) Creation of a wireless network locally with no access to

the internet.

2) Browser-based access to the chat interface across mul-

tiple devices.

3) Message exchange.

The browser-based interface was responsive throughout,
across all the connected clients, and system-generated notifi-
cations about presence improved the awareness of participant
activity.

B. Metrics of Performance

System performance was assessed in terms of metrics rele-
vant to short-range communication systems. Table [[ shows the
observed performance metrics.

TABLE 1
OBSERVED PERFORMANCE METRICS

Parameter Observed Re- | Test Conditions
sult
Wi-Fi  Coverage | 250-500 m Typical academic building,
Range concrete walls
Message Latency 100-300 ms 5-8 concurrent users, 2 s
polling interval
Maximum Stable | 5-8 users MicroPython runtime, ESP32
Clients Dev Board
Network Stability Stable Continuous operation for >30
minutes
Power Low USB power bank, continuous
Consumption operation

C. Discussion

This experiment depicted that ESP32 microcontroller can
be sufficiently used as a communication hub by small teams
at remote locations. Communication using HTTP also guar-
antees uses with widely used web browsing instead of the
specialization programming software.

Scalability is limited by the capabilities of the hardware
under use but the resulting throughput is sufficient when



responding to an emergency, carrying out research, and ex-
ecuting tactical missions at close ranges. The architecture can
run on manageable hardware, but is more expensive as more
users are added.

VII. CONCLUSION AND FUTURE WORK

ShadowNet is presented in this paper as a single-node,
infrastructureless local communication network that should be
used in the environment where the internet is inaccessible
or unreliable. Using the ESP32 programmed to operate as
a wireless access point, embedded web server, and mes-
sage coordination module at once, real-time communication
between or without an existing network infrastructure can
be achieved between multiple users. The experimental find-
ings reveal consistent system performance, reasonable mes-
sage latency and proper multi-user interaction between the
wireless network coverage of the system and this means
that the resource-efficient use of HTTP-based communication
with polling mechanism as a means of real-time interaction
over resource-constrained embedded systems is possible. The
present implementation has minimum scalability and powerful
security, though this ensures that further improvement is pos-
sible. In the future efforts, encrypted communication protocols
will be incorporated, event-based approaches like WebSockets
adopted, a multi-node mesh networking deployed to enhance
the range of a system, and storage and sensor-based context
awareness will be introduced to enhance the functionality of
the system.

Even though ShadowNet is feasible, it is limited in its
scalability because the number of simultaneous users is limited
by the relatively limited memory and processing capability
of the ESP32 and MicroPython, which is aggravated by the
polling-based communication mechanism. Also, the lack of
encrypted communication, the reliance on the short range of
the Wi-Fi of ESP32, and the temporary nature of message
storage, make it less applicable to security-sensitive and large-
scale applications, which suggests further optimization.
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