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Abstract- The substantial increase witnessed over the last two
decades in the use of applications characterized by high sensitivity
to latency and intensive data requirements, such as Internet of
Things (10T) applications, has led to the development of a hybrid
architecture that supports, on one hand, the requirements of
latency-sensitive and real-time applications, and on the other
hand, enables the use of cloud computing technology to provide
large storage capacities and significant computational power. This
development has resulted in the emergence of the Hybrid Edge-
Cloud Architecture. This paper presents a review of the definition
and concept of the Hybrid Edge-Cloud Architecture, benefits,
components, and operational mechanisms. The paper focuses on
the achievements of this architecture in reducing latency,
optimizing resource utilization, enhancing scalability, and
improving resource management. It also discusses the challenges
associated with the adoption of this architecture, including task
offloading, security and privacy, interoperability, and energy
efficiency. Furthermore, the paper addresses the technologies and
mechanisms that have been employed to overcome these
challenges. At the same time, it reviews and analyzes future
research directions, which are expected to focus primarily on the
use of artificial intelligence-based techniques, reinforcement
learning, and renewable energy solutions in an effort to mitigate
these challenges.
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I. INTRODUCTION

The last two decades have witnessed the widespread
adoption and remarkable development of several technologies.
Among the technologies that have permeated various fields of
digital systems are edge and cloud technologies. Most modern
applications in critical spheres require quick response and
minimal delay time [1]. The cloud-based systems have great
computational features, are scalable, and cost-effective. The
cloud-based and its centralized nature, in most cases, for most
applications, cause a significant delay time for most delay-
sensitive applications such as health care, smart cities, and
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autonomous systems because of the long distance that the
transferred data has to travel [2].

The emergence of edge computing technology has been a
game-changer in this field, since the processing of data collected
from Internet of Things devices and sensors occurs near the
source without the need to transfer that data over long distances
via the cloud, which minimizes the delay time and improves the
quality of provided services [3]. Moreover, the reduction of the
delay time leads to improved and speed up the decision-making
process in intelligent systems.

Complete reliance on cloud computing, with its centralized
management, storage capacity, and high processing power, leads
to a significant increase in latency and service quality.
Conversely, relying solely on edge computing, with its high-
speed data transfer, presents challenges related to storage space,
processing power, and other constraints. Therefore, the optimal
solution is to combine these two technologies by adopting a
hybrid network architecture that integrates cloud and edge
computing to leverage their advantages while minimizing their
limitations [4, 5].

Using cloud computing and edge computing in a hyper
cloud-edge architecture fulfills many of the requirements of
modern applications, regardless of their nature or specific needs.
Applications requiring fast execution, high-quality service, and
sensitivity to latency can be handled through edge computing,
while applications requiring large storage capacities and
frequent analysis can be implemented on cloud computing. This
architecture, in turn, provides the network with significant
features, such as flexibility, scalability, low latency, and
improved performance [6, 7].

The adoption of a hybrid cloud-Edge architecture still
requires further investigation and analysis to address challenges
related to latency management, security, resource allocation, and
interoperability, despite its significant benefits.

This paper discusses the recent technologies introduced to
network architecture from cloud computing and edge
computing. It examines the hybrid system combining these two
technologies, the benefits it offers, and the challenges arising
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from its use. It also explores its impact on producing an
integrated system that ensures flexibility, low latency, sufficient
capacity, and good overall network performance. The
contribution of this paper provides architectural perspectives on
a hybrid cloud-Edge environment to achieve low-latency
application requirements.

Il. BACKGROUND AND RELATED WORK
A. Cloud computing and cloud networking concepts

The concept and applications of cloud computing and cloud
networks have constituted a highly impactful technological
revolution on the structure and operation of network systems in
most companies and business institutions [8]. Cloud computing
has enabled the provision of services, including hardware,
software, servers, and even platforms, via the internet, as shown
in fig.1. Meanwhile, cloud networks have formed the
infrastructure that ensures flexible connectivity between
software and hardware, as well as the secure, centralized
management of equipment and users [9]. Cloud networking
contributed to solving many of the problems that traditional
networks faced at the time, including scalability challenges,
operational efficiency, management, and security.

Despite the advantages of cloud networking architecture,
many problems and challenges have emerged that hinder
meeting the needs of real-time applications and applications
sensitive to latency in data transmission and processing [10].
The long distances data travels in a centralized cloud
environment contribute to significant latency increases and
negatively impact service quality. Therefore, it has become
essential to find solutions to these challenges faced by systems
adopting cloud architectures in their operations, aiming to
reduce latency and other limitations as shown in [11].
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Figure 1. Cloud Networking Concept
B. Standalone Edge Computing

Taking advantage of this modern technology requires
establishing the appropriate structure and approaching the
system from a perspective different from the traditional one.
Edge computing and loT are considered among the most
important technologies to have emerged in the last two decades
[12]. The way of data processing is what distinguishes edge
computing since the processing and analysis of data collected
from the sources is performed on the source device or the nearby
node, unlike the traditional network where the collected data is
sent to a centralized server or cloud device for processing as
depicted in fig.2. This new approach to processing reduces the
delay time and minimizes the traffic workload on the bandwidth.

10T is one of the major application domains of edge computing,
where smart devices rely on edge computing to process data
rather than waiting for a remote central device to respond. These
features require a different decentralized network architecture
and another point of view for devices and location management

[9].
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Figure 2. Standalone Edge Computing Architecture

As a result, edge computing enables quicker responses and
improves the Quality of Service (QoS) for latency-sensitive
applications. Consequently, modern networking environments
require more decentralized architectures and flexible approaches
for managing devices, resources, and data distributions.

I1l.  HYBRID CLOUD-EDGE ARCHITECTURE

This architecture has emerged as a compromise solution that
overcomes the disadvantages of cloud network architecture and
Edge computing, making it more efficient and more responsive
to real-time application requirements and quality of service [13].
At the same time, the hybrid Cloud-Edge architecture became
distinguished, combining the computation power and scalability
of the cloud and the low latency of Edge computing.

Much research has discussed the relationship between the
two architectures as presented in [14, 15]. The relationship could
be seen as cooperative or complementary, since each
architecture provides the hybrid architecture with its own
features. On its side, cloud architecture has sufficient storage,
powerful processing, and centralized management. Edge
computing, in its turn, can leverage the limitations of cloud
architecture by implementing the computation required by real-
time and low delay applications by local processing on the same
device that collected the data or on a nearby device, avoiding the
data from being transferred over a long distance to the cloud
device.
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Figure 3. Hybrid Cloud- Edge Architecture
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The mechanism of work in this architecture depends on
distributing the tasks according to their requirements between
the cloud and edge layers. Edge computing performs
computation without relying on a centralized data center and
minimizes the amount of data transmitted to the cloud, thereby
reducing the response time for delivering results or feedback in
real-time applications [16]. Consequently, the cloud layer
performs the tasks for long delay tolerant application on the
cloud.

IV. BENEFITS OF HYBRID CLOUD-EDGE
ARCHITECTURE

Generally, the new architecture provides the networking
environment with several advantages that fulfil the requirements
of low-latency applications and improve service quality, while
maintaining cloud architecture capabilities to support delay-
tolerant applications [17]. The benefits of cloud-edge
architecture can be explained as follows:

A. Scalability:

The cloud-edge architecture organizes the distribution of
application tasks by type across different layers. Latency-
sensitive application tasks are distributed to the edge layer, while
delay-tolerant tasks are distributed to the cloud layer [18]. This,
in turn, increases system efficiency, reduces the need for
additional dedicated hardware or equipment with specific
specifications, and supports additional devices and larger data
volumes at a high level for the environment [19].

B. Improving Security:

Reducing the amount of sensitive data sent to the centralized
cloud and keeping it at the edge layer or nearby, processing it
there, enhances data privacy and confidentiality, and allows for
all control measures to be implemented locally, rather than
elsewhere, as in the cloud, which in turn minimizes the risk
associated with transmitting the data to the cloud [20].

C. Reduce latency and improve the Response Time

More and more 10T applications over the last few decades
have been used in the real environment, since these applications
depend on actuators and sensors that collect data, making cloud
environments less suitable for such applications because of the
delay time [21]. Combining the Edge architecture resolved this
problem by performing these tasks on the edge layer, reducing
the distance for data transmission and minimizing latency.

D. Improve Quality of Services:

The hybrid cloud-edge architecture provides a suitable
environment for various applications, as distributing tasks across
the edge and cloud layers ensures optimal execution without
network congestion or workload overload. Moreover, the
mechanism of distribution improves the efficiency and
productivity as a whole [22].

E. Efficient resource utilization

The cloud and edge architecture, by distributing the
workload across more than one layer, provides optimal
utilization of resources, devices, and storage capacity. Since the
tasks coming into the network are distributed according to the
type of application and its sensitivity to latency, this mechanism

helps prevent the waste of existing network capabilities and
reduces the need for increased resources [23].

V. CHALLENGES OF HYBRID CLOUD-EDGE
ARCHITECTURE

The previous section reviewed the benefits of the cloud-edge
architecture. While these significant advantages have improved
and enhanced system performance, several challenges still
hinder this architecture from operating at near-perfect
efficiency. These challenges are listed below.

A. Security and Privacy:

One of the most serious challenges facing edge cloud
networks is the security issues arising from the use of diverse
technologies. In addition to the inherent security problems of
cloud networks, there are also security issues arising from the
use of virtual machine technology. Furthermore, problems
related to running applications on different servers necessitate
securing those servers [24, 25]. On the other hand, running user-
generated tasks on nearby servers presents a new security
challenge due to the easier accessibility of those servers.

B. Offloading and scheduling:

Offloading is the process of transferring a task to be
executed, in whole or in part, on a device, whether in the cloud
or on a terminal, to ensure execution at the target speed and meet
execution requirements as shown in fig.4.
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Figure 4. Offloading scheduling task. [26].

Scheduling offloading is one of the challenges facing edge
cloud networks. It is necessary to determine which devices are
most suitable for performing this task, along with their
associated requirements, whether it will be performed on a cloud
device, an edge device, or using a hybrid mechanism that
includes performing part of the task on a local device and the
other part on another device in the cloud. This requires
considering the latency, execution capacity, and the security of
the entire process. [25].

C. Managing the Complexity of Distributed Networks

The edge computing environment is one of the most
resource-intensive environments, in terms of location, type, and
operating method. This leads to difficulties in managing and
controlling this diversity of devices. These difficulties also
manifest in coordinating different processes, maintaining
connectivity, securing resources, and ensuring communication
between different levels within that environment [26].



D. Heterogeneity and Interoperability

The edge computing environment consists of multiple layers
supporting a wide range of devices with varying capabilities and
characteristics. These devices often generate data in different
formats and rely on diverse hardware architectures, software
platforms, communication protocols, and interfaces.
Consequently, integrating and coordinating these heterogeneous
components becomes a highly challenging task [27]. Ensuring
seamless connectivity and compatibility between devices and
systems across cloud and edge computing layers remains critical
for delivering efficient and reliable services.

E. Energy Efficiency and Sustainability

Due to the nature of edge -cloud networks, which include a
large number of edge devices, especially 10T devices, and the
constant data supply required for their operation, leading to
higher energy consumption, and considering that these devices
are located in areas far from storage or processing points,
providing energy resources for them to ensure continuous
operation becomes crucial [28]. This highlights the need for load
distribution and task scheduling as key steps to optimize energy
use and reduce emissions while simultaneously ensuring the
continued operation of these devices.

VI. DISCUSSION

The hybrid cloud-edge architecture has brought a significant
transformation in the use of distributed networks, both in the
technology employed and the services offered, most notably in
meeting the demands of applications with high-latency
sensitivity. This development has been accelerated by the
adoption of smart cities, healthcare systems, and industrial 10T
applications, among others, which rely on sensors, actuators, and
other small devices that collect data [28]. The integration has
driven the use of modern technologies that align with the
advantages offered by this architecture, as stated in [29]. Modern
communications, such as 5G, have significantly improved data
transfer speed, reliability, and network efficiency. In addition,
the use of Al-powered management tools has enhanced the
process of managing and scheduling tasks, and enhancing
resource allocation and availability.  Consequently, the
widespread adoption and growth of cloud-edge architecture lead
to the complexity of this environment and require more
advanced communication and Al management technologies.

As a result of the significant progress achieved using the
edge cloud, several challenges have emerged due to complexity
and scalability. These challenges include maintaining low
latency, efficient use of resources, and ensuring security and
privacy. On the one hand, the need for an intelligent mechanism
for resource management and intelligent management of
network resources, and improved data security and devices.

Table 1 presents the major technologies that have been
exploited to enhance the hybrid cloud-edge architecture and the
open issues that need more improvement.

TABLE 1. CHALLENGES AND RESEARCH GAP

Challenge Issue

Solution

Remained
Issues

Energy and sustainability

Green
Technologies

Restricted edge
resources

Security Encryption and | Computational
Blockchain overhead
Scheduling and Offloading Reinforcement Complexity of
learning decisions
compatibility Standardized Compatibility
protocols between
platforms

As shown from the previous table, despite the great progress
made in the use of blockchain technology, artificial intelligence,
and federated learning, there remains a gap, especially in
resource management, compatibility, and security, which needs
further research.

As mentioned previously, some advantages and technologies
were used to provide a balance between the features it possesses
from hybrid architecture, such as latency reduction and
improved control over resource management, and more effective
task scheduling .The above highlights the complexities of the
hybrid cloud-edge environment and the need for further work to
improve many aspects of its applications, such as enhancing
security, scalability, and the deeper use of Al tools for resource
management.

VIl. FUTURE RESEARCH DIRECTIONS

The significant growth in the use of hybrid cloud-edge
architecture and the subsequent widespread reliance on
applications with high latency and real-time sensitivity have led
to research trends that focus primarily on several aspects.

A. Al-driven Resource Management:

Modern machine learning and reinforcement learning can
play a pivotal role in meeting the needs of network applications
in a manner that is compatible with network conditions and
status, as shown in [30].In addition to using artificial
intelligence-driven resource management in managing and
distributing loads, securing resources, and even making
appropriate decisions in allocating tasks, whether on the cloud
or the edge device.

B. Intelligent Task Offloading Mechanisms

The optimization of network resources will be an important
target for future research direction, since the selection of a
suitable offloading strategy for choosing the environment to
implement tasks, taking into consideration the task
requirements, such as delay time and needed resources. Many
mechanisms can be considered for future solutions, or the core
of solutions is reinforcement learning, where the main role of the
agent is observing the network to learn the best policy for task
offloading, considering latency, energy consumption, resource
allocation, and security [31].



C. federated learning:

Security issues remain the most critical for the hybrid cloud-
edge architecture. Developing and using new techniques will
have a place in future research directions to enhance the
procedures, data, and device security. This technique is based on
bringing the intelligent model itself to the data to ensure that all
security compliance is met.

D. Energy and Sustainability:

This is an emerging issue that researchers have begun to pay
close attention to, given the global trend towards green
technology and renewable energy generation. Since hybrid
cloud-edge networks are no exception, the future is expected to
see the adoption of several technologies, including renewable
energy sources, carbon-free energy sources, energy-efficient
power generation (using only what is necessary), and energy-
saving cooling technologies [32].

VIIl. CONCLUSION

The hybrid cloud-edge architecture is considered one of the
most promising models in the network sphere and in modern
environments. This model integrates cloud technology, which
provides users, applications, and even companies with scalable
storage, computational power, analytical capability, and
application security, with networks and the Internet of Things
(loT) networks that support applications with high latency
sensitivity, continuous and long data transfer, low power
consumption, and limited storage space. Consequently, this
model became important for many applications such as
healthcare, smart cities, and Industrial 10T (l1oT).

Despite the advantages this model has provided to the
modern network environment, many challenges have emerged
and remain topics of research, including resource management,
security and privacy, load and task distribution, ensuring
sustainable energy and regulating its consumption, and other
challenges.

The paper reviewed the technologies and mechanisms used
to overcome these challenges, including the use of artificial
intelligence-based mechanisms for resource management,
modern communication technologies, and others. It also
highlighted future research directions that will focus on
developing solutions to the remaining challenges, relying on
reinforcement learning, the latest generations of communication
networks (5G and 6G), and renewable and sustainable energy
technologies.

ACKNOWLEDGMENT

The authors are very thankful to Al Zaytoonah University of
Jordan for supporting this research. Additionally, the authors are
grateful to all the personnel associated with this research who
contributed to this work.

REFERENCES

[1] A. Yousefpour, G. Ishigaki, and J. P. Jue, “Fog Computing: Towards
Minimizing Delay in the Internet of Things,” in Proc. IEEE Int. Conf. Edge
Computing (EDGE), Honolulu, HI, USA, 2017, pp. 17-24, doi: 10.
1109/IEEE.EDGE.2017.12.

[2]. M. Trigka and E. Dritsas, “Edge and Cloud Computing in Smart Cities,”
Future Internet, vol. 17, no. 3, Art. no. 118, 2025, doi: 10.3390/fi17030118.

[3]. A. K. Pallikonda, A. K. Katragadda, J. R. Annam, V. V. Rama Krishna,
S. S. Chittineni, E. Patnala, and V. Aruna, “Optimizing Real-Time loT
Processing with Hybrid Edge Cloud Architecture for Enhanced Latency
and Energy Efficiency,” Journal of Theoretical and Applied Information
Technology, vol. 103, no. 12, pp. 5227-523?, Jun. 2025.

[4] S.Deng, H. Zhao, W. Fang, J. Yin, S. Dustdar, and A. Y. Zomaya, “Edge
Intelligence: The Confluence of Edge Computing and Artificial
Intelligence,” IEEE Internet of Things Journal, vol. 7, no. 8, pp. 7457—
7469, Aug. 2020, doi: 10.1109/J10T.2020.2984887.

[5] Y.Mao, C. You, J. Zhang, K. Huang, and K. B. Letaief, “A Survey on
Mobile Edge Computing: The Communication Perspective,” IEEE
Communications Surveys & Tutorials, vol. 19, no. 4, pp. 2322-2358,
Fourth quarter 2017, doi: 10.1109/COMST.2017.2745201.

[6] S.Deng, H. Zhao, W. Fang, J. Yin, S. Dustdar, and A. Y. Zomaya, “Edge
Intelligence: The Confluence of Edge Computing and Artificial

Intelligence,” IEEE Internet of Things Journal, vol. 7, no. 8, pp. 7457—
7469, Aug. 2020, doi: 10.1109/J10T.2020.2984887.

[7]. M. Chiang and T. Zhang, “Fog and IoT: An Overview of Research
Opportunities,” IEEE Internet of Things Journal, vol. 3, no. 6, pp. 854—
864, Dec. 2016, doi: 10.1109/J10T.2016.2584538.

[8]. N. Abbas, Y. Zhang, A. Taherkordi, and T. Skeie, “Mobile Edge

Computing: A Survey,” Electronics, vol. 8, no. 7, Art. no. 742, Jul. 2019,
doi: 10.3390/electronics8070742.

[9] .M. Al Rawajbeh, E. M. Abu-Taieh, A. Alhroob, and I. AlHadid,
“Architectural Transformations in Networking: The Journey from
Traditional Systems to Cloud-Based,” in 2025, 9th International
Conference on Information, Control, and Communication
Technologies (ICCT), 2025, doi: 101109/ICCT65546.2025.11427639.

[10] R.C. Thota, “Optimizing Edge Computing and Al for Low-Latency
Cloud Workloads,” International Journal of Science and Research
Archive, vol. 13, no. 1, pp. 3484-3500, 2024, doi:
10.30574/ijsra.2024.13.1.1761.

[11]] G. Kambala, “Emergent Architectures in Edge Computing for Low-
Latency Application,” International Journal of Engineering and
Computer Science, vol. 13, no. 9, pp. 2659726607, Sep. 2024, doi:
10.18535/ijecs/v13i09.4926.

[12]. J.M.Batalla, A. V. Vasilakos, M. Gajewski, and C. X. Mavromoustakis,
Edge Computing and the Evolution of Network Architectures for Future
Internet Services,” IEEE Access, vol. 12, pp. 45872-45891, 2024, doi:
10.1109/ACCESS.2024.3378456.

[13] S. Deng, H. Zhao, W. Fang, J. Yin, S. Dustdar, and A. Y. Zomaya,
“Edge Intelligence: The Confluence of Edge Computing and Artificial
Intelligence,” IEEE Internet of Things Journal, vol. 7, no. 8, pp. 7457—
7469, Aug. 2020, doi: 10.1109/J10T.2020.3004381.

[14] K. Lee, “The Relationship Between Edge Computing and Cloud
Computing,” SUSE Blog, Jun. 3, 2025. [Online]. Available:
https://www.suse.com/c/the-relationship-between-edge-computing-
and-cloud-computing/. [Accessed: May 23, 2026].

[15] T.Qiu,J. Chi, X. Zhou, Z. Ning, M. Atiquzzaman, and D. O. Wu, “Edge
Computing in Industrial Internet of Things: Architecture, Advances

and Challenges,” IEEE Communications Surveys & Tutorials, vol. 22,
no. 4, pp. 2462-2488, Fourth quarter 2020, doi:
10.1109/COMST.2020.3009103.

[16]. M.Mahbub and R. M. Shubair, “Contemporary advances in multi-access
edge computing: A survey of fundamentals, architecture, technologies,
deployment cases, security, challenges, and directions,” Journal of



https://www.suse.com/c/the-relationship-between-edge-computing-
https://www.suse.com/c/the-relationship-between-edge-computing-

Network and Computer Applications, vol. 219, Art. no. 103726, Oct.
2023, doi: 10.1016/j.jnca.2023.103726.

[17] S. Sardellitti, G. Scutari, and S. Barbarossa, “Joint Optimization of Radio
and Computational Resources for Multicell Mobile-Edge Computing,”
IEEE Transactions on Signal and Information Processing over Networks,
vol. 1, no. 2, pp. 89-103, Jun. 2015, doi: 10.1109/TSIPN.2015.2448520.

[18]. W. Yu, F. Liang, X. He, W. G. Hatcher, C. Lu, J. Lin, and X. Yang, “A
Survey on the Edge Computing for the Internet of Things,” IEEE Access,
vol. 6, pp. 6900-6919, 2018, doi: 10.1109/ACCESS.2017.2778504.

[19] N. Abbas, Y. Zhang, A. Taherkordi, and T. Skeie, “Mobile Edge
Computing: A Survey,” IEEE Internet of Things Journal, vol. 5, no. 1, pp.
450-465, Feb. 2018, doi: 10.1109/J10T.2017.2750180.

[20]. A. Gupta, “Exploring Edge Computing and Cloud Computing: A
Comparative Study of Features and Applications,” International Journal of
Applied Mathematics, vol. 38, no. 6s, pp. 994-1018, 2025.

[21] P. Porambage, A. K. D. Alvi, M. Liyanage, J. Kumar, and M. Ylianttila,
“Survey on Multi-Access Edge Computing for Internet of Things
Realization,” IEEE Communications Surveys & Tutorials, vol. 20, no. 4,
pp. 2961-2991, Fourth quarter 2018, doi:
10.1109/COMST.2018.2849509.

[22] X. Wang, Y. Han, V. C. M. Leung, D. Niyato, X. Yan, and X. Chen,
“Convergence of Edge Computing and Deep Learning: A Comprehensive

Survey,” IEEE Communications Surveys & Tutorials, vol. 22, no. 2, pp.
869-904, Second quarter 2020, doi: 10.1109/COMST.2020.2970550.

[23] D. Hortelano, I. de Miguel, and R. J. Duran, “A Comprehensive Survey
on Reinforcement-Learning-Based Computation Offloading Techniques
in Edge Computing Systems,” Journal of Network and Computer
Applications, vol. 224, 2024, doi: 10.1016/j.jnca.2023.103806.

[24] J.Ren, D. Zhang, S. He, Y. Zhang, and T. Li, “A survey on end-edge-
cloud orchestrated network computing paradigms: Transparent
computing, mobile edge computing, fog computing, and cloudlet,” ACM
Computing Surveys, vol. 52, no. 6, Art. no. 125, pp. 1-36, Nov. 2019, doi:
10.1145/3362031.

[25] B.U. Kazi, M. K. Islam, M. M. H. Siddiqui, and M. Jaseemuddin, “A
Survey on Software Defined Network-Enabled Edge Cloud Networks:
Challenges and Future Research Directions,” Network, vol. 5, no. 2, art.
no. 16, 2025, doi: 10.3390/network5020016.

[26] F. Alhaidari, A. Rahman, and R. Zagrouba, “Cloud of Things:
Architecture, Applications and Challenges,” Journal of Ambient
Intelligence and Humanized Computing, vol. 14, no. 5, pp. 5957-5975,
May 2023, doi:10.1007/s12652-020-02448-3.

[27] L. Belcastro, F. Marozzo, A. Orsino, D. Talia, and P. Trunfio, “Navigating
the Edge-Cloud Continuum: A State-of-Practice Survey,” ACM
Computing Surveys, submitted for publication, 2025.

[28]. S. Zhang, L. Qiu, and H. Zhang, “Edge cloud synergy models for ultra-
low latency data processing in smart city IoT networks,” International
Journal of Science, vol. 12, no. 10, 2025.,doi: 10.1007/s12652-020-02448-
3

[28] F. C. Andriulo, M. Fiore, M. Mongiello, E. Traversa, and V. Zizzo, “Edge
Computing and Cloud Computing for Internet of Things: A Review,”
Informatics, vol. 11, no. 4, Art. no. 71, Sep. 2024, doi:

10.3390/informatics11040071.

[29] M. Trigka and E. Dritsas, “Edge and Cloud Computing in Smart Cities,”
Future Internet, vol. 17, no. 3, p. 118, Mar. 2025, doi: 10.3390/fi17030118.

[30] U. K. Lilhore, S. Simaiya, Y. K. Sharma, A. K. Rai, S. M. Padmaja, K. V.
Nabilal, V. Kumar, R. Alroobaea, and H. Alsufyani, “Cloud-edge hybrid

deep learning framework for scalable IoT resource optimization,” Journal

L Introduction

By moving data storage and processing closer to the point of origin, a novel paradigm known as "edge
computing” has laely evolved to satisfy the growing demand for low-latency applications. Traditional cloud
computing architectures aren't fast enough to meet the real-time processing needs of applications like smart
grids, augmented reality, telemedicine, autonomous vehickes, and industrial internet of things (IoT),
notwithstanding its scalability and adaptability. By spreading computation over a distributed network of
nodes, which enhances data security, lowers bandwidth usage, and accelerates reaction times, new edge
computing architectures offer inventive responses to these challenges. These systems combine several
technologies and methodologies, including microdata centres, fog computing, and multi-access edge
computing (MEC), so optimising resource allocation and allowing seamless interactions between edge
devices and the cloud[1]-{3]. By moving processing duties from centralised infrastructure to local base
stations or nodes in the network, MEC offers low-latency services at the periphery of a network thanks to
5G advances. New opportunities abound from this, including interactive gaming and real-time video
analytics. Fog computing advances this concept by stressing proximity and scalability by creating a
hierarchical ecosystem of resources including sensors, actuators, intermediate nodes, and the cloud. New
edge architectures ensure real-time insights by depending more on artificial intelligence and machine
learning models to do inferencing on-device and less on cloud processing[4].
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