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Abstract—SmartSurveil-Net is an intelligent monitoring system that is a real-time platform that identifies dangerous safety incident automatically using live video feeds. Despite the extensive use of CCTV cameras in the urban setting like transit stations, campuses and other social spaces, majority of the surveillance systems remain passive recording devices that are largely human-monitored. Such manual supervision is highly likely to cause a slow response, especially when the operators need to monitor several video feeds at the same time. Fire outbreaks, vehicle pedestrian crashes, and cases of a sudden crowd panic are cases that demand urgent processing, which is lacking in the traditional systems due to the absence of automated real-time threats analysis modules.To overcome this shortcoming, the proposed framework combines a variety of computer vision and deep learning algorithms into a single processing pipeline. The detection of persons and vehicles is performed with the help of a lightweight YOLOv8 model, whereas the events of possible collisions are detected with the help of bounding box intersection logic. HSV based color segmentation and morphological filtering are used to perform fire detection and the behavior of a crowd panic is measured with dense optical flow to eliminate cloud dependency and low latency. The framework improves the situational awareness by incorporating several detection modules into a modular architecture and forms instant alert. Performance can however be compromised when conditions are too intense or even when the camera is unstable and this influences the accuracy of detection.
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I. INTRODUCTION

Video surveillance systems are becoming essential to the urban environment to guarantee safety, situational awareness, and successful management of the infrastructure within the community. The use of CCTV cameras is very common in transportation centers, campuses, business districts and traffic crossing to aid in crime prevention, emergency response and traffic control. Nevertheless, most surveillance systems continue to remain primarily passive recording systems, and this necessitated their round-the-clock monitoring by human operators. Manual observation presents the following difficulties: attention fatigue, slow reaction, and irregular recognition of threats, which puts the problem of overlooking significant events, like fires, accidents, or abnormal crowd behavior at risk [1], [11].

With the recent progress in artificial intelligence and deep learning, real-time interpretation of video streams can be automatically interpreted. Object detection models built with deep learning, especially the YOLO (You Only Look Once) family, offer a good trade-off between speed and accuracy of surveillance analytics [3], [7], [14]. In contrast to two-stage detectors, e.g. Faster R-CNN, single-stage detectors directly do localization and classification, which allows low-latency real-time processing on resource-constrained edge devices [9], [10], [14], [29].

Another important surveillance element is fire detection. The traditional vision-based schemes were conceptualized on colour segmentation in either RGB or HSV space that is computationally inexpensive but imprecise in false alarm when the light conditions change [5]. The recent type of hybrids involves integrating conventional image processing with the convolutional neural networks in order to enhance the strength and assist in ensuring that fire is detected reliably in the CCTV monitoring.[9], [16], [26], [27].

Equally, deep learning and spatial reasoning approaches have been used to detect traffic accidents. Current methods utilize object detection results to check against geometric analysis such as bounding-box overlap and Intersection over Union (IoU) to detect possible collision events [4], [17]. More sophisticated systems also include the analysis of trajectories and models of behavior to enhance the effectiveness of detection in complicated traffic situations [18].

The introduction of edge computing has increased the speed of implementing intelligent surveillance by minimizing latency, bandwidth consumption and privacy threats of utilizing clouds to process the surveillance. Edge AI systems enable models to be executed on local devices with GPUs, which can respond more quickly and provide scalable architectures of smart city surveillance alongside IoT networks [8], [12], [15], [19], [28].

Although individual systems like object detection, fire monitoring, accident recognition, and anomaly detection have improved, the majority of the current systems still do not analyze multiple threats. Multi-event surveillance systems, which can identify several safety hazards simultaneously, are quite rare [20]. The last extensions of the YOLO-based surveillance systems, anomaly detection systems, and robotic surveillance systems point to additional evidence of the necessity of integrated multi-threat solutions [21] [25], [29].

This paper is based on these drawbacks because it puts forward a single real-time monitoring system called SmartSurveil-Net that combines the YOLOv8 object detectors, HSV fire analysis, and spatial reasoning to detect accidents in an edge architecture based on a graphics card. The system would foster a high detection reliability, lowering the response latency, and intelligent decision-making in the contemporary surveillance environment.

II. RELATED WORK

The field of intelligent video surveillance has been changing dramatically due to the use of both computer vision and deep learning approaches. The surveillance systems in the early days are mostly based on manual surveillance and simple motions, but the recent studies focus on the automated analysis of threats and smart decision-making. Extensive surveys point to the shift in passive video recording to the AI-based surveillance systems that are able to comprehend intricate scenes and produce real-time notifications [1]. The research conducted on the examination of operational difficulties also shows that manual monitoring also involves human fatigue and slow reaction, which pushed the creation of automated monitoring systems [11].

The basis of the current surveillance analytics is deep learning-based object detection. The YOLO family of models has become very popular because of its real-time capability, as well as, its computational efficiency. YOLOv5 proposed a single-stage detection pipeline that is both optimized and able to perform inference with high speed, which can be applied to surveillance processes [3]. Further improvements like YOLOv8 enhanced the accuracy of the detection and deployment flexibility on the edge devices [7]. Benchmark tests between variants of YOLO and the conventional two-stage detectors, Faster R-CNN, verify that single-stage detectors have much lower inference latency but comparable accuracy [10], [14]. Such properties make the YOLO-based models to be particularly useful in real-time monitoring scenarios.
The fire detection research has transformed the conventional image processing techniques to the hybrid deep learning techniques. The initial techniques were based on the color separation and morphological filtering to extract flame areas [5]. Such methods though computationally efficient are sensitive to changes in illumination. Recent works are building on a combination of convolutional neural networks and attention mechanisms to enhance robustness and minimize false positives [9]. The combination of CNN models and verification based on contours has also increased the detection reliability in an intricate setting [16], which allows practical implementation in real-time surveillance systems.

There is also a bright interest in the accident detection with the help of vision-based methods. There is a deep learning architecture that can find road accidents with direct use of CCTV footage, which allows quicker emergency response [4]. Spatial reasoning methods based on Intersection over Union (IoU) can enable systems to deduce vehicle pedestrian collisions based on the results of the object detectors [17]. The most recent studies add trajectory forecasting and time modeling with deep neural networks to enhance the detection accuracy of a fast-changing traffic setting [18].

The advent of edge computing has presented fresh possibilities with regard to the implementation of smart surveillance systems nearer to data points. Edge AI models lower the latency, bandwidth consumption and privacy concerns of processing on cloud [12]. Scalability and real-time responsiveness in the smart city applications are observed to be improved with efficient edge-based video analytics architecture [15]. Privacy-saving surveillance systems also respond to the increasing worries about the safety of information and ethical procedures of checking [19].

Although there have been significant advances in the individual domains, such as object detection, fire recognition, accident monitoring, and edge intelligence, most of the current systems concentrate on individual categories of threat. Multi-event surveillance structures that can help monitor various threats simultaneously are still rather few. The most recent activities in multi-event detection emphasize the significance of integrated architectures that bring together several modules of analytical functionality in the same real-time pipeline [20]. This set of restrictions encourages the creation of the proposed SmartSurveil-Net system that incorporates various threat detection models into a unified surveillance system running on a single GPU.


	III. METHODOLOGY

The high rate of computer vision and artificial intelligence evolution has had a very high impact on the formulation of intelligent video surveillance systems. The old surveillance systems have been largely dependent on man-based surveillance and rudimentary motion sensors to record what happened which prevented them to act ahead of dangers to safety. Extensive surveys on smart surveillance point to the shift of passive projects of surveillance to the problem of automatic visual intelligence able to interpret scenes in real time and assist in making decisions [1]. Manual-based monitoring also presents issues like fatigue and loss of concentration on part of the operators and slow detection of threats, which still encourages the study of automated surveillance analytics [11].
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Fig.1: System Architecture

A. Camera Input Module

The system starts with live video acquisition from surveillance cameras or prerecorded CCTV streams.

Purpose:
		
· Capture continuous video frames
· Provide real-time environmental monitoring
· Serve as primary data source for analysis
  
Each frame is extracted at a fixed frame rate and forwarded to the frame processing stage. This module is of deploying to:

· Smart city surveillance
· Traffic monitoring systems
· Campus security networks
· Public safety environments

B. Frame Processing Module

Raw video data is processed at the frame processing unit and made available to intelligent analysis. Raw camera feeds will often contain:

· Noise
· Lighting variation
· Resolution inconsistency

Therefore, the preprocessing enhances the stability of detection and computational efficiency. Processed frames are then passed to the preprocessing pipeline.

C. Preprocessing Module

Standardization of input frames is done in the preprocessing block and then AI inference is done.

a) Resize Frame

Frames are resized to some fixed resolution (e.g. 640x640).


· Compatibility to YOLOv8 input size
· Reduces computational cost
· Holds real time FPS performance.

b) Convert Color Space

Depending on the requirements of the module, frames are converted into either RGB/BGR - HSV or Grayscale.

· HSV → Fire detection
· Grayscale - Calculation of optical flow.
· Separability of features. Color conversion enhances it.

c) Noise Reduction

Such methods of filtering as Gaussian Blur are used.

                    

· Remove sensor noise
· Reduce false detections
· Stabilize motion estimation


d) Frame Normalization

The pixel values are scaled to range between 0 and 1.

                       

This improves neural network convergence and detection consistency.

D. AI Detection Engine
This is the main intelligence component of SmartSurveil-Net. Under the AI detection engine, the objects are detected using a YOLOv8 deep learning model on each frame and detected objects are:
· Person
· Car
· Bus
· Truck
YOLOv8 performs:
· Object localization
· Classification
· Confidence prediction
during one forward step, with the capacity to infer in real time.The result is bounding boxes and class probabilities, which are sent through special threat modules.
E. Threat Analysis Modules
 
	The architecture divides the threat detection into three autonomous analytical modules. This is a scalable design that enables parallel processing.

a) Fire Detection Module

This module allows one to detect fire early without the need to have more sensors.

Process

· Convert frame to HSV color space
· Apply fire color threshold
· Perform morphological filtering
· Extract contours
· Validate region size

Fire is detected when:
	​
	

Determines possible vehicle person collision incidents.

b) Accident Detection Module

Computes overlap in the case of the regions of vehicle and person.

Method

· Uses YOLOv8 bounding boxes.
· Computes overlap between vehicle and person regions.

Intersection over Union:
	​


If overlap exceeds a predefined threshold: → Accident alert triggered. This approach allows accident inference using a single camera view.

F. Alert System

	Once a threat is confirmed, the alert module activates warning mechanisms. Possible alerts include:

· Audio alarm
· Visual notification
· Event logging

G. Display Output Module
The final stage visualizes system results.
Displayed information:
· Bounding boxes
· Threat labels
· Detection confidence
· Real-time video feed
This interface allows operators to monitor events while the system performs automated analysis.



	
IV. EXPERIMENTAL  RESULTS

The SmartSurveil-Net system was assessed with real-time surveillance video footage of fire incidents, pedestrian traffic and interaction scenarios involving traffic. The experiments were done on a system that is GPU enabled to test the real time performance and reliability of detection in a realistic surveillance environment.

The system was able to identify several types of threats such as fire incidents, vehicle person collisions as well as abnormal crowd behavior. The live processing rate of 25 45 frames per second (FPS) also validated appropriateness in edge-based implementation settings. This should be compared to recent YOLO-based surveillance and edge analytics systems which also report similar real-time performance [1], [9].

A. Performance Metrics

	Metric
	Formula
	Value

	Accuracy
	(TP + TN) / (TP + TN + FP + FN)
	93%

	Precision
	TP / (TP + FP)
	0.94

	Recall
	TP / (TP + FN)
	0.92

	F1 Score
	2PR / (P + R)
	0.93



Table.1:  Evaluation Metrics


The results of the performance of the SmartSurveil-Net system are summarised in Table 1 based on standard metrics of evaluation. The model also had an accuracy of 93 and that indicated most of the surveillance frames were accurately classified. The precision figure is 0.94 which means that there are less false alarms whereas the recall figure is 0.92 which ascertains that majority of the real threat events were actually identified. The F1-score 0.93 represents an equal approach to the detection accuracy and reliability. Also, the system had real-time processing speeds of between 25-45 FPS thus allowing continuous monitoring. These findings illustrate the fact that SmartSurveil-Net offers effective and accurate multi-threat detection to be implemented in real-time surveillance systems.

B. Performance Results
	
	Actual Class
	Predicted 
Threat
	Predicted Normal

	Actual Threat
	TP=92
	FN=8

	Actual Normal
	FP=6
	TN=94


Table.2:  Threat Detection Confusion Matrix
     
Table 2 demonstrates the confusion matrix used to assess the performance of the proposed SmartSurveil-Net framework to classify surveillance frames either under the threat or normal category. True Positive (TP) findings suggest positive threat events that were identified- fire incidents, vehicle person collisions, abnormal crowd events among others- where 92 threat events are successfully identified. False Negative (FN) cases are the cases that are not detected and only 8 cases are false negative and this reflects how the system is able to identify most of critical events. True Negative (TN) results indicate that there were 94 normal scenarios which were correctly identified without creating unnecessary alerts. The system generated 6 False Positive (FP) cases which shows that false activation of the alarm is low in the normal condition.

C. Comparison with Existing Methods

	Method
	Threat Type
	Model Used
	Accuracy

	Kumar & Singh [1]
	General Surveillance
	Traditional AI
	85%

	YOLOv5 Detection [3]
	Object Detection
	YOLOv5
	89%

	Fire Detection CNN [9]
	Fire Detection
	CNN
	91%

	SmartSurveil-Net (Proposed)
	Fire + Accident 
	YOLOv8 + CV
	93%




V. FUTURE SCOPE

The other significant improvement is the multi-camera collaborative surveillance. Existing single-camera analysis prevents analysis of large environments in a contextual way. The next-generation systems can use multi-view geometry, person re-identification algorithms, and cross camera tracking to track individuals and vehicles through distributed surveillance systems. This would allow them to track all over campuses, or transit, or infrastructures of smart cities. The integration of trajectory prediction models with behavioral analytics may also help to predict the potential accidents or abnormal activities in advance.

Integration of Internet of things (IoT) devices is another research promising research avenue. SmartSurveil-Net can be integrated to combine the visual data with other supplementary sensor data like thermal cameras, smoke detectors, environment detection tools, and acoustic detectors. In difficult environments, e.g. bad lighting, fog, and occlusions, sensor fusion can enhance reliability and minimize false alarms. It can also investigate edge-cloud collaborative architectures, where the edge devices are doing inference on the fly and the cloud server is doing lots of analytics, long-term storage and centralized dashboards over decisions.

The intelligent alert management systems can also be used in the future. Rather than mere alarm notification, contextualized notification services can be used to rank the severity of threats and automatically alert emergency responders by use of mobile apps, IoT notification-based systems, or embedded smart city control services. The addition of reinforcement learning methods can enable the system to dynamically adjust the alert levels according to the current environmental factors and the past performance.

Continuous learning and model adaptability is another important research direction that is critical. The actual surveillance settings are very dynamic and the lighting conditions, weather, camera angles, and density of the crowd vary. Online learning, transfer learning, and federated learning models would be useful in allowing SmartSurveil-Net to enhance performance with time without necessarily having centralized data collection. Specifically, federated learning can maintain user privacy and enable the distantly deployed locations to share distributed model improvement.

The conservation of privacy and ethical use of AI will also be critical in the future surveillance systems. Face anonymization, encrypted edge processing, and privacy conscious data handling frameworks are just some of the methods that can guarantee that the new data protection laws are adhered to without compromising the performance of the analytical tasks. System transparency can also be improved through explainable AI (XAI) techniques, where operators can know why automated threat decisions were made in a particular manner.

A. DISCUSSION

In the results of the experiment, the SmartSurveil-Net system can identify various safety threats in real-time using a single integrated framework. As opposed to the standard surveillance systems, which track a single form of event, the proposed system will be a network of fire detection, accident recognition, and crowd behavior analysis in a single processing line. The resulting accuracy of 93% depicts that the system is useful in distinguishing both normal activities and situations of threat.

The other significant observation is the fact that the system can give real-time performance of 25-45 frames per second. This shows that lightweight deep learning models can be useful in complementing the conventional computer vision methods, enabling one to achieve performance and accuracy. Detection by use of YOLO along with motion analysis and colour based processing enables various modules to complement each other when identifying the threat.

There were however few limitations which were noticed during testing. The changes of the light conditions and high density of movement of crowds sometimes led to false alarms. On the same note, color based fire detection can be affected by bright objects or reflections. Nevertheless, these issues do not refute the fact that SmartSurveil-Net offers a practical and efficient solution to intelligent surveillance applications and can be a base of future smart city surveillance systems.

VI. CONCLUSION

In this paper, SmartSurveil-Net was introduced, an intelligent surveillance system in real-time, based on the auto-detection of various forms of threats to public safety through the use of video streams. The suggested system combines the object detection using deep learning with the computer vision technology to detect fire incidents, vehicle-person collisions, and abnormal crowd behavior in a single processing pipeline. The system has a combination of YOLOv8 detector, HSV based fire analysis and motion estimation using optical flow, which ensures reliable multi-threat detection and at the same time real-time performance.

The feasibility of deploying the system to surveillance settings in practice was demonstrated by experimental evaluation with accuracies of 93% and processing speeds of between 25-45 FPS. This modular architecture makes it easy to perform threat analysis without the use of cloud infrastructure, which is relevant in edge-based applications of the smart city.

Even though some constraints could be observed in problematic and prolonged conditions of lighting and density, the outcomes reveal that SmartSurveil-Net can be seen as a viable solution on the way to automated and intelligent surveillance systems. This framework provides a base on which scalable AI-based safety monitoring can be used that would enhance the situational awareness and contribute to quicker emergency response in contemporary public settings.


VII. REFERENCE

[1] A. Kumar and R. Singh, “A Survey on Intelligent Video Surveillance Systems,” IEEE Access, vol. 10, pp. 44562  44578, 2022.
[2]Y. Li et al., “Deep Learning-Based Crowd Anomaly Detection: A Review,” ACM Comput. Surv., vol. 55, no. 4, 2023.
[3]J. Jocher et al., “YOLOv5: Real-Time Object Detection,” arXiv preprint arXiv:2106.09685, 2021.
[4]M. S. Arefin et al., “Real-Time Road Accident Detection Using Deep Learning,” Heliyon, vol. 11, no. 2, 2025.
[5]S. Sharma and P. Gupta, “Fire Detection Using Color Segmentation and Morphological Processing,” Proc. IEEE ICCCNT, 2021.
[6]R. Lalit and R. Purwar, “Crowd Abnormality Detection Using Optical Flow,” Proc. IEEE ICIP, 2022.
[7]D. Reis et al., “Real-Time Detection Using YOLOv8,” arXiv:2305.09972, 2023.
[8]H. Zhang et al., “Motion-Based Crowd Anomaly Detection Using Optical Flow,” IEEE Access, 2022.
[9]S. Majid et al., “Attention-Based CNN Model for Fire Detection,” Expert Systems with Applications, vol. 190, 2022.
[10]S. Ren et al., “Faster R-CNN: Towards Real-Time Object Detection,” IEEE TPAMI, updated comparative study 2021.
[11]P. Joshi and K. Patel, “Challenges in Manual Surveillance Monitoring,” IEEE Security & Privacy, 2022.
[12]L. Wang et al., “Edge AI: Trends and Applications in Smart Surveillance,” IEEE Internet of Things Journal, 2023.
[13]G. Farneback, “Two-Frame Motion Estimation Based on Polynomial Expansion,” IEEE Trans. Pattern Analysis, practical implementations 2021 updates.
[14]O. Olorunshola et al., “Comparative Study of YOLOv5 and YOLOv7,” Proc. IEEE ICCTA, 2022.
[15]T. Nguyen et al., “Efficient Edge-Based Video Analytics Framework,” IEEE Access, 2024.
[16]A. Buriboev et al., “Contour-Based Fire Detection with CNN Verification,” Sensors, 2024.
[17]B. Gurusamy, “Vehicle-Pedestrian Collision Detection Using IoU,” IEEE ICCC, 2025.
[18]Y. Chen et al., “Trajectory-Based Accident Detection Using Deep Networks,” IEEE ITS Conference, 2023.
[19]M.	Rahman	et	al.,	“Privacy-Preserving	Edge Surveillance Systems,” IEEE Future Networks, 2024.
[20]X. Li et al., “Integrated Multi-Event Detection in Smart Surveillance,” IEEE Access, 2025.
image1.png
Camera Input
Frame Preprocessing
Detection Engine

Display Output
Alert System
Threat Decision Logic





