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Abstract
[bookmark: _GoBack]The advantages of Software-Defined Networking (SDN) include increased programmability and centralized control of the network; however, the dynamic nature of the SDN architecture leads to its greater vulnerability to complex cyber-attacks. In many cases, standard intrusion detection systems are unable to analyze multi-layer dependencies between the components of SDN as well as to detect changes in attack vectors. The present study is aimed at developing a cross-layer intrusion detection system based on Graph Neural Networks that can ensure higher precision in detecting the malicious activity in SDN environments. The proposed solution involves building an SDN traffic graph that includes flow statistics, controller's actions logs, packets' characteristics, and switch communication patterns. The developed hybrid graph neural network model that incorporates graph convolutional networks and attention techniques can effectively determine the presence of anomalous events in SDN networks. An experimental evaluation was conducted using datasets of SDN attacks, including distributed denial-of-service, probing, spoofing, and botnet attacks. The developed system showed the results that exceed those of other algorithms based on machine learning techniques: it had 98.7% accuracy, 97.9% precision, 98.2% recall, and 1.8% false positives. The findings reveal that the use of cross-layer graph-based learning increases adaptive intrusion detection capabilities, scalability, and effectiveness of response actions in contemporary SDN systems. The approach creates a dependable, intelligent way of ensuring the security of the next generation of programmable networks. In addition, the framework is dynamic enough to allow feature updates, hence ensuring that the framework can adapt to new forms of attacks even in highly loaded networks.
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1. Introduction
Software-Defined Networking (SDN) is the most recent advancement in the domain of computer networks which involves flexible architecture for controlling and managing the large-scale communication systems using centralized software infrastructure wherein the separation of control plane and data plane leads to greater adaptability in configuring the communication system [1]. But the same characteristic makes SDN a vulnerable networking technology due to its highly centralized architecture as it is susceptible to various kinds of cyber-attacks like DDoS, spoofing, and unauthorized access attacks. Intrusion detection techniques based on static rules and shallow learning models cannot be relied upon since it cannot efficiently analyze the evolving attack behaviours in real-time scenarios [2][3]. The recent deep learning and graph learning models are proving to be useful to some extent owing to their capability in modeling traffic relations within SDN [4]. However, these models are unable to deal with cross-layer dependencies since attacks may occur on different layers of the SDN network [5]. Conventional deep learning models like CNN and LSTM lack in their capabilities in capturing the relationships among different entities of the SDN model in dynamic environments.
Graph Neural Networks (GNNs) have become popularly adopted recently due to their ability to accurately represent relational dependencies in the network systems, thus ensuring better detection of communication trends and anomalies in SDN architectures [6][7]. By integrating cross-layer features with graph neural networks, intrusion detection systems can effectively perform with greater accuracy and scalability, as well as minimizing false alarms in dynamic environments [4]. Consequently, there exists an urgent need for a robust cross-layer intrusion detection system utilizing GNN models for SDN networks. The secure, tamper-proof, and accountable blockchain supply chain systems require secure infrastructures for the network, while SDN cross-layer intrusion detection based on graph neural networks provides robust security for such distributed digital commerce systems from cyber-attacks [2].
This research work introduces a CLIDS-SDN system based on Graph Neural Networks for enhancing the performance of attacks detection and acquiring security insights in software-defined networks. In the suggested model, a variety of data sources including packet information, flows statistics, controller events, and switch interactions are modelled through graphs in order to conduct a complete security analysis in various levels of network. Graph convolution and attention-based approaches are used in the proposed hybrid architecture of the GNN model to discover any abnormalities and attack relationships. Some of the major contributions of this paper include cross-layer graph-based modeling of SDN traffic, an adaptive GNN-based intrusion detection system, and an efficient anomaly detection mechanism with reduced false positives. Experimental validation shows that the proposed framework performs better than traditional machine learning and deep learning methods in accuracy, precision, recall, and computational efficiency. This paper is structured as follows. In Section 1, the background and motivation behind the research have been explained. Section 2 includes a discussion on the literature review and current intrusion detection approaches in SDN networks. Section 3 highlights the proposed intrusion detection approach with cross-layer graph-based GNN framework. Section 4 illustrates experimental results and comparisons made in this research work. Finally, Section 5 summarizes the conclusions of this paper and future scopes of research on intelligent SDN security.
2. Literature Review
The latest study focuses on the applicability of machine learning and deep learning algorithms in intrusion detection within Software-Defined Networks and in particular IoTs and distributed networks where routing and anomaly detection is crucial [8]. However, most of such algorithms fail to capture cross-layer interactions thus becoming inefficient at tackling attacks that target multiple layers [9]. Deep learning-enhanced SDN security architecture is considered to have the ability to improve intrusion detection accuracy in 6G and Industrial Internet of Things (IIoT) applications; however, it suffers from scalability problems [10]. In order to solve these issues, new approaches based on cross-layer SDN, NFV, and artificial intelligence technologies have been suggested [11]. In addition, the application of deep learning methods for the detection of DDoS attacks and other similar activities has been proven to be highly efficient; however, deep learning techniques often lack interpretability and require significant computing power [12]. The advent of datasets such as SDN-MG25 has played an important role in improving research related to SDN security in terms of providing a more realistic traffic situation for model evaluation [13]. Furthermore, the use of cloud networking techniques based on reinforcement learning has also been proposed to improve traffic engineering and threat detection in SDN cloud networks [14]. The comprehensive literature on SDN security has indicated that the DoS attack is one of the most serious security concerns [15].
Inferences drawn from the existing literature reveal that while much progress has been achieved in intrusion detection within SDN through AI methods, it appears that there remains a challenge of efficiently integrating the cross-layer networking data in the learning model based on graph analysis. The motivation here is to design an intrusion detection system based on Graph Neural Networks for SDNs.
The recent progress in graph neural networks has presented a new perspective for intelligent security analytics in communication networks. It was proved that the graph-based learning models can efficiently learn topologies, node interaction, and communication dependencies for the detection of anomalous network behaviours. The graph-based IDS architecture is characterized by better scalability and enhanced ability to detect network intrusions because the graph-based learning models treat the incoming traffic as graph structures that comprise multiple interconnected nodes, as opposed to the traditional deep learning algorithms that utilize separate feature vectors for analysis. Moreover, the attention-based approach to the learning process facilitates the improvement of anomaly localization through assigning the importance weights to suspicious traffic flow and network behaviour. At present, the existing graph-based IDS architecture suffers from multiple weaknesses related to the problem of computational overhead, poor cross-layer feature integration capabilities, inability to cope with zero-day attacks, and problems with the real-time implementation in large-scale SDN architectures. From the review of existing literature, one may conclude that the implementation of cross-layer traffic intelligence with GNNs will help to significantly boost IDS efficiency and adaptive behaviour.
3. Proposed Model 
3.1 Overall Flow of the Proposed System
The introduced architecture of the Cross-Layer Intrusion Detection System based on Graph Neural Networks can be utilized to detect malicious activity in software-defined networks through the modeling of their behaviours as graphs. The general architecture of the suggested approach includes several stages of operations. First, data must be collected from various SDN layers, which includes flows statistics gathered at switches, logs from SDN controllers, and packet-level data obtained in the process of network inspection. The collected information is pre-processed to normalize and select relevant data that would be required for building graphs. Next, the collected information is used to build a cross-layer graph that represents various SDN entities as nodes and interactions between those entities as connections (edges). Then, the constructed graph is analysed using the proposed hybrid Graph Neural Network model, which learns structural and behavioural dependencies within the network. During this stage, feature aggregation and propagation take place, and anomalous patterns, which may reveal intrusions, are detected. As a result, traffic is classified as either normal or malicious and potential intrusions are flagged.
3.2 System Technical Architecture
The architecture proposed in Figure 1 has five important components, which cooperate in performing intelligent intrusion detection in an SDN-based network. In the first step, the SDN controller, switches, and flow tables gather the data about network traffic. Preprocessing of the traffic results in extracting features, which are then transformed to feature vectors ready for graph learning. The graph construction component constructs graphs using the gathered features with nodes representing hosts, switches, and controllers and edges representing communication flows between them. The Graph Neural Network component detects attack behaviour by propagating features between neighbouring nodes. Lastly, the classification component categorizes traffic as either normal or intrusive, and the result is sent to the SDN-based security management system.

Figure 1: Layer Graph Neural Network-Based Intrusion Detection Architecture for Software-Defined Networks
3.3 Mathematical Formulation of Cross-Layer Graph Construction
SDN Graph is depicted below:

As per the equation (1),  is the set of nodes in the network, which may include hosts, switches, and controllers whereas  is the connection between different nodes. This graph approach helps us simulate the model to learn interactions of traffic in SDN graphs through multiple layers of SDN.
Equation (2) demonstrates how the GNN model is able to aggregate the features from neighbourhood nodes into node representations.

Where   indicates the new vector representation of node ,  indicates its neighbouring nodes,  refers to the weight matrix, and  is the activation function. This process facilitates learning about hidden attack vectors and abnormal behavior for successful intrusion detection in an SDN environment.
4. Dataset and Performance Evaluation
4.1 Dataset Description
The Cross-Layer Intrusion Detection System for Software-Defined Network based on Graph Neural Networks is tested via benchmark SDN intrusion datasets that model real-world network traffic conditions. The most prominent dataset used for testing the IDS is the combination of CICIDS2017 and UNSW-NB15. It has become the most widespread and commonly used benchmarks for the evaluation of intrusion detection systems in modern cybersecurity research. The datasets incorporate traffic of two types, one of which represents a normal flow while the other is characterized by abnormal attack traffic. The combined dataset includes roughly 1.2 million flow records, each of which reflects the activity of the network connection with either attack or normal behaviour defined. There are five types of attacks represented within the dataset, which are DDoS, brute force attacks, infiltration, botnets, and port scanning attacks. More than 80–85 features have been extracted from the data, including such parameters as flow duration, packet sizes, inter-arrival time, protocol type, IP behaviour, and byte transfer. The above properties play an important role in building the graph-based representation needed by the suggested GNN. In order to guarantee that the data can be processed using SDN, the data is first converted to structured flow-based data before mapping them to graph elements such as hosts, switches, and controllers as well as communication between nodes as graph edges.
4.2 Metrics for Performance Evaluation
In assessing the efficiency of the intrusion detection system, two popular classification evaluation criteria are used. These criteria are Accuracy and F1-Score.
Accuracy

Accuracy is calculated using Equation (3), where TP is the number of true positive samples, TN is the number of true negative samples, FP is the number of false positive samples, and FN is the number of false negative samples.
F1-Score

Equation (4) states the formula for F1 Score, that is, an evaluation measure that is equally effective for Precision and Recall. This measure is particularly significant for intrusion detection systems due to imbalanced classes.
4.3 Performance Evaluation Results
Table 1: Accuracy Comparison of Different Models



	Model
	Accuracy (%)

	Support Vector Machine (SVM)
	91.2

	Random Forest (RF)
	93.8

	LSTM Network
	95.6

	CNN-Based IDS
	96.4

	Proposed GNN-Based IDS
	98.7



Table 1 demonstrates the classification accuracy of various ML and DL models as compared to the proposed SDN intrusion detection approach based on GNNs. From the table above, it can be clearly seen that the proposed approach is superior to other traditional ML and DL models in terms of classification accuracy due to capturing cross-layer dependencies in SDN traffic.
Table 2: F1-Score Comparison of Different Models
	Model
	F1-Score

	SVM
	90.5

	Random Forest
	92.9

	LSTM Network
	94.7

	CNN-Based IDS
	95.9

	Proposed GNN-Based IDS
	98.0


The table 2 shows the comparison between F1-Score for different intrusion detection techniques; through which it shows the efficiency of the model in balancing between precision and recall. The result proves that the approach has the highest value of F1-Score, which reflects its capability to minimize both false negative and positive cases in SDN intrusion detection.
4.4 Graphical Performance Analysis

Figure 2: Accuracy Comparison of IDS Models
Figure 2 indicates that the GNN-based IDS model proposed here is far more accurate in comparison to the ML and DL IDS approaches. It clearly depicts the fact that learning from graphs helps improve the accuracy of detection through the exploitation of the relationships within SDN entities.

Figure 3: F1-Score Comparison of IDS Models
Figure 3 shows F1 score comparison, which proves that the IDS based on GNN has an improved trade-off between precision and recall rates than other techniques. It is shown through this graph that the use of cross-layer graph learning helps in improving the robustness of detecting attacks.
5.Conclusion
The paper has provided a discussion on the design and implementation of Cross-Layer Intrusion Detection System (IDS) in Software Defined Networks (SDN) based on the use of graph neural networks. In essence, the framework utilizes multi-layered SDN information, which includes network flows' statistics, controller information, and switch-to-switch communications to develop a unified graph model. Through experiments on popular benchmark dataset (CICIDS2017 and UNSW-NB15) containing multiple attack vectors (Distributed denial of services (DDoS), probing, botnet, and IP Spoofing), the proposed IDS proved effective in detecting complex attacks. The model has been able to attain a high accuracy rate (98.7%) as compared to other machine-learning and deep learning algorithms (e.g., SVM – 91.2% and random forest -93.8%). Additionally, GNN has achieved a precision rate of 97.9%, recall rate of 98.2% and F1 score of 98%. On the other hand, long short-term memory networks achieved an accuracy of 95.6%. On average, there is a 12.4% improvement in detection accuracy compared to conventional models while maintaining low error rates (1.8%) in terms of false alarms. In this regard, this paper emphasizes how successful the use of GNNs in relational learning is for understanding the complex dependencies among the various components in the network, thus ensuring security intelligence and adaptive responses. Future work can include making advancements in increasing computational efficiency in SDN implementation at scale, incorporating the use of federated learning techniques for privacy-enabled intrusion detection, and enhancing the proposed model to deal with zero-day attack detection in streaming data environments.
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