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Abstract—Cyber-defence mechanisms for artificial intelligence
to everything (AI2X) and security to everything (SEC2X) are
required to learn across many domains without centralising
sensitive traffic. Although this requirement is supported by fed-
erated intrusion detection, performance can be affected by non-
IID traffic, poisoned updates, backdoor manipulation, unreliable
clients and deadline-bound response constraints. In this paper,
Q-AFedSec is presented as an AI2X-SEC2X framework in which
BDIx agentic reasoning, QUBO-based orchestration, robust fed-
erated aggregation, validation-gated commitment, AI/ML belief
fusion and post-quantum-secured update exchange are combined.
Local intrusion-detection evidence is maintained by each client,
while beliefs about trust, drift, poisoning likelihood, latency,
privacy exposure and expected detection contribution are con-
structed by the coordinator. Clients, defences, aggregation mode
and response commitment are selected by a binary optimisation
layer under trust, budget and deadline constraints. High-trust
ensemble, prototype-distance and nonlinear local-model beliefs
are fused by the detector. A MATLAB evaluation over binary
NSL-KDD was conducted using 12 clean, non-IID, poisoning,
backdoor, drift, many-client, low-participation and privacy-noise
cases. Four representative approaches were used for comparison:
FedAvg, FedProx, Krum and FLTrust-inspired TrustWeighted
aggregation. Across the 12 cases, average accuracy and Macro-F1
of 99.41%, an average false-alarm rate of 0.18% and an average
attack-success rate of 1.01% were achieved by Q-AFedSec. The
findings indicate that robust federated security decisions can be
improved by AI2X-SEC2X agentic belief fusion compared with
fixed aggregation or trust-only baselines.

Index Terms—AI2X, SEC2X, artificial intelligence to every-
thing, security to everything, federated learning, intrusion detec-
tion, BDIx agents, QUBO, quantum-ready QUBO orchestration,
post-quantum security.

I. INTRODUCTION

Artificial intelligence is moving from isolated models to
embedded intelligence across edge devices, vehicles, industrial
systems, cloudlets and security operation centres. That shift is
referred to in this paper as artificial intelligence to everything
(AI2X). At the same time, modern deployments require secu-
rity to everything (SEC2X), where sensing, learning, decision-
making, update exchange and response actions are protected
rather than added as an afterthought. The intersection of AI2X
and SEC2X is especially important for intrusion detection,

because cyber-defence models must learn from distributed ev-
idence while respecting privacy, trust and response deadlines.

Federated learning (FL) trains shared models from decen-
tralised client data, which is attractive when raw security logs
cannot be exported from enterprise, IoT, vehicular or critical-
infrastructure domains [3]. This property supports AI2X be-
cause intelligence can be contributed by many local domains
while raw traffic is kept local for SEC2X. Nevertheless, an FL-
based intrusion detection system (FL-IDS) remains vulnerable
to non-IID traffic, unreliable clients, label-flipping attacks,
Byzantine updates, backdoor poisoning and the latency im-
posed by incident response.

Existing FL-IDS work typically improves a single layer of
the system. FedAvg provides a standard model-averaging base-
line [3]. FedProx adds a proximal term to reduce client drift
under heterogeneity [4]. Krum improves robustness against
Byzantine updates [5]. TrustWeighted aggregation introduces
client reliability into aggregation [7]. However, a security oper-
ation centre does not only choose an aggregation rule. It must
decide which clients are trusted enough to contribute, which
defences should be activated, whether an alert or quarantine
response is needed and whether the decision can be made
before the response deadline.

In this paper, Q-AFedSec is proposed as an AI2X-SEC2X
Quantum-Ready Agentic Federated Security framework. Every
FL round is treated by the framework as an agentic cyber
decision. Beliefs about expected detection contribution, client
trust, poisoning likelihood, drift, privacy exposure and latency
are maintained by BDIx agents, following prior distributed
AI and BDIx reasoning studies [13], [16]. These beliefs are
converted by a QUBO layer into a binary selection problem
over clients, defences, aggregation modes and response ac-
tions. A carried intention x̃t is produced by the QUBO solver
and validated before commitment as x⋆t . Quantum assistance
is used conservatively: the orchestration variables are binary
and can be encoded in a QUBO form that is compatible with
quantum-inspired annealing, tabu search, hybrid solvers or
future quantum annealing hardware. The agentic security logic
and AI/ML belief fusion are validated by the MATLAB results,



while measured quantum hardware advantage is not claimed.
The main contributions are as follows. First, an AI2X-

SEC2X BDIx architecture has been introduced for deadline-
bounded federated intrusion detection. Second, joint client,
defence, aggregation and response selection is formulated as a
QUBO. Third, AI/ML belief fusion is added through ensemble,
prototype and nonlinear local-model evidence. Fourth, a repro-
ducible MATLAB study is reported over NSL-KDD with 12
clean, non-IID, poisoning, backdoor, drift, many-client, low-
participation and privacy-noise cases. Fifth, the evaluation uses
a focused set of four representative comparison approaches,
namely FedAvg, FedProx, Krum and FLTrust-inspired Trust-
Weighted aggregation. The comparison is then extended with
simulation parameters, case-wise gains, runtime, confusion-
matrix evidence and operational interpretation.

II. RELATED WORK

A. Federated Intrusion Detection

FL was introduced for distributed training without central-
ising client data [3]. In FL-IDS, this enables collaborative
network defence while limiting raw-data exposure. NSL-KDD
remains a widely used IDS benchmark because it reduces
redundancy and bias in KDD’99 and provides manageable
train and test sets [8]. The Canadian Institute for Cybersecurity
lists the canonical NSL-KDD files, including KDDTrain+ and
KDDTest+, while noting that the dataset is no longer directly
hosted on the official page [9]. Although NSL-KDD is not a
perfect representation of modern traffic, it remains useful for
reproducible comparison.

B. Robust Federated Aggregation

FedAvg averages local updates and is a strong FL reference
method [3]. FedProx was proposed to mitigate instability when
clients are heterogeneous [4]. Byzantine-resilient aggregation
selects or estimates an update that is less affected by corrupted
participants. Krum chooses an update with a small distance
to its nearest neighbours [5], while robust distributed learn-
ing methods such as coordinate median and trimmed mean
are often used as additional reference points for Byzantine
settings [6]. FLTrust uses a server-side clean root dataset to
bootstrap trust and normalise update directions [7]. These
four approaches form the focused comparison set in this
paper because they cover standard averaging, heterogeneity-
aware FL, Byzantine robustness and trust-aware aggregation.
Q-AFedSec differs by jointly optimising participation, aggre-
gation, defence and response commitment through an agentic
decision layer rather than applying a fixed aggregation rule.

C. Agentic Reasoning, QUBO and Quantum-Safe Updates

BDI agents model deliberation using beliefs, desires and
intentions [11], [12]. The BDIx and distributed-AI basis of
the proposed framework is aligned with prior DAI work
on autonomous D2D decision-making, 5G/6G communication
frameworks, belief-based intention libraries and distributed
control [13]–[18]. QUBO is a compact representation for

binary optimisation and is compatible with simulated anneal-
ing, tabu search, quantum annealing and hybrid solvers [19].
Quantum assistance is used as a conservative solver option
for discrete cyber orchestration. For communication security,
the update-exchange layer can be protected by post-quantum
primitives. NIST finalised ML-KEM in FIPS 203 for key
encapsulation, ML-DSA in FIPS 204 for digital signatures
and SLH-DSA in FIPS 205 as a stateless hash-based signature
standard [20]–[22].

III. METHODOLOGY

A. Architecture

The proposed framework is shown in Fig. 1. IDS models
are trained by local clients on private traffic records. A signed
model update and diagnostic evidence, not raw data, are sent
by each client. BDIx beliefs are maintained by the coordina-
tor, a QUBO orchestration problem is solved, the candidate
intention is validated and the final defence plan is commit-
ted. The post-quantum update-exchange layer is orthogonal
to learning. Update-session keys can be established through
ML-KEM, while client updates and coordinator commands
can be authenticated through ML-DSA or SLH-DSA. This
layer is modelled abstractly in the MATLAB implementa-
tion through authenticity checks and validation gates, while
implementation-level benchmarking of cryptographic overhead
is reserved for deployment work.

The architecture is divided into five interacting planes.
The first plane is the data plane, where distributed AI2X
domains such as IoT, V2X, medical, smart-grid, industrial
and edge nodes observe local traffic. The second plane is the
local learning plane, where each client trains a lightweight
IDS model and estimates diagnostics without exporting raw
records. The third plane is the secure exchange plane, where
updates are authenticated and prepared for aggregation. The
fourth plane is the agentic decision plane, where BDIx beliefs
are transformed into a QUBO and solved under time, trust and
budget limits. The fifth plane is the execution plane, where the
committed plan updates the federated detector and may trigger
quarantine, rollback or delayed retraining.

This layered structure is important because AI2X en-
courages broad participation and continuous learning, while
SEC2X requires restrictive evidence acceptance, provenance
checking and safe fallbacks. Q-AFedSec therefore treats every
update as a belief-bearing object whose trust, drift, latency,
privacy risk, F1 contribution and anomaly behaviour must be
assessed before execution.

The system view in Fig. 1 emphasises that the proposed
framework is not a single classifier. It is a cyber-physical
execution loop in which AI2X devices produce local evidence,
SEC2X controls determine whether that evidence can be
trusted and the coordinator converts the accepted evidence
into an auditable security intention. Local devices may have
different sensing rates, feature distributions, attack exposure
and computational capacities. Consequently, the coordinator
does not assume that a numerically large update is useful or
that a historically accurate client remains trustworthy after



drift. Every update is interpreted together with provenance,
timing, trust and anomaly context.

The same architecture also separates learning evidence from
response authority. A client can contribute a useful local
detector while still being excluded from a high-assurance
response if its signature, drift or update direction becomes
suspicious. Conversely, a client with small data volume can
still be selected when it contributes rare attack evidence with
low latency and high trust. This distinction is essential for
SEC2X because the objective is not only to maximise a
validation score, but also to prevent unsafe security actions,
analyst overload and poisoned model propagation across the
AI2X fabric.

At round t, client i reports a diagnostic vector

bti = [τ ti , π
t
i , δ

t
i , ℓ

t
i, ν

t
i , f̂

t
i ], (1)

where τ ti is trust, πt
i is poisoning likelihood, δti is drift, ℓti is

latency, νti is privacy-risk proxy and f̂ ti is expected detection
contribution. The desires are high Macro-F1, high detection
rate, low false-alarm rate, low attack-success rate, low com-
munication cost and deadline satisfaction. The intention is a
candidate security plan consisting of selected clients, chosen
aggregation rule, activated defences and committed response.

B. AI/ML Belief Fusion

Several belief sources are used by the high-accuracy detec-
tor. This follows the general pattern-recognition principle that
complementary probabilistic evidence can be combined when
model confidence and reliability are available [10]. First, high-
trust client models form a local ensemble. Second, a prototype
bank estimates the distance of a new flow to trusted normal
and attack prototypes. Third, a nonlinear learner supplies
probability evidence using transformed features. The fused
probability is

p(y = 1|x) = ωepe(x) + ωppp(x) + ωnpn(x), (2)

where y = 1 denotes the Attack class, pe, pp and pn
are ensemble, prototype and nonlinear-model beliefs and
ωe, ωp, ωn ≥ 0 with ωe + ωp + ωn = 1. Weights ωe, ωp and
ωn are derived from validation Macro-F1, trust and anomaly
scores. This design allows the final detector to exploit stronger
AI/ML evidence while preserving the federated and agentic
security layer. The fused detector is especially useful when
local softmax models are biased by non-IID data or when
poisoned clients attempt to influence aggregation.

The ensemble belief is computed from high-trust contribu-
tors whose updates pass norm and direction checks. The pro-
totype belief is built from trusted normal and attack centroids
and is useful when a new flow is close to a known behavioural
region. The nonlinear belief uses expanded features so that
interactions between protocol, service, flag and continuous
traffic attributes are not forced into a purely linear decision
boundary. These components are not simply averaged. Their
weights are increased when validation Macro-F1 is high and
reduced when the corresponding clients show high drift, high
update anomaly or weak trust. The resulting detector acts as

an evidence-fusion layer above the federated model rather than
as a single monolithic classifier.

The belief-fusion design follows three principles. First,
model evidence is separated from client evidence. A prediction
can be confident even when the originating client has low
operational trust and a highly trusted client can still produce
a weak local model under skewed data. Second, the prototype
bank acts as a stabilising memory, because it stores trusted
normal and attack regions that are less sensitive to one-round
update noise. Third, nonlinear evidence is used only after the
SEC2X gates remove high-risk contributors, which reduces the
chance that a flexible learner overfits to poisoned behaviour.
The final score is therefore an evidence-weighted decision
that combines statistical confidence, security provenance and
operational safety.

C. QUBO-Based Security Orchestration

At each round, binary variables select clients ci, aggregation
rule am, defence dr and response ρq:

ci, am, dr, ρq ∈ {0, 1}. (3)

The utility is

Ut =α1F1t + α2DRt + α3Robt + α4Trustt

− β1FARt − β2Latt − β3Commt − β4Privt,
(4)

where F1t is Macro-F1, DRt is attack detection rate, Robt is
a normalised poisoning-robustness score, Trustt is selected-
client trust mass, FARt is false-alarm rate, Latt is normalised
response latency, Commt is communication cost and Privt
is privacy-exposure risk. All terms are normalised to [0, 1].
The coefficients αk and βk are non-negative scalar weights
selected by the security operator. The QUBO energy is
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(5)

The penalties enforce one aggregation rule, one response
mode, budget compliance, deadline compliance and minimum
trust mass. In (5), κi is the participation cost of client i, χr is
the cost of defence r, ℓ(d)r is the latency of defence r and
Γt is the required trust mass. The slack variables sB , sD
and sT are represented through bounded binary expansions
so that the QUBO remains fully binary. The signs in the
budget and deadline constraints encode cost ≤ Bt and latency



AI2X-SEC2X Q-AFedSec System Description
AI-to-Everything evidence, Security-to-Everything validation and quantum-ready agentic orchestration
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Fig. 1: AI2X-SEC2X system description of Q-AFedSec. Vector icons represent IoT, V2X, medical, smart-grid, industrial and edge domains; local evidence
maps represent client-side traffic information; and the central decision block shows BDIx belief memory, AI/ML belief fusion, QUBO orchestration, post-
quantum update exchange, validation-gated commitment and SEC2X response actions. The domains are architectural examples, while the reported evaluation
uses binary NSL-KDD.

≤ Dt, while the trust constraint encodes
∑

i τ
t
i ci ≥ Γt.

Solver choice is deadline-aware: greedy selection is used under
tight alert windows, tabu or local improvement is used under
moderate deadlines and annealing-style exploration is used
when retraining time is available.

The client utility uti combines predicted F1 contribution,
inverse latency, trust and negative poisoning likelihood. The
aggregation utility ηtm favours robust modes under high ad-
versarial belief and cheaper averaging under clean conditions.
The defence utility ϕtr captures the expected benefit of clip-
ping, anomaly filtering, quarantine or high-assurance belief
fusion. The response utility ψt

q represents operational choices
such as alert-only, quarantine, rollback or delayed retraining.
Slack variables sB , sD and sT make the constraints QUBO-
compatible while allowing soft violations to be penalised
rather than causing solver failure.

The QUBO layer gives the framework an explicit mech-
anism for trading accuracy, security and responsiveness. For
example, in a clean and low-latency round, the utility terms
favour broader participation and lower-cost aggregation. Under
suspected poisoning, the trust and anomaly penalties increase
and the solver favours a smaller coalition, stronger clipping,
quarantine and a robust aggregation rule. Under a strict dead-
line, high-latency clients are penalised even if their historical
accuracy is high. The resulting plan is easier to audit than
a black-box controller because every selected client, defence,
aggregation rule and response mode is associated with a binary
decision variable and a set of penalty terms.

D. Complete Workflow Algorithm

Algorithm 1 summarises the complete execution workflow.
It begins with local training and evidence extraction, updates

Algorithm 1 Complete Q-AFedSec execution workflow
Require: clients C, local data Di, previous global model wt, deadline Dt, budget Bt

Ensure: committed plan x⋆
t , aggregated model wt+1, updated beliefs

1: A local IDS model is trained on Di and update ∆wt
i is computed

2: Diagnostics are reported by each client bti = [τt
i , π

t
i , δ

t
i , ℓ

t
i, ν

t
i , f̂

t
i ]

3: Update signatures are verified and unauthenticated clients are discarded
4: Validation loss, Macro-F1, update norm, drift and poisoning likelihood are estimated
5: Ensemble, prototype and nonlinear IDS evidence are built pe(x), pp(x) and pn(x)
6: BDIx beliefs for trust, risk, latency, privacy and expected utility are updated
7: Candidate variables are generated zt = {ci, am, dr, ρq}
8: QUBO energy Et(zt) is built using (5)
9: The solver is selected according to the deadline tier

10: The QUBO is solved and carried intention x̃t is obtained
11: Authenticity, trust-mass, anomaly, budget and deadline gates are applied
12: if any gate fails then
13: Safe fallback x⋆

t is committed using robust aggregation or quarantine
14: else
15: x⋆

t ← x̃t is committed
16: end if
17: Selected updates are aggregated using the committed aggregation rule
18: Ensemble, prototype and nonlinear beliefs are fused for the final IDS prediction
19: Trust and poisoning beliefs are updated from post-round diagnostics
20: x⋆

t , wt+1, confusion matrix and performance metrics are returned

the BDIx beliefs, constructs the QUBO, solves for a carried
intention and then applies validation gates before the final
committed plan is executed. The authenticity gate verifies
that updates are signed and associated with registered clients.
The trust gate checks that selected clients provide sufficient
cumulative trust mass. The anomaly gate rejects updates whose
norm, direction or prediction effect is inconsistent with trusted
reference behaviour. The deadline gate verifies that selected
clients and defences can be completed before Dt. If any
gate fails, a safe fallback such as coordinate median, Krum,
quarantine or delayed retraining is committed. This separation
between intention generation and commitment is important
because an optimiser may otherwise convert unreliable beliefs
into an unsafe cyber response.

The algorithm operates in three practical modes. In fast



mode, stored beliefs and robust aggregation are used for time-
sensitive alerting. In standard mode, the QUBO solver selects
clients and defences during each federated round. In high-
assurance mode, prototype banks are refreshed, AI/ML belief
fusion is retrained and all validation gates are enforced. This
tiered execution makes the same framework usable for both
periodic retraining and operational incident response.

IV. PERFORMANCE EVALUATION

A. Threat Model, Dataset and Simulation Parameters

The evaluation is based on a federated-security threat model
because FL is designed so that many clients collaboratively
train a model while raw training data remain decentralised
under server orchestration [1], [3]. In the considered AI2X-
SEC2X setting, clients may correspond to gateways, vehi-
cles, IoT domains, medical sites, smart-grid nodes, industrial
controllers or edge security monitors. Honest clients train
on private traffic and submit model updates with diagnostic
metadata, while the coordinator observes only updates and
diagnostics. This assumption preserves the FL privacy moti-
vation, but it also limits direct inspection of local samples.
Therefore, the BDIx layer treats submitted diagnostics as
beliefs rather than verified facts.

The adversary is assumed to control only a minority of
registered clients in the poisoning cases. This assumption
follows the common Byzantine-robust FL setting in which
a bounded number of participants may send arbitrary or
harmful updates [5]. The adversary may perform label flipping,
Byzantine update distortion or backdoor-trigger manipulation.
Backdoor threats are included because model-replacement
attacks have shown that a selected malicious participant can
inject hidden task-specific behaviour into a federated model
while preserving normal-task performance [2]. The adversary
is not assumed to break the cryptographic identity layer, ML-
KEM key establishment, ML-DSA signatures or SLH-DSA
signatures; the learning threat is therefore the acceptance
of harmful updates from clients that appear to be valid
participants. The FLTrust-inspired TrustWeighted baseline is
treated as a trust-aware reference because trust bootstrapping
and update-direction checking are recognised defences against
Byzantine clients [7].

The threat model separates three evaluation risks. The first
risk is update poisoning, in which malicious clients try to
move the global detector away from an accurate boundary.
The second risk is detection evasion, in which attacks are
missed and the attack-success rate increases. The third risk
is operational overload, in which normal traffic is incorrectly
flagged and the false-alarm rate increases. A practical FL-
IDS must reduce all three risks simultaneously, which is why
Macro-F1, detection rate, false-alarm rate and attack-success
rate are prioritised over accuracy alone. A carried intention is
not executed only because it has high predicted utility. It is first
checked by authenticity, trust, anomaly, budget and deadline
gates, so the evaluation measures both learning quality and
safe commitment under response constraints.

TABLE I: Simulation parameters used in the MATLAB study.

Parameter Setting

Dataset NSL-KDD binary intrusion detection
Records available 125,973 training; 22,544 official-test records

parsed but not used directly for the reported
stratified-holdout target-mode metrics

Features and classes 122 features; Normal and Attack labels
Evaluation protocol Stratified holdout over the parsed binary NSL-

KDD data
Clients 24 default; 50 in scalability case
Samples per client 1600 default; 900 in 50-client case
Malicious clients 0, 2, 5, 7 or 10 depending on case
Non-IID coefficient 0.00 to 0.94 depending on case
Attacks Label flipping, Byzantine, backdoor, mixed

poisoning
Additional stressors Low participation, drifted domain, privacy

noise
Default task mode Binary Normal-versus-Attack classification
Federated setting Local raw data kept private; diagnostics and

updates shared
Decision variables Client, aggregation, defence and response bi-

naries
Trust evidence Validation loss, Macro-F1, update norm, drift

and anomaly score
Metrics Accuracy, Macro-F1, DR, FAR, ASR, runtime

The NSL-KDD files are obtained from the repository
specified in the MATLAB workflow, extracted and parsed
as KDDTrain+ and KDDTest+; features are normalised and
binary labels are converted into Normal and Attack [8], [9].
The reported target mode is binary intrusion detection with
stratified holdout over the parsed binary NSL-KDD data. This
mode was selected to evaluate high-accuracy operational attack
detection under the stated threat assumptions, while the official
KDDTest+ records are reported as parsed records rather than
as the test subset used for the target-mode metrics. The official
KDDTest+ split and the five-class setup are stricter and are
reserved for additional evaluation.

The parsed dataset cache contained 125,973 training
records, 22,544 official-test records, 122 features and 2 classes.
The default federated configuration used 24 clients with 1600
samples per client, while the scalability case used 50 clients
with 900 samples per client. The experiment evaluated 12
cases: clean IID, clean non-IID, 10% and 20% label flip-
ping, 20% Byzantine poisoning, 20% backdoor poisoning,
30% mixed poisoning, extreme non-IID, low participation, 50
clients, drifted domain and privacy noise. These cases test
benign operation, client heterogeneity, update manipulation,
targeted poisoning, scalability, distribution shift and privacy-
preserving noise. A 90% operational target was used only as
a minimum acceptance threshold for the binary target mode;
the official KDDTest+ and five-class modes remain separate
stricter evaluations.

B. Focused State-of-the-Art Comparison Set and Metrics

The comparison is focused in Table II on four representative
approaches. FedAvg is the standard FL averaging baseline.
FedProx represents heterogeneity-aware FL. Krum represents
Byzantine-resilient update selection. FLTrust-inspired Trust-
Weighted represents trust-aware robust aggregation based on
client reliability beliefs. This focused set avoids overcrowding
the evaluation while still comparing Q-AFedSec against the
main families required for an FL security study: averaging,



TABLE II: Focused state-of-the-art comparison set.

Method Ref. Role in the comparison

FedAvg [3] Standard federated averaging without ex-
plicit security reasoning.

FedProx [4] Heterogeneity-aware FL with proximal
regularisation.

Krum [5] Byzantine-resilient central-update selec-
tion.

TrustWeighted [7] FLTrust-inspired reliability-aware aggrega-
tion; exact FLTrust root-data bootstrapping
is not claimed.

Q-AFedSec This work AI2X-SEC2X BDIx-QUBO orchestration
with AI/ML belief fusion.

heterogeneity control, Byzantine defence and trust-based reli-
ability.

Accuracy measures all correct predictions. Macro-F1 gives
equal importance to Normal and Attack classes, which pre-
vents the attack class from being hidden by class imbalance.
Detection rate is the true-positive rate for attacks. False-alarm
rate is the fraction of normal flows incorrectly flagged as
attacks. Attack-success rate is the missed-attack rate and is
equal to one minus detection rate. Runtime captures the wall-
clock time measured by the MATLAB run for each method
and case. The paper prioritises Macro-F1, FAR and ASR
because an AI2X-SEC2X detector must detect attacks without
overwhelming analysts with false alarms.

The comparison is intentionally not framed as a conven-
tional centralised classifier ranking. FedAvg and FedProx
test whether basic FL training is sufficient when clients are
heterogeneous or partially malicious. Krum tests whether
a Byzantine-resilient rule can protect the model without
additional IDS-level evidence. TrustWeighted tests whether
reliability scores alone are enough to improve security. Q-
AFedSec is evaluated against these four families to show
whether agentic orchestration and belief fusion add value
beyond aggregation-rule selection.

The simulation parameters also show that the same work-
flow is stressed in several directions. The number of malicious
clients increases from zero in clean settings to ten in the 50-
client case. The non-IID coefficient increases up to 0.94 in the
extreme heterogeneity case. The attack modes include label
manipulation, arbitrary update distortion and backdoor-trigger
injection. The privacy-noise case injects additional uncertainty
to mimic the effect of privacy-preserving perturbation. These
settings make the 12-case average more informative than a
single clean-train clean-test score.

Three operational questions were addressed by the eval-
uation design. The first question is whether the proposed
framework can maintain strong detection when traffic is benign
but distributed across many AI2X clients. The second question
is whether it remains stable when the federation is adversarial,
meaning that some clients provide corrupted labels, arbitrary
updates or backdoor-influenced updates. The third question
is whether improved accuracy is obtained at an acceptable
operational cost. For this reason, the reported tables do not
only compare average accuracy; they also report Macro-F1,
detection rate, false-alarm rate, attack-success rate, case-wise
best-baseline gaps, confusion-matrix counts and runtime.

TABLE III: Evaluation cases and the security property stressed by each case.

Case family Purpose in the AI2X-SEC2X evaluation

Clean IID and clean non-IID Baseline learning and heterogeneity with-
out malicious clients.

Label flipping 10% and 20% Integrity stress against corrupted local la-
bels.

Byzantine and backdoor 20% Robustness against arbitrary update distor-
tion and targeted trigger behaviour.

Mixed poisoning 30% Multi-vector adversarial setting with sev-
eral corrupted behaviours.

Extreme non-IID Client skew and local distribution imbal-
ance.

Low participation and 50
clients

Availability, sampling and scalability
stress.

Drifted domain and privacy
noise

Distribution shift and privacy-preserving
perturbation.

TABLE IV: Averaged results for Q-AFedSec and four comparison approaches.
Values are percentages except runtime.

Method Acc. MacF1 DR FAR ASR Time (s/case)

Q-AFedSec 99.41 99.41 98.99 0.18 1.01 16.13
Krum 96.97 96.97 95.98 2.03 4.02 1.27
TrustWeighted 96.46 96.45 94.83 1.92 5.17 1.27
FedProx 94.97 94.96 91.93 1.99 8.07 1.28
FedAvg 94.96 94.95 91.92 2.00 8.08 1.28

C. Quantitative Comparison and Case-Wise Gains

The averaged results are reported in Table IV across the
12 cases using the focused four-approach comparison. Q-
AFedSec achieved the best Macro-F1 in all 12 cases. Its mean
accuracy and Macro-F1 were both 99.41%, with mean false-
alarm rate of 0.18% and mean attack-success rate of 1.01%.
Among the four comparison approaches, Krum obtained the
strongest average Macro-F1 at 96.97%, followed by FLTrust-
inspired TrustWeighted at 96.45%. FedAvg and FedProx were
competitive under benign traffic but suffered larger attack-
success rates under mixed poisoning and high heterogeneity.

The averaged results indicate that the gain is not obtained by
sacrificing false-alarm control. Q-AFedSec improves the mean
detection rate to 98.99% while reducing FAR to 0.18%. This is
operationally important because a detector with high detection
rate but high FAR would create analyst fatigue and may be
disabled in practice. Compared with FedAvg and FedProx, the
proposed method reduces ASR by more than seven percentage
points. Compared with Krum, which is the strongest robust
baseline, the proposed method reduces ASR from 4.02% to
1.01%. The gain therefore appears in the security-sensitive
errors rather than only in the aggregate accuracy.

A second observation is that FedAvg and FedProx have
nearly identical averages in this binary target mode. This
suggests that proximal regularisation alone did not address
the dominant risk in the poisoned and mixed cases. Krum
improved robustness by avoiding extreme updates, but it did
not use IDS-specific evidence such as prototype distance
or fused belief confidence. FLTrust-inspired TrustWeighted
improved reliability modelling but was still weaker than Q-
AFedSec because it did not solve a joint plan over clients,
defences, aggregation and response actions.

The comparison is extended in Table V by showing the best
of the four baselines for each case. The average Macro-F1 gain
of Q-AFedSec over the best of the four baselines was 2.43
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Fig. 2: Average Macro-F1 and attack-success rate for the focused comparison
set. A dual-axis layout is used because Macro-F1 and ASR occupy different
numerical ranges.

TABLE V: Case-wise comparison against the best of four baselines.

Case Q Macro-F1 Q FAR Best Macro-F1 Best

Clean IID 99.73 0.13 97.00 Krum
Clean non-IID 99.60 0.20 97.47 Krum
Label flip 10% 99.60 0.27 96.93 Krum
Label flip 20% 99.70 0.27 97.37 FedAvg
Byzantine 20% 99.63 0.07 97.13 Krum
Backdoor 20% 99.43 0.20 96.67 Krum
Mixed poison 30% 99.63 0.13 96.53 Krum
Extreme non-IID 99.57 0.20 96.93 Krum
Low participation 99.63 0.20 96.77 Krum
50 clients 99.63 0.07 96.93 Krum
Drifted domain 97.43 0.13 96.97 Krum
Privacy noise 99.27 0.27 97.03 Krum

percentage points. The largest gain was observed in the 30%
mixed-poisoning case, where the gain over Krum was 3.10
percentage points. This is important because mixed poisoning
combines several adversarial behaviours and is therefore closer
to an operational multi-vector compromise than a single attack
mechanism. The smallest gain was observed in the drifted-
domain case, where Q-AFedSec still exceeded the best base-
line by 0.46 percentage points while keeping FAR at 0.13%.

Fig. 3 compares case-wise accuracy of Q-AFedSec, Fe-
dAvg and the strongest method among the four comparison
approaches. Q-AFedSec remained above 99% in 11 of 12 cases
and stayed above the 90% target in the drifted-domain case
with 97.43% accuracy. The drifted-domain case is instructive:
drift reduced detection rate to 95.00%, but the false-alarm rate
remained only 0.13%, indicating conservative behaviour under
distribution shift. The focused comparison also clarifies that
robust aggregation alone is not enough. Krum was the best
baseline in most cases, but it still lacks detector-level evidence
fusion, prototype-distance reasoning, validation-gated commit-
ment and QUBO-based client-defence selection.

The case-wise results also support the value of the validation
gates. In label-flipping and Byzantine cases, the proposed
method maintained near-identical accuracy to the clean cases,
which indicates that malicious updates were not allowed
to dominate the committed model. In the mixed-poisoning
and extreme non-IID cases, FedAvg and FedProx dropped
sharply because averaging treated harmful and useful updates
similarly. Q-AFedSec avoided this behaviour by requiring a
selected set of clients to satisfy minimum trust mass and
anomaly consistency before aggregation. In the drifted-domain
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Fig. 3: Case-wise accuracy of Q-AFedSec, FedAvg and the strongest of the
four comparison approaches. Case labels denote clean IID, clean non-IID,
label-flipping 10%, label-flipping 20%, Byzantine 20%, backdoor 20%, mixed
poisoning 30%, extreme non-IID, low participation, 50 clients, drifted domain
and privacy noise.

case, the margin over the best baseline was smaller because
the challenge was distribution shift rather than explicit update
poisoning. Even in that case, the very low FAR indicates
that the detector became conservative rather than excessively
alarmist.

The comparison also shows where the gain is created.
FedAvg and FedProx are efficient but treat useful and harmful
contributors similarly. Krum is Byzantine-resilient but does not
use detector-level evidence. FLTrust-inspired TrustWeighted
introduces reliability but does not jointly decide whether to
quarantine, clip, change aggregation mode or delay retraining.
Q-AFedSec links client selection with detector-level belief
fusion and response commitment, so the advantage is a system-
level gain.

In deployment terms, the key result is the reduction of
attack-success rate. The average ASR of Q-AFedSec was
1.01%, compared with 4.02% for Krum, 5.17% for FLTrust-
inspired TrustWeighted and about 8% for FedAvg and Fed-
Prox. Its 0.18% average FAR also indicates that missed attacks
and unnecessary alerts were both reduced.

D. Confusion Matrix, Runtime and Operational Interpretation

The mixed-poisoning case is shown in Fig. 4. The confusion
matrix contains 1498 normal samples correctly classified as
Normal, 1491 attack samples correctly classified as Attack, 2
false alarms and 9 missed attacks. This corresponds to 99.63%
accuracy and 0.13% false-alarm rate. The result suggests that
the trust-filtered ensemble and prototype beliefs were effective
in suppressing malicious-client influence.

The runtime cost is higher than that of the four comparison
approaches. Q-AFedSec averaged 16.13 s per case, while the
four comparison approaches averaged approximately 1.27 to
1.28 s. Fig. 5 shows that this overhead is the cost of high-
assurance belief fusion and QUBO orchestration. For online
alerting, cached beliefs and a lightweight solver path should
be used.

The security interpretation is that FedAvg and FedProx are
efficient but cannot distinguish reliable and malicious updates,
Krum is robust but does not exploit IDS evidence and FLTrust-
inspired TrustWeighted uses reliability without solving a joint
client-defence-response problem. In Q-AFedSec, update-level
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Fig. 5: Average runtime for Q-AFedSec and the four comparison approaches,
rounded to one decimal place in the figure.

filtering, QUBO orchestration and prediction-level fusion are
joined, which explains the largest gains in poisoning, many-
client and extreme non-IID cases.

l

V. CONCLUSION AND FUTURE WORK

Q-AFedSec has been presented as an AI2X-SEC2X
quantum-ready agentic distributed AI framework for feder-
ated intrusion detection. AI-to-everything learning, security-
to-everything execution, BDIx beliefs, QUBO orchestration,
robust FL aggregation, validation-gated commitment, AI/ML
belief fusion and post-quantum-secured update exchange are
combined by the proposed system. Across these 12 binary
NSL-KDD cases, 99.41% mean accuracy and Macro-F1,
0.18% FAR and 1.01% ASR were achieved against the fo-
cused four-approach comparison set. These results indicate
that federated cyber-defence decisions can be strengthened
when client selection, aggregation, defence activation and
response commitment are treated as a joint agentic security-
orchestration problem rather than as a fixed aggregation pro-
cess. The study also showed that the proposed framework
remained effective under clean IID traffic, non-IID client dis-
tributions, label-flipping attacks, Byzantine update distortion,
backdoor manipulation, mixed poisoning, low participation,
many-client scaling, drifted-domain traffic and privacy-noise
conditions. The strongest practical benefit of Q-AFedSec is
that unreliable or malicious client behaviour is not handled
by one mechanism alone. Instead, BDIx trust beliefs, update
anomaly checks, QUBO-based selection, robust aggregation
and AI/ML belief fusion jointly support the committed de-

fence plan. The high-accuracy configuration uses binary NSL-
KDD under stratified holdout; therefore, the same values are
not claimed for official KDDTest+, five-class NSL-KDD or
modern encrypted traffic datasets. CICIDS2017, CSE-CIC-
IDS2018, TON-IoT, Bot-IoT and real 5G/IoT traces will be
evaluated in future work. Additional work will also exam-
ine five-class attack recognition, cross-dataset generalisation,
encrypted-traffic feature extraction, online concept drift and
adversarial transfer between domains.

Further extensions will include ablation studies for each
Q-AFedSec component, including the BDIx belief layer, the
QUBO orchestration layer, the validation-gated commitment
layer, the robust aggregation layer and the AI/ML belief-
fusion detector. The influence of client participation ratio,
poisoning intensity, trust decay, drift severity, privacy-noise
level and solver deadline will also be examined. Finally, post-
quantum cryptographic overhead will be benchmarked in an
implementation-level prototype so that ML-KEM, ML-DSA
and SLH-DSA costs can be quantified for constrained edge,
IoT and SEC2X deployment settings.
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