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Abstract—In digital forensics, RAM contains critical evidence
such as running processes, network connections, and user activ-
ities. However, when a system is powered off or live acquisition
is infeasible, this evidence is lost. The Windows hibernation file
(hiberfil.sys) preserves a compressed snapshot of RAM, offering
a valuable alternative. The proposed approach presents a system-
atic methodology to reconstruct volatile memory from modern
Windows hibernation files (Windows 10 and later) and extract
high-value forensic artifacts. We address key challenges including
Xpress compression, evolving file structures, and fragmentation.
Using a pipeline of Hibr2Bin for decompression, the Volatility
framework for analysis, and entropy based methods for anomaly
detection, we successfully reconstructed memory images and
recovered processes, network sockets, registry data, command-
line artifacts, and embedded files including PNG images through
binary carving and hexadecimal inspection. Our results demon-
strate for hidden processes and memory reconstruction success
rate on Windows 10 , significantly improving upon traditional
linked-list traversal methods. This work provides a repeatable
forensic workflow for post-mortem memory analysis when live
capture is impossible.

Index Terms—Memory forensics, hiberfil.sys, Windows 10,
Volatility framework, Hibr2Bin, PNG reconstruction, entropy
analysis, hidden process detection.

I. INTRODUCTION

In digital forensics, the acquisition and analysis of
volatile memory is essential for capturing a system’s live
state—running processes, network connections, and user ac-
tivities [1]. However, forensic investigators often encounter
situations where live memory capture is impossible: the com-
puter is powered off, the system is in hibernation, or seizing
a live system would risk altering critical evidence [29]. In
such cases, the Windows hibernation file (hiberfil.sys)
offers a valuable alternative [2]. When a Windows system
hibernates, the entire contents of RAM are compressed (using
Xpress compression) and written to this file on disk, creating
a persistent snapshot of volatile memory [11]. This work
presents a systematic methodology to reconstruct memory
from hiberfil.sys and extract hidden forensic artifacts,
including processes, network sockets, command line history,
registry data, and even embedded PNG images [21], [31]. We
address key challenges such as Xpress compression, file frag-
mentation, and anti-forensic techniques [5], [34]. Experimental
results on Windows 10 (build 10240) demonstrate a 96%
detection rate for hidden processes and successful recovery
of binary content from compressed memory regions.
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A. Background

Digital forensics investigations increasingly rely on volatile
memory analysis to capture running processes, network con-
nections, open files, and user activities that never reside on
disk [1]. Unlike traditional disk forensics, which examines
persistent storage, memory forensics provides a live snapshot
of the operating system’s runtime state, including unencrypted
data, active network sockets, and even injected malicious code
that leaves no file traces [29]. When a system is live, analysts
can acquire a RAM dump using tools like Dumplt, WinPmem,
or FTK Imager. However, real-world scenarios often prevent
live acquisition: the computer is already powered off, the user
invokes the right to remain silent, or live capture risks altering
critical evidence [29], [34].

The Windows hibernation file, hiberfil.sys, offers a foren-
sic lifeline. When a system hibernates, the Windows kernel
compresses the entire physical RAM (using Xpress compres-
sion) and writes it to this file located at the root of the
system drive [48]. This process is part of Windows’ power
management and is enabled by default on most laptops and
many desktops. Upon resume, the compressed state is read
back, decompressed, and restored to RAM, allowing the user
to continue exactly where they left off. For an investigator,
the hibernation file is a non-volatile, persistent snapshot of
volatile memory [2], preserving processes, encryption keys,
network sockets, and even user-generated content like images,
clipboard data, and XML metadata [31].

The forensic value of hiberfil.sys has been recognized in
several studies. Ghafarian and Keskin [2] demonstrated that
significant artifacts — including running processes, registry
hives, and network connections — can be recovered from
Windows 10 hibernation files using tools such as Volatility
3. Sylve et al. [11] performed the first comprehensive reverse
engineering of modern hibernation file structures, documenting
the Xpress compression scheme, restoration sets, and page
descriptors. However, these works also highlighted persistent
challenges, such as the need for accurate profile matching and
the difficulty of extracting hidden or fragmented data.

B. Problem Context

The research problem is rooted in the following observa-
tions:



1) Loss of volatile evidence: When live memory cannot be
captured, important volatile data (user actions, running
programs, malicious traces) may be lost [3].

2) Technical barriers: Many forensic tools find it hard to
fully and accurately read modern hibernation files due to
compression, encryption, and version-specific structures
(51, [11].

3) Limited research: There is limited published research
on how effectively hibernation files can recover memory
data or detect malicious activity, especially on Windows
10 and later [4].

4) Fragmentation and incomplete capture: Windows hi-
bernation omits free, zero, and device-reserved pages,
and stores remaining pages non-contiguously, requiring
complex reconstruction [4], [11].

5) Encryption challenges: BitLocker/TPM can encrypt the
hibernation file, requiring key extraction from live mem-
ory — a circular dependency [5], [6], [32].

C. Research Objectives

This work pursues the following research objectives, each
designed to address specific gaps identified in the problem
context. These objectives are formulated to be measurable,
technically scoped, and directly supportive of the overall goal:
enabling reliable forensic evidence recovery from Windows
hibernation files when live memory acquisition is impossible.

1) To study the structure of the Windows hibernation file
and how it stores system data [8], [16].

2) To extract hidden or compressed information from
hiberfil.sys safely and clearly [50].

3) To evaluate the performance and accuracy of existing
forensic tools (Volatility, Rekall, Hibr2Bin) for hiberna-
tion file analysis [47].

4) To improve methods that help investigators obtain ac-
curate evidence from hibernation data, especially when
live memory capture is impossible [4].

5) To extract hidden or compressed information from hi-
berfil.sys safely and clearly, including recreation of PNG
images and other embedded binary files [50].

D. Contributions

This work makes the following contributions:

o A layered forensic architecture for hibernation file decon-
struction, decompression, and contiguous memory recon-
struction.

o Experimental evaluation of Hibr2Bin [50], Volatility 3
[47], and entropy-based analysis on Windows 10 (build
10240).

« Integration of entropy-guided anomaly detection to locate
compressed, encrypted, or packed regions.

e Binary carving of embedded PNG images and XML
manifests from reconstructed memory.

o Quantitative comparison showing 96% hidden process
detection (vs. 0% for traditional pslist) and 94%
memory reconstruction success.

II. RELATED WORK

A. Foundational Memory Forensics

Ruff [1] first documented the forensic value of Windows
RAM dumps, including processes, network connections, and
open files. Chetry and Sharma [3] surveyed memory forensics
techniques for online crime, providing a structured back-
ground. Stimson [14] incorporated pagefile analysis into mem-
ory forensics, noting that hibernation files often provide a more
complete snapshot.

B. Hibernation File Structure and Analysis

Sylve et al. [11] performed the first comprehensive re-
verse engineering of modern Windows hibernation file for-
mats (Windows 8, 8.1, 10), documenting Xpress compression,
restoration sets, and page descriptors. Khalil et al. [8] extended
this with a detailed header analysis. Ghafarian and Keskin
[2] experimentally validated that significant forensic data can
be recovered using Volatility 3. Karlsson and Anderberg [4]
compared live RAM with hibernation analysis, concluding that
hibernation files are viable alternatives.

C. Encryption, Anti-Forensics, and Key Extraction

Kleissner [5] introduced the “Hibernation File Attack”,
showing encryption keys can be extracted. Mrdovic and Hu-
seinovic [6] demonstrated recovery of BitLocker keys from
hibernation snapshots. Lee et al. [32] analysed memory data
encryption of the hibernation file. Geiger and Cranor [34]
discussed counter-forensic privacy tools.

D. Tool Development and Automation

Magnet Forensics released Hibr2Bin [50] to decompress
modern hibernation files. The Volatility Foundation maintains
Volatility 3 [47] with hibernation plugins. ForensicXLab pro-
vides practical guidance [49]. Zollner et al. [13] developed an
automated Bitcoin forensics tool, demonstrating the value of
automation — a principle adopted here.

E. Malware Detection and Hidden Processes

Dija et al. [19] examined malware trace discovery on Win-
dows systems using memory analysis. Patil and Prabhu [42]
combined memory forensics with event log analysis. However,
none evaluated detection rates on hibernation-reconstructed
memory.

F. Comparative and Inconsistency Studies

Ottmann et al. [26] assessed inconsistencies across memory
forensics tools. Oliveri and Balzarotti [44] quantified inconsis-
tencies in memory dumps. These studies highlight the need for
rigorous workflows — addressed by our hash-verified integrity
checks and cross-validation.



G. Research Gap

¢ Old Windows versions studied, new ones ignored: Most
research covers Windows 10 up to 1909 [2], [4]; Windows
11, Server, 32-bit, and IoT editions remain unexplored
[31], [40].

o Tools lack compatibility and workflows: Legacy tools
cannot parse modern hibernation files directly. No stan-
dard, repeatable workflow exists, leading to inconsistent
results [31], [40].

« Fast Startup (hybrid boot) destroys evidence: Only kernel
state is saved; user processes, clipboard, and network
sessions are lost. Many studies assume full hibernation
and overestimate evidence [31], [42].

o Encryption and security block access: BitLocker, TPM,
Secure Boot, and anti-forensic malware prevent analysis
without key extraction. Systematic evaluation across con-
figurations is missing [2], [21], [30], [31].

e Not enough real-world testing: Experiments use small
RAM (4-8GB), few samples, and narrow artifact sets
(mostly processes). Live vs. hibernation comparisons
done only for one Windows version [2], [42].

« Little work on Mac and Linux: No documented structures,
extraction methods, or validated tools for macOS sleep
images or Linux hibernation in swap space [11], [40].

o Live memory vs. hibernation — unclear what carries over:
Windows skips certain pages (e.g., loaded EXEs). A clear
mapping of which artifacts survive is needed [20], [36].

ITII. PROPOSED METHODOLOGY
A. Overall Forensic Pipeline

We propose a five-layer architecture (Fig. 1) that trans-
forms hiberfil.sys into a contiguous memory image and
extracts artifacts. The workflow follows established forensic
principles: acquisition, preservation, conversion, analysis, and
reporting [24], [39].

TABLE I
LAYERS OF THE PROPOSED FORENSIC PIPELINE

Layer Function

Layer 5 Ingestion & validation (signature check, SHA-256
hashing) [50]

Layer 4 Physical address space mapping (Memory Table
Walker, PFN database) [11]

Layer 3 Decompression engine (Xpress, selective decompres-
sion) [50]

Layer 2 Contiguous memory reconstitution (gap manage-
ment, zero-filling) [21]

Layer 1 Artifact extraction (Volatility plugins, entropy anal-
ysis, carving) [47]

B. Acquisition and Integrity Preservation

The hiberfil.sys file is copied from the target Win-
dows 10 system using a write-blocker or FTK Imager [39]. A
SHA-256 hash is computed before any processing to maintain
chain of custody [24]. All analysis works on a cloned image;
the original remains untouched.

FORENSIC HIBERFIL.SYS DECONSTRUCTION, RECONSTRUCTION,
AND CONSOLIDATED ANALYSIS ARCHITECTURE
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Fig. 1. High-level architecture of the proposed forensic system: Forensic
hiberfil.sys Deconstruction, Reconstruction, and Consolidated Analysis
Architecture.

Fig. 2. Hibr2Bin decompression output showing successful reconstruction of
the Windows hibernation file. Total reconstructed pages: 0x55580 (approx.
350,000 pages). The SHA-256 hash of the output memory . raw is displayed,
matching the hash computed independently in Figure 2.

Fig. 3. Independent SHA-256 hash verification of the reconstructed
memory.raw file using Windows certutil. The computed hash
(£7cdd2355e63b£f73a1624037a091b5f1da64c2fb71f7ebd1f0£2£53delc665
matches the hash reported by Hibr2Bin in Figure 1, confirming that the
reconstruction process preserved evidentiary integrity.



C. Address Mapping and Decompression

Using Hibr2Bin [50], we parse the hibernation header to
extract compression set descriptors. A Memory Table Walker
traverses page descriptors [11] and builds a lookup table
mapping each compressed block to its original physical frame
number (PFN). Selective decompression is performed only for
pages belonging to:

o Kernel process structures (_EPROCESS, _ETHREAD) [1]

o Network endpoint tables [22]

o Registry hives [2]

e« Memory regions with low entropy (potential readable

data)

This selective approach reduces processing time and memory
overhead, as recommended by Mehla et al. [7].

D. Contiguous Memory Reconstitution

Decompressed pages are placed into a linear raw image
(memory.raw) according to their PEN order. For missing
pages (e.g., MMIO, zero pages, or intentionally omitted re-
gions), we insert zero-filled placeholders to maintain address
continuity. This gap management strategy follows Sylve [21]
and prevents parsing errors in Volatility.

E. Artifact Extraction

We use Volatility 3 [47] and custom Python/C++ scripts to
extract:

e Processes: windows.pslist, windows.psscan,
plus a custom pool-tag scanner (Proc and Thre tags)
to detect DKOM-hidden processes [19].

e Network: windows.netscan for TCP/UDP sockets,
listening ports, and connection states [22].

e Command line: windows.cmdline.

o Registry:
hivedump.

o Entropy analysis: Shannon entropy per 4KB block
(custom C++ implementation). Blocks with entropy
greaterthan 7.5 bits/byte are flagged as suspicious (com-
pressed/encrypted/packed) [21].

e Binary carving: Using manual hexadecimal inspection
and signature scanning (PNG header 89 50 4E 47),
we carve embedded image files from high-entropy regions
[31].

windows.registry.hivelist  and

FE. Performance Parameters

We quantify effectiveness using:

o Process detection rate = (correctly identified processes) /
(total active processes at hibernation) x 100%

« Hidden process detection rate = (hidden processes iden-
tified) / (total injected hidden processes) x 100%

« Memory reconstruction success rate = (pages successfully
decompressed and placed) / (total pages in original RAM)
x 100%

o Entropy-based packing detection accuracy = (cor-
rectly flagged packed/encrypted regions) / (known
packed/encrypted regions) x 100%

IV. IMPLEMENTATION AND RESULTS
A. Experimental Setup

o Target System: Windows 10 Pro, build 10240, 4GB RAM,
hibernation enabled.

o User Activity: Web browsing (Chrome), file cre-
ation/deletion, command-line execution (cmd.exe, Pow-
erShell), and a simulated DKOM-hidden process
(malware.exe) using a rootkit demo.

o Forensic Workstation: Ubuntu 22.04, Intel i7-10750H,
16GB RAM.

o Tools: Hibr2Bin [50], Volatility 3 [47], custom en-
tropy calculator (C++), ImHex (hex editor), Sysinternals
strings.exe.

The system was hibernated after 15 minutes of activity.
hiberfil.sys (approx. 2.1GB compressed) was copied
and SHA-256 hash recorded.
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Fig. 4. Hexadecimal inspection of a recovered PNG image artifact showing
the PNG file signature (89 50 4E 47 0D OA 1A 0A), IHDR structure,
compressed image data, and embedded textual metadata. The recovered binary
structure confirms successful file carving and reconstruction of graphical
artifacts from the reconstructed memory image.

B. Memory Reconstruction

Hibr2Bin successfully decompressed the file to a 4GB
memory.raw. Integrity was verified (hash matched).
Volatility imageinfo  correctly identified  profile
Winl0x64_10240. The reconstruction success rate was
{94% (3.76GB out of 4GB), with missing pages primarily
being zero-pages and device-reserved regions — consistent
with observations in [4], [11].

C. Process Enumeration and Hidden Process Detection

Table I compares three methods. Standard ps1ist missed
the hidden DKOM process. psscan detected it, but our
combined approach achieved the same detection rate with
faster execution.

Total active processes at hibernation = 25. Detection rate =
96%.



D. Network Artifact Recovery

windows.netscan recovered all active TCP
connections (e.g., 192.168.122.74:49883 =
8.247.201.124:443), listening ports, and three recently
closed connections (TIME_WAIT). This aligns with Beverly
et al. [22]. Recovered foreign IP addresses cross-referenced
with threat intelligence (VirusTotal) confirmed one C2 server.

Workspace
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Fig. 5. Hexadecimal analysis of a recovered PNG artifact using ImHex.
The analysis shows PNG metadata structures, embedded textual information,
timestamp fields, and chunk-level parsing from the reconstructed hibernation
memory image. The recovered tEXt and XML-related metadata demonstrate
successful extraction of structured binary artifacts from volatile memory
regions during forensic reconstruction.

E. Entropy Analysis and PNG Carving

Shannon entropy was computed across the 4GB image.
Approximately 28% of 4KB blocks had entropy ¢, 7.5 bits/byte.
These high-entropy regions corresponded to:

o Xpress-compressed hibernation restoration sets [11]

¢ One packed executable (UPX-packed)

o A partially compressed PNG image embedded in browser

cache
Using a hex editor, we manually carved the PNG by search-
ing for the signature 89 50 4E 47 0D 0A 1A OA. The
recovered PNG displayed a screenshot of a webpage visited
before hibernation, proving that user-generated binary content
survives.

151774
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Offset (dec):
Offset (dec):
151778 Offset (dec):
151779 Offset (dec):

| 621666304
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|
|

Offset (hex):
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621682688 | Offset (hex):
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|
|
|
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0X250E0000
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0x250E3000
0x250E4000
0x250EC000

Entropy:

621690880 | Offset (hex):
151788 Offset (dec): 621723648 | Offset (hex):
151789 Offset (dec): 6217277u4 | Offset (hex): Ox250EDOOO
151790 Offset (dec): 621731840 Offset (hex): Ox250EE000
151791 7171 | Offset (dec): 621735936 | Offset (hex): 0x250EFQ00

151792 .72443 | Offset (dec): 621740032 | Offset (hex): Ox250F0000
151794 .71491 | Offset (dec): 6217u8224 | Offset (hex): Ox250F2000

151795 621752320 | Offset (hex):

Entropy:

.75081 | Offset (dec): 0x250F3000

Fig. 6. Per-block entropy analysis (4KB block size). Twelve consecutive
blocks with entropy values exceeding 7.6 bits per byte are identified at offsets
around 0x250E0000-0x250F3000. Such high entropy indicates compressed,
encrypted, or packed content — prime candidates for binary carving (e.g., PNG
images, packed executables).

FE. Command-Line, Registry, and XML Recovery

The cmdline plugin recovered full arguments for
cmd.exe (PID 2096) and PowerShell, revealing exe-
cuted scripts (install.psl). Registry hives (SYSTEM,

e Edit
o
g LI

T30 - Bytes: 4309647360

MERRIELES Entropy: 2.75067 bits per byte
- Project7|

OBl % | b o | To-coc 452 ca-bic Release

Process exited after 32.18 seconds with return v
alue 0
Press any key to continue . . . |

ad file byte by byte
while (file.get(byte)) {
unsigned char ubyte = static_castcunsigned char>(byte);
freq[ubyte]++;
totalBytes++;

file.close();

double entropy = 0.2;

for (int i = @5 i < 256; iv+) {
if (freq[i] == @) continue;

double p = (double)freq[i] / totalsytes;
entropy -= p * log2(p);

Fig. 7. Global entropy calculation of the reconstructed memory image. Total
size: 4,309,647,360 bytes (approx. 4GB). The overall entropy of 2.75 bits per
byte indicates that the majority of memory is structured and readable, with
compressed or encrypted regions expected to exhibit higher entropy values.

SOFTWARE, NTUSER.DAT) were successfully extracted, re-
covering USB device history and recently accessed files [2].
Static string extraction yielded an XML manifest containing
Windows package metadata, processor architecture, and as-
sembly version information [31].

G. Comparative Evaluation

Table II compares this work with prior quantitative studies.

V. DISCUSSION
A. Key Findings

o Hibernation files are a viable substitute for live RAM
when the latter is unavailable, preserving critical kernel
and user artifacts [4], [10].

« Hidden processes (DKOM) are detectable by combining
pool scanning with reverse thread lookup — a technique
not present in standard pslist.

o Binary carving (e.g., PNG images) is feasible even from
compressed memory regions if entropy analysis guides
carving, reducing false positives.

« Integrity verification (SHA-256) throughout the pipeline
ensures evidentiary soundness [24].

B. Limitations

o Encrypted hibernation files (BitLocker with TPM) cannot
be analysed without extracting keys from a live system or
memory snapshot [5], [6], [32] — a circular dependency.

o Fragmented pages may not fully reconstruct, leading to
partial process trees or missing registry keys — a known
issue in all memory forensics [26], [44].

e Windows 11 builds (21H2, 22H2, etc.) introduce further
structural changes that may require updated mapping
tables [11].



Work Hidden Process Detection | Reconstruction Success | Entropy Analysis | Binary Carving

Ghafarian & Keskin [2] Not reported Not reported No No

Karlsson & Anderberg [4] Not reported 28% pages No No

Sylve et al. [11] Not reported 90% (est.) No No

This work 96 % 94 % Yes (89% acc) PNG, XML
ABLE II

COMPARISON WITH PRIOR WORK

Time overhead: full 4GB reconstruction plus entropy
analysis took 45 seconds; larger dumps may need opti-
misation.

C. Recommendations for Practitioners

1y
2)
3)
4)

5)

Always acquire hiberfil.sys in addition to disk
images when a system is powered off.

Use Hibr2Bin [50] for decompression and verify in-
tegrity with SHA-256.

Run both pslist and psscan (or our combined
method) to detect hidden processes.

Perform entropy analysis to guide carving of compressed
or encrypted regions.

Document all tool versions and parameters to ensure
reproducibility [26].

VI. CONCLUSION AND FUTURE WORK

This work presented a systematic, repeatable forensic
methodology to reconstruct volatile memory from mod-
ern Windows hibernation files and extract high-value arti-

facts

including processes, network connections, command-line

history, registry data, XML manifests, and PNG images.
By combining Hibr2Bin decompression, Volatility analysis,
entropy-guided anomaly detection, and binary carving, we
achieved a 96% hidden process detection rate and 94% mem-
ory reconstruction success on Windows 10 (build 10240).

The

recovery of a complete PNG image from compressed

hibernation memory demonstrates that even user-generated
binary content persists and can be forensically recovered.

A. Future work

1y

2)

3)

4)

Automated extraction of BitLocker
TPM-protected hibernation files using
from [6], [28].

Machine learning-based page reconstruction for heavily
fragmented memory, drawing on classification methods
[17].

Extending the pipeline to Linux suspend-to-disk images
(swap files) [37], [45].

Developing a unified open-source tool integrating de-
compression, entropy analysis, carving, and reporting,
similar to [13].

keys from
techniques
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