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[bookmark: _GoBack]Abstract: In this work, a post-quantum cryptography (PQC) model is studied. The model is studied for a direct PQC and an NTT-based PQC model in terms of speed and memory requirements in low-memory applications like Mobile systems. The configuration of the NTT model is studied with the support of a numerical example.
Introduction 
A Lattice is a grid of points in space, which is represented as L= {z1bi, z2b2, ………………………znbn}  where b refers to basis vectors and z refers to integers. Thus, we can consider a Lattice as a grid in n-Dimensional space. The importance of a lattice-based structure comes in the arena of post-quantum cryptography. 
By considering conventional Asymmetric algorithms like RSA & ECC, they are susceptible in a post-quantum environment by making use of algorithms like Shor’s algorithm. 
In such a scenario, lattice-based problems find a place as lattice-based problems are based on Geometry, noise and approximation hardness. No known Quantum algorithms can solve such problems. Lattice problem is supposed to support hard problems like Shortest Vector problem ie. Finding the shortest non-zero vector, the Closest Vector problem ie finding the lattice point closest to the target and learning with errors. 
The PQC-based lattice problem is based on     
                                 B = A*S + e mod q, where A is a random matrix, s is the secret vector, and e is a small noise.
NTT-based Modelling:
An NTT-based PQC model is based on ring concept like Rq = Zq[x]/(x**n+1), where n-1 is the degree of the polynomial and q refers to the field that supports PQC.
Mathematical Model for NTT-based PQC.
1. Consider a circulant matrix = [a0, a1, a2, a3] which may be represented as a polynomial.
For example, A = [ 2 3 1 0], the polynomial is represented as 
  A(x)  = 2 +3*x+ x**2.
2. Converting a circular Matrix to the NTT domain
By considering q= 17, the primitive root as 4 for n=4, we evaluate the polynomial as a power of w.
Thus A(k)  = a (w**k)
W**0=1, w**1=4, w**2=16, w**3=13 wrt. mod 17.
A(0)= 2+3+1+0= 6,    A(1)= 2+3*4+1*4**2= 13, A(2)= 0, A(3)= 6.
Thus NTT (A)= (6,13,0,6)
3. By considering the secret as S = [5, 7, 2, 1], calculating NTT(S) as
      NTT(S)= (15, 10, 16,13)
 B = A*S+e, where e is the noise. Considering e=[1 -1 0 1), 
NTT(B) = (6 11 1 10)
4. By considering message m=[ 1 0 1 0], e1= [ 0 1 0 1}, e2= (1 0 1 0] 
Random number r= [ 3 2 1 0], calculate NTT(r) = [6 10 2 11]
5. Encryption Model in PQC is given as NTT(U)= NTT(a)*NTT(r)+e1, 
On substitution,  NTT(U)= [2 12 0 16]
V= B*r+e2+m, in NTT model, NTT(V)= (4  8  4  8), 
Cipher text =(U,V)
6. Decryption,   m = V- S*U, Thus NTT(m)= ( 8 7 4 4) converting m= INTT(m) and rounding 
           M=( 1  0  1  0).
Mathematical Model for Direct PQC based cryptography
1. B= A*S +e= (11 11 2 50, 
2. U= A*r+e1= (6 14 10 11)
V= V= B*r+e2+m = (1 4 8 16)
Enc(m)= (U,V)
3. Decryption , m= V- S*U= (-2 -2 2 1) = (15  15  2  1) , rounding to ( 1 0 1 0).   

Analysis: The advantage of using an NTT-based model in PQC is its high-speed implementation of n when compared to the circulant matrix used in encryption process. This can be verified by considering the complexity of the NTT-based model. In the direct model, the complexity is given by O(n**2), whereas in the NTT-based model, it will be calculated as O(log n). Thus, if we take n = 128 bits, the direct model will take a memory of 12544, whereas the NTT model will consume only 762 memory footprint. 
Conclusion: In small memory devices like mobile phones, where they struggle with memory availability, the regular PQC model struggles, whereas NTT-based PQC, with its high speed and small memory requirements, supports the needs of users. 
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