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Abstract—Increasingly, IoT and AI are being deployed within digital services across all sectors in India. As a result, these systems collect vast amounts of data from connected devices and automated systems. Consequently, this generates significant legal issues concerning privacy, consent, cybersecurity, liability, accountability and the availability of electronic evidence. This paper addresses the legal hurdles associated with implementing IoT and AI technologies within an Indian cyberlaw framework. A review of relevant legislation is conducted on the Information Technology Act 2000, the Information Technology (Amendment) Act 2008 and the Digital Personal Data Protection Act 2023. International and national regulatory policies are reviewed to understand current approaches to governing artificial intelligence and protecting personal information. The research demonstrates that while the basic structure of Indian cyberlaw can be applied to govern electronic records, data protection and cybercrime there are numerous areas of weakness including IoT security standards for devices, accountability of algorithms, explainable decision-making processes. Additionally, the study identifies potential cybersecurity vulnerabilities including unauthorized access; malware attacks; and poorly authenticated user credentials. 
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I. Introduction

IoT and AI technologies are increasingly being integrated into a variety of aspects of Digital Development in India. IoT enables devices to communicate through sensors, software, and networks. AI helps organizations analyze large amounts of data quickly; it also enables the creation of automated decision-making processes. These two emerging technologies are currently being applied within various sectors including Healthcare, Banking & Finance, Transport, Education, Agriculture, Manufacturing and Public Services. When devices collect data and automated systems make decisions based upon that data there are Legal Concerns [1].
Indian Cyber Law provides an overarching framework regarding electronic records, cyber offenses, data protection duties and reporting incidents. Nevertheless, the legal questions raised by IoT and AI will necessitate further examination. Specifically, device security, automated decision making, use of collected data, breach notification requirements and responsibility for harm are significant areas of concern. India has experienced incremental growth in both public and private sector implementation of IoT and AI.

The widespread increase in adoption of IoT and AI technologies in India has been facilitated through broader internet availability and increasing utilization of digital services. Additionally, cloud platforms, mobile applications, digital payments and government provided digital infrastructure have provided a solid foundation to support the adoption of IoT and AI [2].
Organizations implement IoT technologies to facilitate the real time collection of data. Similarly, they apply AI to process collected data and facilitate faster decisions. The problem here is that IOT and AI systems may process personal data, location data, health data, financial data, biometric data, behavioral data and other forms of data for purposes of monitoring individuals, profiling individuals, predicting behavior and providing automated decision-making. 
The major legal concerns for both IoT and AI are outlined in Figure 1. 
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  Fig.1. Core legal issues in IoT and AI deployment under Indian cyber law
As both IoT and AI are networked by digital communications (e.g., internet), and use electronic records as well as software systems. Indian cyber law provides a basis for legal recognition for these types of systems. Under India’s cyber law, there are regulations regarding unauthorized access, hacking, identity theft, cybercrime, data protection obligations and incident reporting. 
Because IoT has many "smart" devices that have been interconnected, they may provide opportunities for an attacker to hack into them, misuse their functionality or compromise the functioning of other nearby smart devices. There are several ways that cyber risks occur when using IoT. These include weak passwords used to configure and maintain them, poorly secured firmware (i.e., operating systems) installed upon them, insufficient levels of encryption applied during communication among all of the interconnected devices within a system.
The purpose of this research project was to assess potential legal challenges associated with implementing IoT and AI technology under Indian cyber law. Specifically, it focused on privacy issues, cybersecurity concerns, obtaining consent from individuals before collecting their personal information through various IoT or AI applications.
II. Review of Literature 
Although the current body of knowledge concerning the regulatory framework of IoT and AI has shown that there exist many legal issues arising from the fact of collecting data through the IoT and subsequently automating processes through AI; other legal issues including the risks associated with cybersecurity threats, as well as the uncertainties associated with clarifying who would bear the liability if these were to occur. Research into the main areas of Indian cyber law, which include the Information Technology Act 2000, data protection responsibilities, cyber offenses and digital evidence have largely been concentrated around these four main areas. More recent research has included an examination of the Digital Personal Data Protection Act 2023 due to the reason that IoT and AI systems process very large amounts of personal data. In addition to providing a basis for digital governance, however, the scope of this law remains limited regarding specifying duties and standards for securing IoT devices and specifically regarding AI [3].
Studies have indicated that the application of AI, especially when it relates to processing large volumes of data, raises significant questions about how individuals can provide their informed consent regarding AI decision-making processes. Furthermore, studies indicate that the issue of limiting the purposes for which collected data may be used will continue to be problematic. It is worth noting that future uses for such data may not be evident at the time the data is collected. This could present problems for both the deployment of IoT and AI in that while the data may be collected for a particular use (e.g., to control lighting in a home), the same data may then be processed using AI in order to predict energy usage patterns or to profile user behavior [3]. 

The legal challenges facing the implementation of AI in India have also identified two primary areas of concern: algorithmic accountability and data privacy. Further, Indian law currently does not place enough emphasis on transparency and responsibility in AI-based decision-making. Therefore, support exists for conducting a legal review regarding the impact of AI on consumer credit, employment, health care, education and public services. As well as lack of clarity surrounding what is meant by "AI-specific" provisions creates ambiguity when determining responsibility for harm caused by automated systems.

Indian legal scholarship on cybersecurity and digital evidence links cyber law with data privacy and cyber forensics. The author believes this type of literature is directly relevant to their dissertation topic since IoT devices and AI systems produce electronic records that may serve as evidence in disputes or investigations [4]. Thus, these records must be accurately maintained and preserved. Table 1 contains research and policy sources for IoT security, AI accountability, data protection, cyber security and global governance.
TABLE I.  REVIEW OF RESEARCH
	Name & Year of Publication
	Method / Technology
	Key Findings

	(Satarkar, 2026)
	Legal analysis of AI and data protection principles
	The study explains that AI systems create legal issues linked with consent, purpose limitation and future data use [5].

	(D et al., 2025)
	Doctrinal legal review
	The study identifies accountability, transparency and data privacy as major legal concerns in AI deployment. It also notes that India lacks a dedicated legal framework for AI based decisions [6].

	(Kooner, 2025)
	Review of IoT security and privacy risks
	IoT devices have numerous vulnerabilities including weak security, hacking, and outdated software and inadequate data protection [7].

	(Vaishali & Thombare, 2026)
	Legal study on cyber forensics and data protection
	This study focuses on cybersecurity and digital evidence within the Indian Legal System. Specifically, this study demonstrates that logs, system records, and other digital output must be maintained with integrity so they may be used legally [8].

	(H. K. B. R. -, 2025)
	Review of Indian cyber law provisions
	This study describes how the Information Technology Act of 2000 governs digital government. In addition to the governance of digital government [9].

	(Pandit, 2025)
	Statutory data protection framework
	Under the Act there are obligations for the processing of digital personal information in India. Because IoT and AI involve collecting and processing large amounts of personal information, it is relevant to them [10].

	(Singh, 2025)
	Risk based AI Act
	The European Union's AI Act uses categories based on risk to classify AI systems. There is an obligation placed upon higher-risk AI systems; however, the categories provide a basis for comparison for how Indian authorities regulate AI [11].

	(A.V. & N. D. N. -, 2024)
	Data protection regulation
	GDPR provides rules on lawful processing, consent, transparency and user rights. It shows how strong data protection rules can support safer AI and IoT deployment [12].

	(Vaishali & Thombare, 2026)
	AI Risk Management Framework
	The framework supports risk identification, risk measurement and risk management in AI systems. It provides a practical approach for AI governance and compliance [13].

	(Rastogi & Dwivedi, 2025)
	International policy principles
	These principles support responsible AI through fairness, safety, accountability and human oversight. They guide countries in developing AI governance rules [14].


III.    Conceptual Background     
The Internet of Things (IoT) is an interconnected network of objects using the Internet to communicate with each other and share information. These devices could be anything from a sensor, to a camera, to a wearable fitness tracker, to a smart meter on your house, to a vehicle that can talk to its surroundings and back-end systems, to a medical device, to an industrial machine, to a system that automates some function within your home.

All IoT systems have at least three parts: 
· Part One - Physical Device - This is where the data collection occurs. This will typically be something like a sensor or video camera.

· Part Two - Network - This is how the collected data gets sent to another system.

· Part Three - Software Platform - This is where the collected data gets stored, processed and/or displayed.

Artificial Intelligence (AI) refers to computer-based systems that allow them to make decisions that would typically require human reasoning. AI systems use learning algorithms to find patterns in large datasets. They can be used for predicting outcomes, classifying things into groups, recommending certain options, detecting anomalies and even automatically responding to events. Examples of AI being applied today include fraud detection, credit scoring, medical screening via MRI scans, facial recognition for security purposes, customer service chatbots and education platforms.

There is now much overlap between IoT and AI systems as most modern digital systems involve either one or both of these elements working together. In all cases, IoT provides the data that the AI system uses for making decisions or generating recommendations. To continue with the previous examples; An IoT-enabled traffic camera can provide the raw data about road conditions [15].  

Nature of Cyber Law in India :  Cyber law in India relates to laws governing communications made electronically or digitally. Cyber law in India also includes laws dealing with electronic documents, online transactions, cyber offenses, data protection and digital responsibility. The Information Technology Act 2000 was enacted to provide India’s legal structure for the regulation of electronic commerce. The Information Technology Amendment Act 2008 expanded upon those regulations by adding specific sections regarding cyber offenses, identity theft, data protection, and liability of intermediaries. Indian Cyber law recognizes electronic records and digital signatures as valid. 

Digital Systems: Digital systems are computer-based systems designed for creating storing transmitting processing and retrieving data electronically. They consist of computers, servers, mobile applications, cloud computing systems, IoT devices/AI tools/networked services etc. According to Indian Cyber Laws these systems fall under jurisdiction whenever electronic records/transactions/offences take place through digital means [15].
IV.    Indian Cyber Law Framework   
Cyber laws provide an appropriate legal foundation for digital systems (internet of things) and digital systems' infrastructure. Both internet of things and artificial intelligence rely heavily on data collection by software systems using network-based communications. IoT devices continuously record digital information. AI systems then process those digital records to make predictions and decisions.  A number of statutory frameworks exist to provide the necessary regulatory environment to govern the behavior of stakeholders in relation to data protection and cybersecurity. The main frameworks include the it act 2000, it amendment act 2008, and regulations governing data protection and cybersecurity practices. The Digital Personal Data Protection Act 2023 will introduce another layer of regulation specifically aimed at protecting personal data processed within India. 

The key legislation includes:

· Information Technology act 2000: The Information Technology Act 2000 is the first comprehensive cyber law in India. Under section 2(t) of the act 'electronic records' is defined as "data, message, image, voice, sound or any combination thereof". Thus, it is clear that electronic records are generated through digital processes which can be accessed digitally. The act provides a legal framework for the creation, storage and transmission of electronic records and also the authenticity of digital signatures [16]. 

· The Information Technology Amendment Act 2008: the Information Technology Amendment Act 2008 expands upon the it act 2000. The amended act introduces provisions concerning electronic signatures, identity theft, cybercrimes, obligations of parties handling personal information and expands on the legal responses to modern cyber threats. 
· Cyber security practices and incident reporting: Rules made under Indian cyber law create requirements for companies collecting and processing digital data. The Rules address "reasonable security practices," "protection of personal information" and "safe custody of sensitive information." The Rules are pertinent to both IoT and AI since they often collect/process massive amounts of personal data. The data protection requirements necessitate organizations to treat personal data with respect [16]. 
· Digital personal data protection act 2023: The Digital Personal Data Protection Act 2023 creates a legislative framework for collecting digital personal data in India. The act recognizes two aspects of personal data: (i) individual rights to control his/her own personal data; and (ii) organizations should collect personal data for valid reasons. The act has direct relevance to the deployment of IoT/AI systems. IoT systems collect personal data about a user from their surroundings. AI systems analyse the collected personal data for predicting or identifying decisions. 
V.       Legal Challenges in IoT Deployment   
The deployment of IoT technology will present several legal issues due to the fact that these technologies gather and send data about their environment via digital networks. These devices will exist in multiple locations including home, hospitals, cars, factory floors, and other public areas. When there is a lack of clarity regarding the utilization of data by an IoT technology or the security measures used to protect it; then, legal exposure exists [17].
In India, the deployment of IoT technologies will need to consider four legal frameworks which include: privacy, cybersecurity, consent, liability, and e-records. The devices involved in IoT technologies are not just technical tools. 

Liability Issues Due to Poor Device Security: One of the primary legal challenges in deploying IoT technologies lies within the device's security. The majority of connected devices utilize sensors, firmware, applications and cloud-based platforms. An attack vector in one of these components can cause problems with overall security. 

Collection of Data from IoT Devices: IoT devices collect data relating to people, places and things. Examples of data that can be collected include: location history, behavioral data concerning usage patterns, medical history, video feeds captured from cameras (i.e., surveillance footage), GPS coordinates from vehicles, employee behavior while working and household behaviors. The concern with collecting data is whether or not the amount of data collected is reasonable and if the users of these devices are aware of data collection [17]. 

Notice & Consent in IoT Environments: While obtaining consent and providing adequate notice are typically straightforward concepts, both become complicated in IoT environments since most connected devices function independently of user intervention. As an example, a mobile application provides a consent notice; however, a smart camera, sensor or wearable does not provide such notice clearly.

Cross-Device Tracking & Profiling: Cross-device tracking occurs when data from multiple connected devices is compiled together to develop profiles about individuals or groups [18]. 
VI.      Legal Challenges in AI Deployment 
AI deployment generates legal challenges primarily because automated systems can create data-based decisions affecting individual consumers; business organizations; and public institutions. Today, the technology is being applied in such fields as finance; healthcare; education; recruitment; insurance; public safety; and government (digital) regulation.

· Accountability of Algorithms: Accountable algorithms refer to the requirement that individuals and organizations utilizing AI systems can provide justifications for how their AI systems were designed; how they utilize their AI systems; and what the results are of the AI systems' automated decision-making processes. The rationale for requiring accountability for algorithmic decisions is that these types of decisions may affect consumers' ability to obtain credit, employment, education, health care, insurance and other public services.
· Lack of Explanations/Transparency: Explainability pertains to the capacity to articulate a logical explanation for an AI system's output. Transparency pertains to providing clarity regarding why an AI system is being employed; what is intended by processing personal data via the use of AI; and how automated decision-making impacts individuals. These considerations are critical because AI systems may produce outputs that are incomprehensible to humans. Certain types of AI models are inherently opaque i.e., making it difficult to provide a reasoned account of how they reached a particular conclusion [18]. 

· Liability for Harm Caused by AI Systems: Liability for harm caused by AI-generated systems is another significant legal challenge facing lawyers today. When using AI-generated systems in real-world applications, various actors may participate at different levels. When problems occur as a result of an AI system's actions e.g., producing false alerts for medical conditions; rejecting qualified loan applicants based on artificial intelligence-created credit scores; identifying suitable job candidates using artificial intelligence to filter out applicants; or incorrectly identifying individuals targeted for surveillance determining liability becomes increasingly complicated.
VII.      Cybersecurity Risks and Legal Responsibility        
Cyber threats are a major worry in using both Internet of Things (IoT) technology and Artificial Intelligence (AI). IoT relies on networks and connected devices. AI relies on both data, software models, and computing platforms. Any form of vulnerability in one of these areas could lead to harm via cyber-attack.

· Risk from unauthorized access & hacking: Unauthorized access occurs when a person accesses a device, network, or digital platform without permission. In IoT systems, there are several ways that unauthorized access can occur such as weak passwords, open ports, poorly configured devices or insecure applications. With AI systems, unauthorized access may occur by targeting datasets, model files, training systems or records of decisions made. For example, if an insecure camera or sensor exists in your network it provides hackers a path into the rest of your organization where they can obtain personal information and organizational information.

· Risks associated with malware, ransomware & botnets against IoT devices: Malware is malicious code designed to either cause harm to a system, exfiltrate sensitive data or provide remote access to the hacker. Ransomware restricts a user’s ability to use their computer or access data until payment has been made. Botnets are groups of computers infected with malicious code which work collectively to perform cyber-attacks. 

· Lack of strong authentication mechanisms and insecure firmware: Authentication is the process of verifying the identity of a user or device prior to granting them access to a resource. Weak authentication mechanisms are a common source of cyber incidents within IoT and AI environments. Leaving default passwords intact along with sharing login credentials and failing to implement multi-factor authentication greatly increases the opportunity for unauthorized access. Most IoT devices rely upon firmware to operate properly. Firmware is essentially the operating system that manages the base functions of a device. As such, when firmware is installed improperly or becomes outdated it provides a pathway for hackers to take over the device or alter how it operates. Since most firmware is never updated; it continues to pose a threat for years [19].
· Responsibilities related to security audits and compliance: Conducting a security audit is essentially reviewing a systems, devices, applications and security controls in an organized manner.
VIII.      Real World Case Studies and Regulatory Examples   
Real-world examples of technological deployment illustrate the importance of supporting technology with privacy protections, security, notification of users audit trails and well-defined responsibilities. As the legal framework for managing cybersecurity-related risks continues to evolve within the context of Indian cyberlaw, real-world examples provide valuable input for reviewing laws.

· CoWIN Data Exposed Case and Public Digital Health System: The CoWIN data leak has become one of the most significant instances in India of data protection issues associated with digital public health systems. Media reports surfaced in 2023 alleging that vaccination beneficiary information was exposed. The government of India reported that the alleged breach of CoWIN data reports were being reviewed internally. Additionally, it indicated that the CERT-In would investigate the matter as well [20].
The reason this case is relevant to health systems is that public health related platforms typically collect identity detail and/or contact information and vaccination history. While the platform itself may not be considered an IoT system strictly speaking, there exists the same legal issue in terms of the connected health infrastructure.

Legal Lesson: Public health systems which rely upon collecting identity details and contact information or medical histories via digital technologies must develop and implement robust data protection mechanisms.
· Air India Cyber Attack on Passenger Service Provider and Vendor Liability: This Air India cyberattack exemplifies the potential legal liabilities of third-party vendors in providing services for a company’s digital systems. In 2021 Air India stated that approximately 4.5 million passenger accounts were impacted due to a cyber-attack on their passenger service system provider. The allegedly stolen account information included passenger related data maintained by the provider [21].
Vendor reliance is typical for both IoT and AI deployments. A breach could potentially occur outside of the direct system used by an organization to deploy an IoT or AI application.
Legal Lesson: Before an IoT or AI application is deployed, organizations must assess their vendors’ ability to provide secure environments. All contracts entered into for provision of products/services for use in an IoT or AI system should include provisions that outline specific duties regarding data protection, breach reporting requirements, audit rights and liability for third-party breaches.

· Telangana Police Authorities Utilizing Facial Recognition Technology and Privacy Issues: Similar to other forms of surveillance, facial recognition raises privacy-related concerns, specifically those related to consent, biometric data collection and surveillance. In Telangana, a court challenge was brought forth regarding the use of facial recognition technology by local police authorities. Among others, the challenge addressed constitutionally protected privacy rights and concerns relating to surveillance in public areas [22].
The use of facial recognition technology is another example of the application of AI-based identification technologies similar to those used in surveillance. Facial recognition technology has been used in many jurisdictions to collect biometric data from individuals in public spaces without their consent. Thus, if there are no adequate regulatory protections put into place to protect individual liberties and rights to privacy, such uses have the potential to significantly infringe upon both.

· Legal Lesson: Any use of AI-based surveillance in public places will require that it be based upon a valid statute establishing a legal basis for its use; that it establishes a limited scope of use that it only employs the least intrusive means necessary to achieve its stated objectives.
· Aadhaar Case and Biometric Identity: The Supreme Court of India reviewed the Aadhaar scheme and the issue of whether the Aadhaar scheme violated the Right to Privacy of all Indian citizens. Specifically, the court evaluated biometric and demographic data that had been collected pursuant to the terms of the Aadhaar program. While the Aadhaar program was ultimately permitted to continue, subject to several restrictions, the Aadhaar case has served as a model for determining whether identity/digital identity schemes satisfy the necessary legal and procedural standards including proportionality, legality and requisite protection of personal data [23].
As noted above, numerous IoT/AI-connected and automated systems process individual identities. Therefore, biometric AI systems and digital identity platforms must conform to applicable privacy standards. 

· Legal Lesson: Biometric and identity-based systems must comply with the principles of legality, necessity, and proportionality. Additionally, the amount of data collected for a particular purpose must be minimized and protected from misuse.

· Digital Lending Utilizing AI-Based Credit Scoring: Digital lending represents how AI/data-based systems can directly affect financial decision making. Recently, in response to digital lending, the Reserve Bank of India issued guidelines regarding digital lending. Those guidelines relate to electronic loan extensions via digital lending platforms as outlined within RBI Guidelines.
IX.      Conclusion
The study found a number of main concerns with the fact that IoT devices collect information about the physical world that AI can be utilized on such information collected by IoT devices.
A review of India’s cyber laws found three main acts (Information Technology Act 2000. Information Technology (Amendment) Act 2008 and the Digital Personal Data Protection Act 2023), which establish basic principles for governing digital activities. Each act addresses elements of digital records, cyber offenses, data protection responsibilities, and proper methods for processing data. However, there remains a lack of specific legislation regarding standards for IoT devices and automated decision-making systems based on AI technology. As a result, there exist voids in the ability to assign liability for AI-based decision-making systems.
In addition to identifying cybersecurity vulnerabilities of IoT/AI systems, the research also evaluated real-world examples of data breaches, surveillance systems and automated decision-making processes where clear protective measures were needed as well as a defined party had responsibility. Ultimately, this research indicated the necessity for enhanced regulatory clarity; the development of industry-specific standards; and increased effectiveness in enforcing those standards to ensure that IoT/AI systems can be deployed safely across various sectors in India.
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