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Abstract—The implementation of multi-cloud settings in small
and medium-sized businesses (SMEs) has been characterized
by a consistent trend of growth, although governance systems
capable of efficiently managing the issue of data protection
and regulatory compliance in such complex environments are
still in the conceptual phase of their development. The current
frameworks, such as SKY CONTROL, NIST Cybersecurity
Framework (CSF), and ISO/IEC 27001 were initially designed
without considering the unique limitations posed by SME multi-
cloud applications.This manuscript presents the Multi-Cloud
Governance Framework (MCGF), a lightweight, vendor-neutral
conceptual architecture that can support data protection and
compliance management of SMEs that work on a solution
on several cloud platforms. The MCGF is organized in four
pillars, namely, data governance; compliance automation; policy
enforcement and interoperability; and SME adoption alongside
cost-benefit analysis. The framework is based on five regulatory
frameworks, as well as the General Data Protection Regula-
tion (GDPR), ISO/IEC 27001:2022, the Cloud Controls Matrix
(CSA CCM) version 4, the Digital Personal Data Protection
Act (DPDPA) 2023 in India, and the NIST CSF version 2.0.
Comparative analysis placed against the frameworks that exist
in reality proves that MCGF includes the areas of governance that
are not addressed at all (or addressed partially) by the existing
solutions in the scenario of multi-cloud use in SME. Empirical
validation, such as the assessment of experts, the implementation
of a prototype, and case study are recognized as the fields of
future research.

Index Terms—Multi-Cloud, Data Protection, SME, Multi-
Cloud Governance, Compliance Management.

I. INTRODUCTION

The adoption of multi-clouds in small and medium-
enterprise (SME) companies has increased at a very high
speed. Having more than one cloud provider at a time will
limit the dependency on one vendor, lower the expenses, and
continue with operations in case one of them experiences any
troubles [17][19]. Multi-cloud and hybrid-cloud strategies have
experienced impetus, both due to the necessity of flexibility in
operation, the prevention of risks, and the optimal allocation
of resources [2]. These benefits of using multi-clouds such
as redundancy, cost optimisation, and avoiding vendor lock-in

have been well documented in the literature [14]; however,
balancing data governance in heterogeneous provider envi-
ronments is still a research gap. The complexity increases
the attack surface and leads to the uneven application of
security controls among the providers [2]. The fact that multi-
cloud solutions provide an unparalleled level of flexibility
is undeniable, yet the challenge of data security and data
protection and its compliance in circumstances where that
data is stored in a variety of cloud environments is no less
challenging [3].

This is more felt in SMEs. They do not have teams of
people dedicated to security or the funds to use to roll out
enterprise-level governance. What is needed is a light solution
that would be workable to adopt. This kind of solution remains
largely nonexistent, in the business market as well as in the
academic world. SKY CONTROL [1] is one of the steps in
dealing with this gap. It offers SMEs a vendor-neutral way
to control multi-cloud expenditures and perils in a central
interface, basing on the abstraction of provider distinction, as
offered by Sky Computing [15]. Nonetheless, it does not go
further to cover the issue of data protection and compliance,
which has become an urgent requirement in the face of the
intensive implementation of the GDPR, the general adoption
of ISO/IEC 27001:2022 compliance in audit procedures, the
de facto nature of the CSA CCM [12], and the establishment of
the DPDP Act 2023 in India [13]. The previously existing body
of work has pinpointed the following shortcomings: SMEs find
automated compliance challenging, data do not have uniform
classification, and mechanisms to enforce policies among the
providers are not explicitly defined. The paper adds to those
findings and suggests the MCGF a lightweight, vendor-neutral
governance framework, based on four pillars, specifically
aimed at the SMEs working in multi-cloud environments.

This article has four main contributions to make. First,
it provides a critical evaluation of the weaknesses of the
current frameworks in SME data governance. Second, it in-
cludes a conceptual design of MCGF that embraces the four
pillars. Third, it aligns the framework with GDPR, ISO/IEC



27001, CSA CCM, the DPDP Act of India and the NIST
Cybersecurity Framework (NIST CSF). Fourth, it provides the
practical implications of adoption and a roadmap to validation
is outlined.

II. RELATED WORK
A. Multi-Cloud Architecture and Management

The initial research on multi-cloud systems was princi-
pally concerned with preventing vendor lock-in and enhancing
the availability of resources [19]. The advantages are well-
documented redundancy, cost optimization and the possibility
to select best-of-breed services among different vendors.What
is not that well-documented is how the data that flows between
those vendors is to be governed, especially in the case of or-
ganizations that lack dedicated IT staffing. Hong et al. studied
multi-cloud architectures in general, where interoperability of
provider APIs is still one of the unsolved challenges [cited in
1].Cloud services brokerage has been suggested as one such
mechanism to provide organized structures to governance and
compliance across providers, but its usage has been limited so
far [4].Pattern-based methods of migration have been proposed
to be one such procedure in which interoperability of provider
APIs is still another unresolved issue [cited in 1]. Migrating
on-premise applications to multi-cloud data centers, but they
are concerned with architectural migration as opposed to
continuous data governance and data compliance management
[5]. The most prevalent structural assumption made in most of
this literature is that the organization is able to institute and
sustain complex configurations. In the case of most SMEs,
such an assumption is not true.

B. Security and Governance Frameworks

The most widely used standards of governance are the
NIST Cybersecurity Framework and ISO/IEC 27001 2022
[11]. The ISO 27001 gives information security management
a risk based approach that is broadly applicable in the cloud
and hybrid environment. CSA Cloud Controls Matrix [12] is
more cloud-oriented and provides an explicit mapping of the
security controls to the maps of the cloud service. CCM v4
brought a closer correspondence to GDPR and ISO 27001,
and it is a feasible resource in the framework of compliance
mapping in the multi-cloud space. Nonetheless, CCM is not
a governance framework but a control catalogue it specifies
what to control but not how to operationalize control among
multiple providers at once. A comparative analysis of the cloud
compliance standards revealed that the frameworks like C5 can
help in giving useful standards of cloud security but its appli-
cability is limited. SMEs are restricted in accessing to without
substantial modification and knowledge expertise [9]. Kavitha
and Radha discovered that the issue of data sovereignty, access
control consistency, and audit trail management is recurrently
problematic across the provider boundaries, which supports
the argument of cloud-specific governance tooling.An in-depth
assessment of the quality and security issues within multi-
cloud settings revealed that the problem of data sovereignty,
the consistent access control, and audit trail management

persists to be inconsistent across the boundaries of providers

[6]

C. GDPR and Regulatory Compliance in Cloud Computing

The majority of GDPR work that is cloud-centric deals with
data residency, consent management and the right to erasure
[71[8]. Sticky policy approaches have been suggested towards
GDPR-compliant cloud architectures with data coming with
its own access and processing policies on its transit between
systems [8]. A single GDPR compliance model currently being
proposed at ARES 2024 [7] pulls the compliance requirements
together into a structured model of deployments to a cloud,
but is only verified in large enterprise settings. The Digital
Personal Data Protection Act 2023 of India [13] is the first
regional law that the vast majority of current frameworks fail to
consider, creating a set of obligations regarding the presence of
data fiduciaries, consent, and international data transfer. There
is limited research dealing with this intersection.

D. Lightweight Frameworks for SMEs

A systematization of reviews of cybersecurity standards [10]
always demonstrates that the main obstacle to SME adoption is
the complexity of implementation. Models that are developed
to suit big organizations get streamlined in real world, and
corners are cut where it counts. What is needed and seldom
provided by the literature will be a skeleton that is lightweight
in the design. SKY CONTROL [1] did not ignore this issue,
creating specifically with the options of SME in cost and
risk management. However, compliance governance and data
protection were noted in its open questions section as the work
of the future. The MCGF points out those open questions.

III. RESEARCH GAPS AND MOTIVATION

This work is motivated by three classes of gap which
are based on the literature review in Section 2 and previous
research by the authors. First, the current frameworks do not
have data classification mechanisms appropriate in the multi-
cloud SME settings. Data classification is a prerequisite in
GDPR [7], ISO/IEC 27001:2022 [11] and CSA CCM [12].
None of the current SME-focused multi-cloud frameworks
offer automated data classification across the clouds as an
automatic feature. Second, the issue of compliance mapping
vis-a-vis several regulatory standards simultaneously is not a
subject of any existing framework in the SME multi-cloud set-
ting. SKY CONTROL [1] is only a reference to the catalogue
of German SMEs. NIST CSF and ISO 27001 are implemented
at the organization level, and do not have cloud-provider-
specific enforcement mechanisms. None covers India’s DPDP
Act 2023 [13]. Third, cross-cloud policy implementation the
capability to set a rule of governance once and apply it to all
AWS, and Azure, GCP, and in-premise infrastructure is not
present in all the reviewed frameworks. This lack implies that
compliance knowledge has no direct conversion to operational
control which is the fatal area where SMEs lack dedicated
compliance staff [10]. There is a fourth gap related to SME
adoption feasibility. Cost, complexity, and human factors are



discussed as the key obstacles in the literature [10], and a cost-
benefit model or usability instructions are not the elements of
a governance framework. MCGF takes design requirements
of adoption as a priority requirement instead of a post-design
consideration.

IV. MCGF FRAMEWORK DESIGN
A. Design Principles

MCGF had four principles that governed any design deci-
sion. The first one is that it has to be lightweight does not mean
that it needs enterprise level infrastructure or special compli-
ance personnel. Second, it should be vendor-agnostic the same
governance rules work irrespective of the cloud provider of the
data. Third, it should start compliance mapping the compliance
should be regulation-sensitive, not an extracurricular activity.
Fourth, it needs to be -SME-first the complexity ceiling is
established by what a small IT team consisting of generalist
competencies can adopt and support.

SME stakeholders
CEO - CFO - CIO - Auditor - Technician

Governance control plane
Unified dashboard - policy management - alerts - reporting

Data governance ’ Compliance auto. ‘ Policy & interop. SME adoption
Pillar 1 Pillar 2 Pillar 3 Pillar 4

Cost-benefit model
TCO - ROl analysis

Datainventory
Cross-cloud catalog

Regulation mapping
GDPR'1SO:CCM

Policy engine
Cross-cloud enforce.

Classification
PIl - sensitive - public

Gap detection
Automated scoring

Audit & reporting
Logs - trails - reports

Usability model
Non-specialist staff

Core design principles
Lightweight - vendor-agnostic - SME-first - regulation-aware

Vendor-agnostic APl abstraction layer
Unified interface — normalizes provider APIs

AWS
S3-EC2:IAM

GCP
__GCS:IAM:GKE

Azure
Blob - AD - VMs

On-premise
Private infrastructure

MCGEF pillars & modules Governance & abstraction layers Design principles

Fig. 1. MCGF complete architecture showing four pillars, governance control
plane, vendor-agnostic API abstraction layer, and cloud provider integration.

B. Framework Overview

MCGEF is structured around four vertical pillars each re-
porting to a common control plane of shared governance all
bound together by a vendor-agnostic API abstraction layer to
the underlying cloud infrastructure. The control plane offers a
single dashboard, policy management, alerting, and reporting
services to all stakeholders of the SMEs including CIOs
to review compliance posture and technicians to maintain
daily configuration. The API abstraction layer standardizes
the various APIs provided by AWS, Azure, GCP, and on-
premise infrastructure and provides a single interface, such
that governance rules established in one place automatically
spread to all other providers. This abstraction strategy is in line
with the Sky Computing paradigm, as illustrated by SkyPilot

[16], in which an intercloud broker refracts provider-specific
interfaces in order to have a uniform workload management
MCGF generalizes this idea to governance and compliance
enforcement.

Multi-cloud data input
AWS - Azure - GCP - On-premise

Pillar 1 — data governance
Data inventory Sensitivity classification Ownership & lineage
Output: classified data catalog across all clouds

Pillar 2 — compliance automation
Regulation mapping Gap detection Compliance scoring
Output: compliance gaps flagged per provider per regulation

Standards}.>
GDPR:1SO

Pillar 3 — policy enforcement & interoperability
Cross-cloud policies Audit trail
Output: enforced policies + regulatory audit logs

Reports
Geo-restriction M P i

CIO - Auditol

Pillar 4 — SME adoption & cost-benefit
Cost-benefit model Usability guidelines Phased roadmap
Output: adoption feasibility assessment for SME

Governance outcome
Compliant - protected - cost-aware multi-cloud SME

Fig. 2. MCGEF sequential data flow showing inputs, pillar-level processing,
module interactions, and governance outcomes.

C. Pillar 1 — Data Governance

The initial pillar determines the existence of data, its lo-
cation, and sensation. It works on three planes, one being
a cross-cloud data inventory, which autonomously identifies
and indexes data assets across all interconnected providers; a
classification engine, which labels each asset with a three-
tier sensitivity model (public, confidential, and personally
identifiable information); and a data ownership and lineage
tracker, which captures the owner of each asset, its flow
between systems, and the various transformations it goes
through. Pillar 2 cannot be accurate because the outputs of
Pillar 1 are fed into it without knowledge of what data is
available, and how sensitive it is, compliance mapping fails.

D. Pillar 2 — Compliance Automation

The second pillar aligns the list of classified data in Pil-
lar 1 with five regulatory frameworks: GDPR [7], ISO/IEC
27001:2022 [11], CSA CCM v4 [12], India DPDP Act 2023
[13] and NIST CSF v2.0 [10]. The mapping engine determines
what regulatory obligations are applied to a particular data type
and indicates where compliance has failed. The compliance
scoring gives the cloud provider a score per regulation, which
the CIO can get a glimpse of where the exposure lies in the
multi-cloud setting. The updates of the regulation are also
monitored automatically, which means that a change in the
regulatory requirements will cause a review of the compliance
map to be re-evaluated with no human involvement.

E. Pillar 3 — Policy Enforcement and Interoperability

The third pillar converts outputs of compliance mapping into
operational controls explicitly imposed on all the interrelated



cloud providers concurrently using the API abstraction layer.
There are three types of policy, including access control poli-
cies, which are used to determine who can gain access to read
or write a data asset; retention and deletion policies, which
are used to determine whether a data asset can be stored or
processed in a particular cloud region. The audit trail element
provides an ongoing history of data access activities, policy
enforcement measures, and compliance violations. Reports
produced by regulatory trail are organized in a way that meets
the evidence requirements of GDPR Article 30, ISO 27001
A.12.4, CSA CCM A / A-01, DPDP Act Section 5, and NIST
CSF DE.AE

FE. Pillar 4 — SME Adoption and Cost-Benefit

The fourth pillar focuses on the ability of an SME to
adopt the framework with the available resource constraints
[10]. A cost-benefit model is a computation of the overall
cost of ownership of deploying MCGF compared to the
approximate cost of a compliance violation or regulatory
fine. The simplified operational procedures of every pillar
are defined in a usability model, which is aimed at non-
specialist staff members. A graded adoption roadmap splits
the implementation of MCGF into three implementations or
foundation governance, compliance automation, and complete
enforcement of the policy so as to enable SMEs to implement
in phases as opposed to installing the entire structure at a given
time.

G. Compliance Mapping

ISO CSACCM

. DPDP NIST CSF
ety ‘ CRER ‘ 27001 va Act2023 v2.0
P1—data Art. 4,9 A.8 Asset DsI-01 S.2 Personal ID.AM Asset
governance Special mgmt & Data security data & management
Classification categories classification inventory fiduciaries function
P2 — compliance Art.5,25 A8 GRC-01 S.6 Consent GV.PO Policy
automation Protection Compliance Governance &purpose & compliance
Gap detection by design controls risk mgmt limitation governance
P3 — policy Art. 32 A9 Access IAM-01 $.8 Data PR.AC Access
& interop. Security of AJ120ps Identity & principal control &
Enforcement processing security access mgmt rights identity mgmt
P4 —SME Art.25 A.6Org. SEF-01 S.5 Notice GV.RRRoles
adoption Proportionate security Security & consent &resource

Cost-benefit measures planning frameworks obligations allocation

Fig. 3. MCGF compliance mapping — each pillar traced to specific clauses
across GDPR, ISO/IEC 27001:2022, CSA CCM v4, India DPDP Act 2023,
and NIST CSF v2.0.

Figure 3 shows the full compliance mapping of MCGF’s
four pillars against all five supported regulatory standards. The
mapping is designed to be traceable — an auditor reviewing
the framework can follow a direct line from any regulatory
requirement to the MCGF pillar responsible for satisfying it.

V. DISCUSSION

A. Comparative Analysis

Table 1 provides a comparison of MCGF with three frame-
works using eleven criteria for evaluation. The criteria were

selected from the gaps presented in Section 3. The comparison
is done at two levels. SKY CONTROL [1] is the main
source of comparison because it targets the same audience
(SMEs), environment (multi-cloud), and is the motivation for
this work. NIST CSF v2.0 [10] and ISO/IEC 27001:2022 [11]
are provided as additional sources of comparison to position
MCGEF in relation to other frameworks.

In relation to SKY CONTROL, MCGF covers criteria that
SKY CONTROL does not cover, such as data protection, com-
pliance automation, cross-cloud policy enforcement, GDPR,
and DPDP Act. SKY CONTROL’s strengths in cost control
and workload optimization are not within MCGF’s focus. Both
frameworks are applicable to SMEs.

In relation to NIST CSF and ISO 27001, these frameworks
were not designed for SMEs. Additionally, they were not
designed to address multi-cloud vendor-agnosticism and cross-
cloud policy enforcement. MCGF is not replacing these frame-
works; it is the multi-cloud layer that enables these frameworks
to be applied within the limited resources of SMEs.

B. Implications for SME Adoption

The framework design has three implication implications.
To start with, the phased adoption roadmap implies that SMEs
do not require implementing MCGEF to the full extent to extract
value Pillar 1 alone gives them instant data visibility. Second,
the cost-benefit module fills a gap the literature invariably
pinpoints: the majority of governance structures presuppose
that the decision of adoption has already been taken. MCGF
approaches it as an open question that needs to be supported
quantitatively, and it is especially applicable in case of SMEs
that act within the frames of the DPDP Act 2023 of India
[13] in which a violation can be subject to severe punishment.
Third, the vendor-agnostic API abstraction layer simplifies
technical complexity of operating multi-cloud environments
more broadly, as is aligned with the greater literature of Sky
Computing [15].

C. Limitations

MCGEF is a theoretical model. The compliance mapping will
be developed at pillar level and not at the individual control
level a full control-level mapping is left to be developed in
the dissertation. The cost-benefit model is parametric but not
structural: to parameterize the model, an empirical data on
actual SME deployments is needed. The structure has not
been validated against a real multi-cloud platform and the
assertions of cross-cloud policy implementation through the
API abstraction layer are architecturally sound, but untested.
MCGF now has AWS, Azure, as well as GCP; there are no
regional providers like Oracle Cloud or Alibaba Cloud.

D. Future Validation Roadmap

The dissertation will be validated in three activities. The
completeness, feasibility and usability will be assessed first
through a well-organized expert evaluation of MCGF to 10-
15 cloud architects, compliance officers and IT managers
using a Likert-scale instrument. Second, the data classification



TABLE I
COMPARATIVE ANALYSIS OF MCGF AGAINST EXISTING GOVERNANCE FRAMEWORKS

Criteria SKY CONTROL [1] | NIST CSF v2.0 | ISO/IEC 27001 | MCGF (proposed)
SME-specific design Partial No No Yes
Multi-cloud vendor-agnostic Yes Partial No Yes
Data protection focus No Partial Partial Yes
Compliance automation No No No Yes
Cross-cloud policy enforcement No No No Yes
Audit trail & reporting Partial Partial Yes Yes
Cost-benefit model Partial No No Yes
Overall score 3/17 177 2/17 717

Yes = fully addressed;

and compliance mapping on AWS and Azure will be tested
as a prototype to determine whether they work as intended
or not. Third, initial pilot projects with willing SMEs will
be conducted to test their assumed applicability and yield
empirical findings to parameterize the cost-benefit model. The
combination of these covers all four validation dimensions
effectiveness, usability, cost-benefit feasibility and practical
applicability.

VI. CONCLUSION

The given research aims to fill a gap identified by the ex-
isting body of literature: small and medium-enterprise (SME)
operators working in multi-cloud environments need a gover-
nance system that can ensure data safety and make sure that
compliance is observed, but does not demand the deployment
and maintenance of enterprise-level resources. Even though
such extant frameworks as SKY CONTROL [1], the NIST
Cybersecurity Framework (CSF) [10], and ISO/IEC 27001
[11] consider the aspects of this issue, none of them has
been conceived with the SME multi-cloud environment as
its principal limitation. MCGF is a four-pillar architecture
that specifically deals with this deficiency. Pillarl defines
cross-cloud data inventory and classification. Pillar 2 is a
computerized implementation of compliance mapping to five
regulatory standards. Pillar 3 implements policies and places
audit trails on all interrelated cloud providers at least. Question
4 in the pillar directly concerns the adoption issue as it models
cost-benefit viability and offers usability guidelines to non-
specialist personnel. Based on the comparative analysis, it
can be seen that no available framework addresses all the
eleven governance criteria applicable to SME multi-cloud data
protection. SKY CONTROL discusses four, NIST CSF and
ISO -27001 discuss two each. MCGF covers all eleven. The
contribution of this work is that gap. The paper does not give
empirical confirmation of MCGF; this has been specifically
avoided. The future dissertation will analyze the framework
with the help of an expert opinion, implementation of the
prototyped version on AWS and Azure, and initial case studies
on SMEs. The empirical validation will be performed on
the basis of the conceptual design that is available in the
present. Multi-cloud governance in the case of SMEs is still
an issue. MCGF is an attempt to arrive at a unified solution,

Partial = limited coverage;

No = not addressed

a structured, lightweight, regulation-sensitive approach, where
the limitations of SMEs are taken into account at the outset
and not as a post-hoc factor to be considered.
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