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Abstract – With software development evolving at a rapid pace, there have been demands for an efficient system for software delivery to be adopted, wherein the process of Continuous Integration and Continuous Deployment plays a crucial part. This paper conducts a comparative analysis of various popular DevOps frameworks, which can be used to automate CI/CD processes for web applications. In this regard, the paper evaluates various tools used at various stages in the pipeline, such as code management, continuous integration, testing, and deployment, using performance-based criteria.
An experiment setup was established in the form of a Linux-based virtual machine for consistency purposes. The use of a web application written in Python and running in a container together with a static test suite was employed in an effort to establish a benchmark application that would help reduce possible deviations due to any changes in the application itself. Several CI approaches including Jenkins, GitHub Actions, and GitLab CI were evaluated in terms of execution time and efficiency.
[bookmark: _heading=h.o0443dxq2oq9]The results show a trade-off between local and cloud CI services. While Jenkins is faster, it brings more configuration difficulties, while GitHub Actions are convenient to integrate and perform the builds effectively; however, they experience high latency because of remote servers' usage. Besides, there are differences in the speed of execution among different testing services depending on their range of operations. Light-weight frameworks proved to be more effective than browser-based testing services.


It brings about an analysis of DevOps toolchain based on performance considerations, which is useful in identifying appropriate CI/CD tools that are suitable to projects.

      I. INTRODUCTION
Software systems are more complex today and users want teams to provide new features quickly plus without errors. Due to those factors, many organizations now use DevOps practices. If a team follows this approach, they build Continuous Integration besides Continuous Deployment (CI/CD) pipelines - those pipelines use automated tools to combine code, run tests and move software into production. When teams use the tools, they can provide software that functions correctly but also they can do so in less time. In this environment, the systems remain stable because the processes require fewer manual actions by humans.
In a CI/CD pipeline, multiple stages connect to each other - those stages manage code, automate builds, test software and deploy applications. To implement each stage, a developer chooses from many tools. Each tool has specific functions, speeds and ways to connect with other software. As teams automate their workflows, many use Jenkins, GitHub Actions or GitLab CI - but it is difficult to choose the best set of tools. When a person makes this choice, they must balance how fast the system runs, how much memory it uses, how easily parts connect plus how many steps are needed to maintain it.
Although these tools have gained extensive popularity, there is still no comprehensive analysis of their performance throughout the whole CI/CD pipeline. Most studies that exist in literature concentrate only on one tool or just one stage of the process, disregarding end-to-end performance in controlled environment completely. The effect of the choice of test framework and strategy for application deployment on efficiency of the whole process is also not sufficiently covered.
In order to fill the gap in existing literature, this research conducts a comparative analysis of several DevOps tools in an experimental setting. A consistent approach for benchmarking is proposed using a Python Flask application running in a container and an unaltered test suite. This approach guarantees that any discrepancy in performance is due to the tool under consideration rather than external factors. In this research, the time taken by a pipeline execution process along with the efficiency of builds and testing procedures is examined. The usage of hardware resources and, more importantly, the workload imposed on the system in addition to hardware usage are considered during the experiment.
The main aim of this study is to present a comparative analysis of CI/CD pipeline toolchains in an empirical way such that people get an opportunity to make well-informed decisions regarding tool selection. The study will attempt to fill the gap between theory and practice by presenting a consistent approach in conducting experiments.
[bookmark: _heading=h.f1yqpeeda0ql]      II. LITERATURE REVIEW
CI/CD tools have attracted considerable attention from scholars interested in DevOps studies. There is substantial research literature on various issues such as automation, integration of different tools, performance of CI/CD processes, and other related topics. Among the early studies is the book by Humble and Farley titled Continuous Delivery, which focuses on the importance of automation in software development processes. They emphasize that software development involves build, test, and deploy pipelines, among others, that should be automated.[3]
The factors involved in the design of CI/CD pipeline have been the subject of many recent studies. Len Bass et al., who were analyzing DevOps as the merging of software development and IT operation practices, noted that the factors of automation and monitoring were vital for achieving excellence in software development processes. The findings in this field indicate that pipeline efficiency is determined not only by the tools used.
There have been several comparative analyses done in recent years concerning CI tools including Jenkins, GitHub Actions, and GitLab CI, with usability and integration being the main concerns. Jenkins is among the earliest CI tools, known for its flexibility and huge library of plugins. But there are some analyses suggesting that Jenkins is not simple to configure and maintain in larger enterprises. At the same time, there have been positive reviews about cloud-based CI tools such as GitHub Actions and GitLab CI, which are known for their usability and seamless integration capabilities with versioning systems, although they may experience performance delays owing to distant execution.
The area of benchmarking performance of CI/CD pipelines has not yet been extensively researched. In previous studies, there is a tendency toward the absence of experimental setup standards, resulting in unreliable and unrepeatable findings. For instance, discrepancies in the configuration of computing equipment, software architecture complexity, and testing scenarios may have an effect on CI/CD pipeline performance parameters, such as runtime or resource consumption.
On the matter of testing frameworks, software such as PyTest, Selenium, and Cypress was studied based on such factors as execution speed, test coverage, and usability. Studies always show that the light frameworks, such as PyTest, are more efficient in executing unit tests and API tests because there is no significant overhead involved. In turn, browser frameworks, such as Selenium, offer better end-to-end tests while having slower execution times and requiring more resources. Tools such as Cypress are relatively new attempts to combine both benefits of previous software products.
Many containerization technologies, including Docker, have been widely studied for the value they can add to the process of implementing CI/CD pipelines. Docker enables the creation of environments that are reproducible, thus solving the “works on my machine” issue. Despite that, research results show that creating containers and managing image files can be a very time-consuming activity, especially when it comes to environments with limited resources.
However, there is still a need for a holistic experiment that encompasses all of the phases within the CD/CI life cycle, including code management, code integration, code testing, and code deployment. This study aims to fill that gap by performing an in-depth and performance-driven analysis of different DevOps toolchains.[4]
      III. METHODOLOGY
For this study, an experiment-based approach combined with a quantitative methodology will be adopted to assess the performance of different DevOps toolchain options throughout the CI/CD process. The main purpose of employing this methodology is to guarantee that the process of assessing the performance of each toolchain remains standardized and performance-centric regardless of any external influence or changes in conditions.
[image: ]
                        Fig 1. Methodology
[bookmark: _heading=h.ngxcrducarp8][bookmark: _heading=h.9mq43j726jwo]    A. Experimental Design
An experimental design setup was created by utilizing the virtual machine environment based on the Linux operating system. All the experiments were carried out using the same specifications of the system, such as CPU usage, memory allocation, and hard disk space. There were no changes made to the virtual machine setup during the entire research period.[5]
In the benchmarking procedure, a repeated-measures strategy is adopted, where each CI/CD application is run repeatedly in similar settings. Mean values for all the parameters are calculated to minimize the effects of any random variations.
B. Benchmark Implementation 
For the uniform assessment of the systems, the implementation of a web application written in the lightweight Python framework named Flask has been chosen as a benchmark. It consists of several API endpoints that emulate different situations from the real-life usage, such as proper responses and errors. In this way, the process of continuous integration can be fully tested – from the build phase, to testing, and up to the failure of the process. The entire process is deployed in Docker, which provides uniformity of the environment used for all tests.
[bookmark: _heading=h.vgyqrw9tdod4]C. Standardization of Test Suite
A test suite that includes nine test cases was set up through a testing mechanism available in Python. The tests cover crucial areas like endpoint checking, data validation, error handling, and access to routes. This test suite will not undergo any 
changes at all during the experiments to allow for easy comparison between different tools.[6]
[bookmark: _heading=h.vspvmnikpn3q]D. Structure of CI/CD Pipeline
A CI/CD pipeline comprises four different stages as listed below:
Code Management - Analysis of versioning control systems in terms of integration complexity, implementation time and pipeline trigger reliability.
Continuous Integration - Automated implementation of processes such as retrieving source code, installing dependencies, running tests and building Docker image.
Testing - Testing framework selection depending on the execution speed, error detection, and reporting capability.
Deployment - Deployment of containerized apps to targeted destination including analysis of the deployment time and downtime.
Each stage is separately assessed in addition to impacting the entire pipeline process.
[bookmark: _heading=h.ofypm32h0smp]E. Performance Indicators
The assessment will be done according to the following performance indicators:
Execution Pipeline Time: Amount of time required for executing the CI pipeline process.
Build Time: Amount of time required for building the Docker image.
Testing Execution Time: Amount of time required for testing process execution.
Resource Consumption: CPU and RAM usage while executing the CI pipeline.
Integration Difficulty: Complexity of integrating the application.
Reliability: Reliability of execution process in several cases.
Compatibility: Compatibility with different types of tools.
Performance efficiency and usability will be measured by those indicators.
[bookmark: _heading=h.sn003u4n4nf0]     F. Data Collection and Performance Analysis
The performance data collection process utilizes monitoring software and logging information from the pipelines. For locally installed software, system-level parameters like CPU and memory usage are captured. In cases where the tools are cloud-based, performance assessment mainly focuses on execution duration because of limited visibility into the underlying infrastructure parameters.
All the test runs are carried out multiple times, and the mean results are calculated. Observations are made for trend analysis concerning execution consistency, resource utilization, and performance issues.[7]
This systematic approach guarantees an unbiased and reproducible evaluation process reflective of the actual DevOps CI/CD implementations.
[bookmark: _heading=h.31d1f3ug0fba][bookmark: _heading=h.33ewa2qqq0y5]      IV. EXPERIMENTAL SETUP
The experimental setup is configured to provide an isolated, stable, and repeatable environment in order to evaluate the performance of various CI/CD toolchain options. This section describes the details of the system environment, application deployment, pipeline configuration, and the approach adopted for the measurement process.
A. System Environment
All the experiments were performed inside a virtual Linux environment for the purpose of isolating the environment and providing stability. The VM configuration remained constant through all the experiments in order to remove any variance due to changes in hardware components. The system specifications were as follows:
●	OS: Ubuntu 22.04/24.04
●	RAM: 8GB
●	CPU: 4 CPU (2 cores each)
●	Storage space: 60GB
These specifications defined the isolated VM on which all the experiments were carried out for executing CI/CD pipelines and collecting performance data. No change could be made to the system configuration for performing experiments.
[bookmark: _heading=h.8lu5qaxlsa1a]B. Deployment of Application
A Python Flask based web application served as the benchmark. It had various endpoints that simulated typical responses from web services, which include success, data acquisition, and error production. This made sure that the CI/CD pipeline was evaluated even in scenarios where failures might occur.[8]
The application was containerized using Docker, which helped achieve consistency when all tools were being compared. The commands used for Dockerization were as follows:
docker build -t flask-benchmark.
docker run -p 5000:5000 flask-benchmark
[bookmark: _heading=h.4neevel5o5e6][bookmark: _heading=h.wykegoasplm8]The Docker image remained constant for all the tests carried out.
C. CI Pipeline Configuration
For each CI tool, namely Jenkins, GitHub Actions, and GitLab CI, an equivalent pipeline configuration was adopted. The pipelines had the following steps in order:
1. Pull code from the repository
2. Install dependencies
3. Run the test suite
4. Build the Docker container
Efforts were made to maintain the logic of the pipeline across the three tools, where only the syntax and configurations differed.
• Jenkins was set up with a declarative pipeline run locally.
• GitHub Actions relied on YAML-defined workflows run in cloud runners.
• GitLab CI was set up with .gitlab-ci.yml workflows run in shared runners.     
[bookmark: _heading=h.u0n49f53s6ho]D. Testing Environment
The testing environment included a test suite that contained nine test cases and ran in each of the pipelines. These tests ensured the functionality of API endpoints, accuracy of responses, error management, and the availability of the application. The consistency of the test suite implies that differences in execution times and results are caused by CI tools.
Each pipeline had several iterations (at least five iterations per CI tool), and the averages for all metrics were calculated.
E. Performance Measurement and Monitoring Techniques
The following measurements were used in gathering performance measurements:
· Execution Time Metrics were gathered from CI Logs.
· CPU and Memory Usage were measured using system monitoring tools on locally running pipelines (i.e., Jenkins).
· Resource-level metrics were unavailable for cloud-based CI tools (GitHub Actions and GitLab CI). Evaluation was done using Execution Time Metrics and Consistency.
[bookmark: _heading=h.qmnj66tqf5wo]F. Baseline Measurement
Prior to adopting the CI/CD pipeline, baseline measurements were performed based on manual execution of the application and its tests. These baselines act as a means for determining overhead created by CI/CD systems.
This process showed very short runtimes as a result of the lack of orchestration, containerization overhead, and pipeline processes. This information is vital in assessing the overhead that comes from CI/CD systems.[10]
[bookmark: _heading=h.hm4frss2dub1]G. Consistency and Validity Issues
In order to achieve the validity of the experiment:
· Consistency was maintained at all levels including application, Docker image, and test suite.
· It was assumed that the network remained constant throughout the experiment.
· Several iterations of the experiment were carried out to reduce any potential errors.
These rigorous steps make sure that results achieved by using this methodology are valid and comparable.     
V. RESULTS AND DISCUSSION 
This part discusses the results that have been attained by conducting an experiment for various CI/CD systems and frameworks. There is a detailed explanation of the performance indicators, resource consumption, reliability, and overheads involved in each case.
A. Performance of Continuous Integration
An evaluation analysis of various CI tools, Jenkins, GitHub Actions, and GitLab CI, reveals major differences in the execution time, performance, and cost-efficiency aspects. Jenkins provided the shortest time for the pipeline execution, at 18.2 seconds on average. The process of Docker build took roughly 8.8 seconds, whereas the test execution was fast and stable at 0.10 seconds. The CPU load was high, at 76.8% on average, with some peaks above 100% due to the multithreaded nature of CI execution. The average memory consumption stood at 780 MB. The pipeline was rather stable and executed within 17-20 seconds on average. Yet, compared to manual execution of about 0.34 seconds, Jenkins experiences major overhead from orchestration and Docker containerization.

[image: ]

For GitHub Actions, the average pipeline execution time was recorded to be 21.4 seconds, just slightly above Jenkins. Test execution time increased to 0.35 seconds, reflecting the costs involved with remote execution. Significantly, the performance of Docker builds improved to 4.16 seconds, better than Jenkins. These results can be attributed to efficient cloud infrastructure and caching techniques. While the pipeline remained consistent in its execution, CPU and memory measurements could not be determined since they were cloud-based runners [11].

[image: ]

GitLab CI took the longest time in executing the pipeline, taking 90.4 seconds. The build time and test time were recorded as 5.18 seconds and 0.13 seconds, respectively. The long-time taken for the execution of the pipeline can be attributed to the time taken to queue runners, long containerization process, and network lag. In some instances, the time taken exceeded 100 seconds.
Comparing the three systems, Jenkins had the fastest performance due to the local execution of the pipeline. GitHub Actions had a moderate performance, offering good build times, whereas GitLab faced network latency issues due to architectural limitations.
B. Testing Tools Performance Analysis
I. Performance Evaluation of Testing Tools
The performance evaluation of PyTest and Selenium testing tools demonstrates that testing approach impacts the performance of test pipelines. Thus, while PyTest took an average of 0.30 seconds to execute code, Selenium demonstrated worse results with respect to the time spent on testing, being twice as slow with an average of 0.91 seconds. The difference can be explained by the fact that PyTest is characterized by low overhead thanks to its lightweight nature and direct interaction with application logic.
At the same time, both PyTest and Selenium show the same CPU load rate at 5-6% and almost no use of memory resources (only about 0.5%). This data can be considered approximate since it is related to the period when testing code was executed.

[image: ]

C. Consistency and Stability of Pipelines
In all the tools used, consistency was examined in terms of the variance in the run time when the process was executed several times. In this case, Jenkins and GitHub Actions were consistent with relatively little variation in the run time, while GitLab CI showed more variance, likely due to external conditions, including lack of available runners and changing network conditions.
Docker’s build time decreased each time with Jenkins, implying that there is caching that avoids duplicate calculations. This trend is applicable in the cloud services, including GitHub Actions
D. Resource Usage and Overhead
One of the key findings of the research was high overhead costs connected to the execution of CI/CD pipelines in relation to the basic execution process. The execution process on a manual level took about 0.34 seconds, while using CI pipelines increased the execution time significantly to seconds and even minutes. Such high costs can be related to several factors such as initialization, dependencies' installation, orchestration, and containerization processes.
Being a system that runs locally, Jenkins provides an opportunity to monitor resource usage; however, the price paid for such monitoring is high CPU and memory costs.
E. Deployment Efficiency
[bookmark: _heading=h.sde2a9bbosf9]The process of deployment within each tool followed the same process, which included building of new containers, deleting the existing instance(s), and deploying new containers. The main differences involved the level of automation and ease of integration. While Jenkins required a higher degree of setup, GitHub Actions and GitLab CI offered easier deployment and built-in integration processes.[14]
F. Key Takeaways
Some of the key takeaways from the experiments include:
· The local CI systems (Jenkins) have the advantage of being fast and easily controllable, although their deployment is more complicated.
· The cloud CI solutions (GitHub Actions, GitLab CI) are easy to use and scalable, but suffer from higher latency.
· The build time of the Docker images depends on caching and the capacity of the underlying infrastructure.
· The choice of the testing framework makes a noticeable impact on pipeline efficiency, and lightweight testing frameworks tend to outperform browser-based ones.
· The use of CI/CD systems always comes with additional overhead.
Generally, the results show that there is no universal best option, and one's choice should be based on individual needs and priorities.
      VI. CONCLUSION

In the current paper, a comprehensive assessment of CI/CD toolchains is provided within the structured environment of DevOps framework. With the review of the tools used at different stages including management of source code repositories, CI process, testing and deployment, a holistic view of the influence of different tools on the pipeline process can be obtained.

The results of experiments have shown that Jenkins is the most efficient solution as regards the speed of pipeline running because of its local installation and the opportunity to directly interact with the resources. This solution also ensures greater configurability and monitoring of the resources used. The downside of Jenkins' performance is the increased difficulty of configuration, maintenance, and high costs. GitHub Actions provide a more user-friendly way of working and excellent integrations, as well as high-speed builds in Docker containers. Cloud-based deployment makes this solution less complicated in terms of setup, but more costly in terms of latency. GitLab CI has shown itself to be the most inefficient tool in terms of speed due to runners' delays.[15]

This additional investigation of testing tools' performance once again shows how crucial it is to choose an instrument depending on a specific scenario. Thus, PyTest showed impressive efficiency when used for testing APIs or backends. However, Selenium added some extra overheads related to the launch of a web browser; however, its role in UI tests cannot be underestimated. It is clear that testing approaches need to depend on application needs, not vice versa.

Another major conclusion made during the course of research is about the significant overhead that is generated when using CI/CD pipelines, as opposed to standard manual approach. Although automation definitely makes tests more reliable and repeatable, it adds extra time spent on orchestration, environment setup, and containerization.
Moreover, the paper highlights the significance of experimental conditions for achieving reliable results. The constant environment, identical setup, and uniform testing can contribute to ensuring that the difference in performance metrics lies only within tools' capabilities and not due to other factors.	
To sum up, the choice of the proper CI/CD pipeline depends greatly on the context. High performance and strict control can be achieved using locally installed solutions, such as Jenkins; meanwhile, cloud tools such as GitHub Actions are preferable in case of emphasis on usability, scaling opportunities, and fast integration. GitLab CI offers a viable option, but it needs optimization due to potential performance issues.
 Future research may include the expansion of this study using other tools, hybrid CI/CD designs, and massive distributed systems. Furthermore, the use of monitoring, security, and cost analysis would make the analysis more thorough and encompass all facets of the DevOps toolchain environment.
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