Smart Health Desk: Secure Medical Record Management via RBAC and Cryptographic Hashing
1st Hari Prasad K L

dept. of Networking and communications (of Aff.)

SRM institute of Science and Technology

Chennai, India

hari.kl2910@gmail.com

2nd Sai Prashanth

dept. of Networking and communications (of Aff.)

SRM institute of Science and Technology

Chennai, India

Saiprashanth192005@gmail.com 

3rd Deephak

dept. of Networking and communications (of Aff.)

SRM institute of Science and Technology

Chennai, India

deephak2k5@gmail.com



Abstract - Information fragmentation is another important problem caused by the development of digital technology. Indeed, up to 97 percent of all information becomes unavailable. Therefore, people have to use paper prescriptions and cannot access information about patients' history. As a result, the nation loses up to $30 billion each year due to duplicate tests and inefficient scheduling. Despite the fact that centralization of required databases can become a simple solution for this issue, such an action carries certain risks. Currently, most healthcare websites use rather basic encryption techniques like MD5, SHA-256, etc., to protect passwords of users. Moreover, modern GPUs are able to compute up to 100 billions of hash functions per second.

In this research, we will suggest a new solution to address information fragmentation. First of all, we aim at developing a new product called Smart Health Desk (SHD). It will feature user-friendly GUI with React.js and Role-Based Access Control system. SHD's Node.js API Gateway will be protected by JSON Web Tokens (JWT) and connect to a PostgreSQL database, thus creating a Universal Patient ID to minimize data fragmentation. With regard to its security, SHD will use a Two-Layer Cryptographic Pipeline consisting of two hash algorithms, namely SHA-256 and SHA-512, to form a 512-bit hash with increased internal entropy in comparison with one-layer hash. According to benchmark statistics, hash function calculation in Node.js takes no more than 0.002 milliseconds per query. The change from 256-bit hash to 4096-bit hashing framework will increase the variation space and make hashing process more difficult due to one extra layer.

Index Terms - Electronic Health Records (EHR), Role-Based Access Control (RBAC), Two-Layer Cryptographic Pipeline, SHA-256, SHA-512
1. Introduction

A huge amount of information is produced in the healthcare industry. It accounts for 30% of annual worldwide data production [1]. Further improvements, such as telemedicine, remote monitoring of health, and cloud-based diagnostics, are anticipated to produce even more data in the coming years. However, it seems that the main problem of the health sector is not the lack of information; rather, it is the fragmentation of the data itself. About 97% of medical data is stored in local databases at individual hospitals, which do not interact effectively with each other [1]. Therefore, the patient's medical history becomes inconsistent while moving from one institution to another since physicians do not have enough information on the health condition of their patient.

Several points should be outlined in the problems related to fragmented databases. Physicians have sufficient information regarding their patient's health condition only in 13.6% of cases. At that time, critical information like the results of laboratory tests, actual health condition in connection with chronic illnesses, and medication contraindications are absent. Diagnostics mistakes may be made in approximately one out of twenty adults per year. These mistakes are accountable for up to 17% of all health care accidents [3]. The fragmentation of data storage leads to an additional annual expense of almost $30 billion for the health industry [14]. Furthermore, patients suffer from inconvenience, such as carrying prescriptions or providing medical history, since doctors mediate between separate hospital databases.
One may assume that the solution to the problem associated with fragmentation of databases could be achieved by using one single database. However, the database in question is relational and should be accessible to all. Even though such an approach to solving the issue under consideration will have several benefits, there will also be some disadvantages associated with it. First of all, it will increase the database's vulnerability to hacker attacks. One will be able to steal information about health conditions of all citizens, as the data associated with health becomes even more valuable than money.

Today, virtually all health-care websites use the one-way hashing algorithm to ensure passwords' security. One needs to remember, however, that MD5 and SHA-256 were created in order to ensure high-speed execution in case integrity was required. As a result, a gaming cluster that uses consumer GPUs is able to generate over 100 billion hashes per second [5, 13]. Hence, hackers may perform brute force attacks in order to restore passwords. Password security is important since it prevents medical mistakes, but hardware attacks need to be considered as well.

In this research paper, the Smart Health Desk software architecture is explored with regard to the objectives stated above. Thus, the Two-Layer Cryptographic Pipeline is introduced along with the explanation of its principle of functioning and analysis of latency of the method used. Literature review and identification of the research gap is provided in Chapter II. Problem statement is outlined in Chapter III. Methodology used is discussed in Chapter IV.
II. LITERATURE REVIEW
One example of technology used in the mid-2010s is Cloud EHR system. In particular, as noted by Sharma et al. [1], the research covers the move from traditional server configurations to new and more sophisticated cloud ones. In particular, it is argued that it increases the accessibility of data in cases of emergency situations and decreases costs involved in storing data. Even though cloud services can be used in order to store medical data, data interoperability is still a prevalent problem in the existing literature. In particular, incompatible data structures result in fragmentation of the medical databases; moreover, cloud services seem to solve the problem of data silos only superficially, not at its core. The method of Role-Based Access Control (RBAC) can be considered a full-fledged approach to protecting medical data concerning the access provided to employees. Indeed, as stated by Chen et al. [2], RBAC matrices reduce the risk of information breach as employees receive the corresponding access based on their role within the institution. However, there are some problems of security that have not been sufficiently covered in the literature. For instance, Davis & Wright [4] describe the concept of a passive patient layer – the layer where patients cannot share information about themselves or other patients.
However, the above-stated study reveals that access to children’s health data is limited through password authentication of legally responsible guardians only. At the same time, the password authentication itself has not been extensively analyzed in terms of security measures in healthcare sector yet. According to Gupta et al. [5], the survey of security measures applied by websites demonstrated that weak cryptographic functions such as MD5 and SHA-256 have been used so far.

Indeed, MD5 and SHA-256 generate hash values extremely fast; for example, on a PC one can obtain over 10 billion hashes per second [13]. In single-pass hash functions, there are no ways to extend the output, which means that both of the aforementioned cryptographic algorithms are vulnerable to lookup attacks. Therefore, multi-pass hashing together with key chaining should be considered.
 There is considerable scientific literature available to prove that digital prescriptions and the optimization of processes work effectively. For instance, Patel et al. [3] claim that digital prescriptions minimize the risk of incorrect dosing as a result of poorly readable handwriting. A major problem concerning digital prescriptions is associated with distributing them since these orders cannot be sent using proprietary networks used by hospitals and pharmacies. In turn, Lee et al. [6] highlight that even though SMS reminders are possible, modern solutions involve installation of the application on a patient’s personal device.

Currently, there is no unified system among all EHRs that allows for sending reminders for medications via the SMS gateway to the users’ email addresses. All in all, based on the scientific literature analysis, it appears justified to develop this project because it proves that there is a lack of flexibility and security in the current system.

The main shortcomings, which should be addressed with the help of this project, include a lack of unification among patient registries, a convenient website design, creation of a PDF prescription order to be included into EHRs, and protection from being hacked by GPUs. Smart Health Desk is suggested as the best approach to dealing with these problems.
III. PROBLEM STATEMENT
In fact, the current biggest problem regarding information system architecture in terms of its utilization within the sphere of medicine refers not to technical factors, but to architectural ones. Even though current healthcare organizations can use appropriate databases, applications, and networks, these organizations operate independently and use different databases. Thus, there is currently no effective way to pass one's whole medical history from one physician to another, or even to the emergency physicians who belong to another healthcare organization.

Consequently, personal patient information must be delivered by patients themselves, orally or based on their memory. The situation is problematic because one cannot access necessary information about patient's medical history, which can seriously damage the quality of treatment. For example, research shows that important historical data is missing in as many as 13.6% of visits. Furthermore, the emergency prescription of medicines without sufficient patient information is associated with significantly higher risks of adverse drug effects. In particular, the current annual misdiagnosis rate for adults reaches 5%, which accounts for 17% of cases when the treatment is inadequate.

The above mentioned issues lead to extra costs in terms of extra diagnostics procedures, long diagnostics period, and extra stay in hospitals, which total around $30 billion annually. Despite the apparent effectiveness of the centralization method as an attempt to solve the problem with information fragmentation, this new solution adds some other threats to patient safety because the information will become very valuable for cyber-criminals and hackers. Currently, even medical websites apply primitive techniques such as MD5 and SHA-256.
Such algorithms were specifically designed for integrity verification purposes rather than for protection of passwords. First, the processing speed constitutes another disadvantage since a combination of GPUs may perform over 100 billion SHA-256 hashes in one second. Hence, a password containing up to eight alphabetic and numeric characters will be decrypted within a few minutes when using a simple hash function [5]. As a result, if the EHR is based on the centralized model that involves login authentication without expensive calculations to decrypt the hash, a single password decryption by an intruder allows him or her to gain complete access to the database.

From the engineering point of view, there is an evident contradictory goal in the problem under discussion since the designed solution should be so transparent that any certified physician from any institution may have immediate access to the medical records of patients, but also reliable enough to make sure that the passwords that guarantee such access are resistant to GPU hash cracking attacks. Most modern systems solve either the transparency or the reliability problem. Unfortunately, at the moment, there is no known EHR approach that includes both universal indexed patient data access and a multi-step authentication producing enough output entropy.
IV. METHODOLOGY
I. Proposed Methodology and System Architecture


The architectural model of the Smart Health Desk complies with the microservices approach, mediated via the API gateway. This particular architecture is structured in four layers: the Client Access Layer, the Backend Routing Layer, the Cryptographic Layer, and the Centralized Data Layer.
A. A. Client Interface and Role-Based Access Control

For implementing the presentation layer, I opted for React.js (v18.3.x), as this library is equipped with optimized virtual DOM and reusable components. Client-side route protection will be provided by the React Router DOM (v6.22.x). As per this implementation, the navigation event listeners will detect and verify the validity of the JWT associated with each particular request, ensuring that the page is rendered only if the request has been successfully authenticated. In case the authentication fails, the user will automatically be redirected to the login page, thus avoiding the unauthenticated display of the patient’s medical information. The Doctor Portal will allow doctors to access the clinical dashboard to find the patient records from different institutions, add annotations, and send prescriptions digitally.

As far as the location of the patients goes, it should be possible through the universal Patient ID Index table. Contrary to other works, however, the Patient Portal does not adopt the conventional approach and denies the existence of the notion of a "passive patient" (Davis & Wright, 2021 [4]). Patients can report their current state daily, including their current blood pressure level and SpO₂ index. In addition, there is a Dependent Management system that lets the main patient alternate between their health records and those of the dependents such as their children or elderly relatives during one authentication session.
B. B. API Gateway and Microservices Architecture

The backend technology stack consists of:

The backend is built using Node.js LTS 20.x and uses the Express.js framework for building web applications. Incoming requests are managed using an API Gateway service that first validates the presence of a JWT token signature before sending the request down to other services. This token is produced after authentication and contains claims regarding the user role; this claim is added to all requests by the client in the HTTP header.

Later, the Gateway sends the requests to three different independent microservices: The Records Management Service allows for performing read and write actions on clinical data about patients. The Vitals Logging Service logs the vitals information about the patient in an asynchronous manner.

Furthermore, the Digital Prescription Service compiles the digital prescription into a single PDF file by using the manipulation of templates. In the API Gateway there is a security middleware that restricts CORS and validates inputs in order to avoid XSS and SQL injection attacks.
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Fig 1. System architecture diagram for smart health desk
C. C. The Two-Layer Cryptographic Pipeline

There is no concept of one-way hashing at all. The interception of the password takes place during both account creation and login. This hashing process takes place in two phases by using the crypto module in Node.js.
Phase 1. During this phase, the input password (P) is processed through the SHA-256 hash function, producing an output represented by H1. H1 is in hex format and consists of exactly 64 characters. The main purpose of this phase is to normalize entropy values and generate a fixed output size.


H1 = SHA-256(P)
(1)
Phase 2: In the second stage, the SHA-512 encryption method takes into account the hash value H1 that has 64 characters. Therefore, the hash value H2 is created, which has 128 characters in its length and contains entropy worth 512 bits. It is therefore observed that the output has effectively doubled in size. In other words, attacking the hash value through preimage becomes significantly harder..


H2 = SHA-512(H1)
(2)
Two-pass pipeline constitutes the full conversion process from the credentials to the ultimate result without adding any further derivations apart from those outlined. The final 512-bit output, referred to in the paper as H2, is stored in its current state. When used for the purposes of authentication, the plaintext password undergoes the exact same processes, and the H2 output is finally checked against the previously stored value via a constant-time comparison method in order to avoid any potential timing attacks.

The entire process takes less than 0.002 ms on average, with no noticeable lags experienced during authentication. Immediately after computing the H2 output, both the password in plaintext form and H1 are destroyed, while only H2 is stored in the database. Such a large number of bits makes it impossible to conduct any brute force attack that could reveal the preimage, since there are as many as 2^512 possibilities available to choose from, whereas SHA-256 will only provide 2^256 options. Even finding the proper output will be of little use, as the actual value used in calculations will need to be computed once again via SHA-256.
D. D. Centralized Data Management and Universal Patient Indexing

PostgreSQL, a centralized database that utilizes Supabase as its cloud service provider, acts as the storage layer for the system. PostgreSQL being a relational database ensures ACID compliance, which is crucial for maintaining the integrity of patient medical records. The Patient ID that is assigned to the patient upon registration becomes the primary key in the individual patient record. All other records associated with the patient are connected to this unique identifier only. Any physician registered in any clinic using the system can access this record, which is represented as one chronological JSON file. No demographic matching algorithm or schema resolution is needed in this scenario.

E. E. Workflow Automation

Upon prescribing medication, a standardized format of a universally readable PDF document is created, allowing the patient to download it anytime without the need for a proprietary method. Automatic SMS notifications are sent through webhooks to remind the patient to take their medication.

 
IV.  IMPLEMENTATION
In the frontend implementation using React.js, there was a splitting of user interfaces in different roles-based contexts. This was done using React Router navigation guards. There was also the inclusion of Axios interceptors to ensure all outgoing requests had authentication credentials, hence eliminating the need for token handling. In the Dependent Management module, a method for dynamic rendering was used in order to facilitate transition from main records to dependent records without having to reauthenticate or reload the page.

In the design of the API Gateway in Node.js, the functionality of the gateway included routing, where the middleware ensured proper security policy implementation. Such security policies included strict cross-origin resource sharing policy to guard against cross-domain attacks, sanitization of all requests made to guard against SQL injections and XSS, and also checking on JWT validity of any incoming request. Asynchronous operation was the design principle in both Record Management service and Digital Prescription services to avoid server blocking during database interactions. Normalization of PostgreSQL schema was done, and row-level security was provided using Supabase.

This application uses a secure cryptographically pipeline where the only library used was Node.js crypto library. In the user registration process, the password is processed to go through two stages. Stage one involves the use of SHA-256 hashing to create hash H1. Hash H1 becomes the input of SHA-512 to get a hash H2 with a total size of 128 characters.
TABLE I.  Cryptographic Pipeline Latency and Entropy Comparison
	Algorithm / Pipeline
	Avg. Execution Time (ms)
	Output Length (bits)
	Rainbow Table Vuln.

	MD5 (Legacy)
	< 0.001
	128
	High

	SHA-256 (Single-Pass)
	< 0.001
	256
	High

	SHA-512 (Single-Pass)
	< 0.001
	512
	High

	SHA-256 + SHA-512 (Two-Layer)
	~0.002
	512
	High

	Proposed Pipeline (SHA-256 → SHA-512 Two-Layer)
	< 0.002
	512
	Medium


V. RESULTS AND DISCUSSION
The benchmarking results, based on an empirical evaluation of the two-stage encryption algorithm implementation performed on-site in a Node.js framework, show that the two-stage encryption has a latency of under 0.002 ms for each authentication attempt. More details are provided in Table I. On the other hand, MD5, SHA-256, and SHA-512 algorithms have latency levels of below 0.001 ms for one-stage password hashing operations. The two-stage hash algorithm using SHA-256 and SHA-512 includes another hashing round, which produces an average latency of around 0.002 ms. However, both two-stage and one-stage methods are designed to perform computations quickly. Higher security is attained by introducing more entropy and better protection against preimage attacks.

A latency period of less than 100 ms is considered imperceptible to users, according to Nielsen's Usability Heuristics.
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Fig 3. Theoretical Brute-Force Crack Time Comparison
The comparative analysis of the relative strengths of two-layered architecture against one-pass SHA hash function could be conducted in terms of the output domain size and the pre-image problem. Modern GPU farms can process 100 billion of raw SHA-256 hashes per second. As opposed to a single pass SHA-256, an attack should take place within a 2^256 space of possibilities. Concerning the SHA-256 -> SHA-512 pipeline, there would be 2^512 space of outputs for an attack. Moreover, any pre-image of H2 should also be a pre-image of SHA-256 relative to the password. In the case of chain-based hashing scheme, an attacker will not obtain the password through a SHA-512 collision. However, reversal of the SHA-256 is still necessary. The 512-bits long output gives attackers a much wider range to look for a pre-image as compared to 128-bits MD5 and 256-bits SHA-256 outputs. This comparison is shown below in Figure 3.

Table II provides a comparison of output bit lengths using different hashing schemes. Two-layer pipeline gives the largest output bit length out of all discussed schemes.
Table II  Output Hash Bit-Length Comparison (Bar Chart Representation)

	Algorithm
	Bits
	Output Space (each ■ = 32 bits)

	MD5
	128
	■■■■

	SHA-256 (Single)
	256
	■■■■■■■■

	SHA-512 (Single)
	512
	■■■■■■■■■■■■■■■■

	SHA-256→SHA-512 (Proposed)
	512*
	■■■■■■■■■■■■■■■■ + chain


a. * 512-bit output with two-phase chained preimage hardening (SHA-256 → SHA-512).

This table presents an analysis of the output hash bit-lengths obtained from MD5, conventional SHA-256, conventional SHA-512, and the proposed two-layer pipeline integrating SHA-256 followed by SHA-512.
VI. CONCLUSION AND FUTURE WORK
Given the widespread availability of information across various platforms, together with the susceptibility of modern authentication methods to highly intricate attacks using powerful computers, it is extremely difficult to manage data effectively within the healthcare industry. Such considerations have become a primary motivation behind the creation of the proposed architecture.

Using a centralized database managed with PostgreSQL and identified with the universal patient identifier ensures efficient information availability for different hospitals. Thus, there is no requirement for a complicated demographic matching process; doctors will be able to obtain a full medical history through one query only.

Additionally, the web application features a React.js frontend and utilizes RBAC. As a result, the patient's involvement will be increased, allowing him or her to enter their vitals, observe other patients in the same session, and retrieve prescriptions in a comprehensible form.

To enhance the safety of credentials, it was decided to develop a dual-stage hash function. This algorithm performs a sequential transformation with the help of SHA-256 and SHA-512, resulting in a 512-bit credential hash. In comparison with traditional hashing techniques, the method guarantees significantly greater entropy and preimage complexity. The analysis of the performance showed that it will take less than 0.002 milliseconds for its completion.

From a technical perspective, the attack surface increases to 512 bits as opposed to the original 256-bits space when SHA-256 is used. Moreover, breaking the two-step hash becomes impossible without creating a preimage for the entire chain, including SHA-512 and SHA-256 algorithms.

There are several possible areas for further development of the proposed project. For example, the introduction of machine learning techniques to the API can allow for the identification of suspicious activities, including login attempts from strange locations, quick prescription delivery, or actions contrary to regular behavior patterns.

Another possible improvement includes the implementation of biometric authentication systems based on FIDO2 and WebAuthn standards that will make it possible to move towards the passwordless system, mitigating potential human-related mistakes in current authentication processes. Finally, a worldwide federation of servers may serve as an alternative to the current PostgreSQL-based database structure.
This type of development must also ensure continuous adherence to all jurisdictional laws regarding data sovereignty, such as HIPAA in the US and GDPR in EU member states.
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