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[bookmark: _GoBack]Abstract: In recent years, cybersecurity has been one of the most important challenges in connected vehicle systems. Connected vehicles are susceptible to various cybersecurity attacks that endanger the safety of passengers. Most of the research has developed IoT based on attack detection, but has failed to consider the increased system complexity and integrated issues. Hence, this research aimed to identify the reduced complexity nodes by analysing the behaviours of the cybersecurity attack detection. Initially, collect the data in two different datasets, such as CAN data for the intrusion detection dataset (OTIDS) and the car hacking dataset for attack pattern detection in a smart city connected autonomous vehicle. After the data processing, min-max normalization is used in pre-processing to normalize the data. Next, a hybrid deep learning model's Squeeze-and-Excitation-based ResNet enhanced Hop Stacked autoencoder (SE-RHA) is trained to extract the feature in order to improve accuracy and safeguard personal data. The Meta-Learning-based Global Attention-based Convo Deep Q Learning (ML-GDQL) approach is utilized for both normal and attack prediction. Meta-learning is used to learn a new task for detecting nodes. In this proposed system, attention achieves an accuracy value of 99.39% and 99.43% respectively. These findings demonstrated the efficiency of the proposed models for analysing and classifying the cybersecurity detection in normal or abnormal conditions.
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I. INTRODUCTION
Connected and Autonomous Vehicles (CAVs) efficiently merge sensor-based autonomous vehicles and communication-based connected vehicles, as well as the convergence is expected to significantly improve safety while lowering costs, pollutants, and energy consumption [1]. Cyber security has rapidly increased in various fields such as home automation, the medical sector, electric utility and industrial process. This process increases the global connective in IoT devices and will expand to more than 15 million by 2023 and more than 29 billion by 2030. This growth brings greater automation productivity and convenience to consumers, but it also creates unique cybersecurity challenges [2]. 
IoT has expanded rapidly over time, with applications ranging from industrial devices to healthcare. An unprecedented level of connectivity is provided by its development [3–4]. The quantity of data generated has also improved exponentially with the number of connected devices. Sorting and organizing this huge amount of data in an orderly manner is difficult task. The massive and global connectivity and communication channels implemented in 5G and Wi-Fi transport and store not only the user base, but also the data generated [5-6]. In order to improve a deep learning based instruction detection system [7] the emulated network and requests coming from the IoT network. This method consists of three different primary modules are communication module (CM), the mitigation module (MM), and instruction detection (ID) to develop a signal detection system [8-9].
On the other hand, the DL model based on cyber-attack detection employing network communication to create an Internet of Things (IoT) based on instruction detection as well as a classification system utilizing a neural network (IoT-DCSNN) requires less communication capability and high performance for cyber-attack detection [10–12]. Next, a flattened neural network module (FNNM) for multi-class authority detection uses the classification for normal and abnormal prediction [13]. Additionally, node diversity hinders the use of deep learning (DL) approaches for real-time communication, decreasing feature usage, and increasing memory usage [14]. 
A)  Motivation and Contribution 
Meta-Learning-based global attention enclosed convo deep Q learning for attack pattern detection in attack detection for IoT systems. The aim of this objective is to develop an unknown attack pattern detection in a smart city connected autonomous vehicle environment using a Meta-Learning-based deep reinforcement learning approach. Most of the research has developed attack detection, but has failed to consider the increased system complexity and the overfitting issue. Hence, this research aimed to identify the reduced complexity nodes by analysing the behaviours of the cybersecurity attack detection. The major contribution of the paper is given as follows:
· To develop a deep learning model for robust feature extraction and improve the capabilities of Squeeze-and-Excitation-based ResNet, an improved Hop-Stacked Autoencoder is utilized. 
· For predictive security, attack detection techniques based on Meta-Learning-based deep reinforcement learning (ML-GDQL) are proposed. 
· To detect cybersecurity using attack detection and normal detection in an autonomous vehicle. 
This research article is structured as follows: Section 2 reviews the most relevant studies IoT based on IoT-based cybersecurity based on registration tasks in the literature study. In section 3, proposed methodology for attack pattern detection. The results are discussed in Section 4, and Section 5 concludes the research paper with future work. 
II. RELATED WORK
This section shows some of the recent research studies based on attack detection:
Zahid et al. [15] suggested a deep learning approach for real-time attack detection to improve. In order to improve real-time detection, a hybrid model in deep learning models for a convolution neural network-bidirectional long and short term memory (CNN-BiLSTM) is being developed. The CIC_IDS_2017 dataset was utilized for anomaly detection. This model achieves a precision value of 86% for this dataset. However, this method is increasing the system complexity. 
Alblehai et al. [16] published an IoT-based cybersecurity system using artificial intelligence in a deep learning model. To improve a robust model for a cybersecurity system in an IoT network, develop an artificial intelligence-based cybersecurity system that uses self-attention for a deep learning model for a metaheuristic algorithm (ICSSDL-MA). The metaheuristic algorithm has an accuracy value of 99.37%. Furthermore, this technique is only used to identify the system in minor attacks. 
Imtiaz et al. [17] presented DL-based attack detection using the Internet of Things (IoT) in an ideal network system. To develop a model for an explainable AI model based on the IoT that integrates the sequential analysis for complex attack detection. This method was used for an ML approach to achieve an accuracy of 99.34% and 99.21% respectively. Furthermore, this XIoT model is used for real-time challenges and increasing complexity. 
Maghrabi et al. [18] improved cybersecurity for the IoT utilizing a DL approach for hybrid bald search optimization. To develop a bald eagle search optimization using a hybrid model according to botnet detection (BESO-HDLBD) for increasing environmental and high-dimensionality. This method was applied to the dataset on the BatNet dataset, which increased the accuracy to 99.27% to compare with some existing models. 
Allafi et al. [19] suggested an artificial algorithm in an ensemble learning model with an environmental approach for cybersecurity. To develop an artificial orca algorithm with an ensemble learning model for cybersecurity detection and classification (AOEL-CDC), it identifies IoT environment. This hybrid approach for ML models improves device and smart home appliance sensor connectivity. In this method achieves an accuracy of 99.31%. 
A)  Problem Statement 
Attack pattern detection in smart cities outlines the existing research performances along with the limitations. Zahid et al. [15] DL model for real-time attack identification, aims to improve cybersecurity; however, this method increases the system complexity. Alblehai et al. [16] implemented an IoT-based cybersecurity system using artificial intelligence. Furthermore, this technique is only used to identify the system in minor attacks. Imtiaz et al. [17] utilized the IoT an optimized network environment for deep learning attack detection.  Furthermore, this model is difficult to use for real-world applications and increases the complexity. Maghrabi et al. [18] improve environmental and high-dimensionality in a deep learning model in IoT based on bot detection. This method increases the security problem for the IoT environment. In order to identify the IoT environment, Allafi et al. [19] developed an artificial orca algorithm with an ensemble learning model for cybersecurity detection as well as categorization. However, this method has difficulties in the IoT platform.  
III. PROPOSED METHODOLOGY
Cyber-attack detection in IoT environments plays a crucial role in the day-to-day lives of every application, which is inaccurate due to some shortcomings of existing frameworks, including poor feature analyzing, high complexity and so on. Hence, it is anticipated that this research will simplify the process of detecting vehicle attacks. The overall work diagram is shown in Figure 1. 


Figure 1: Overall workflow diagram 

[bookmark: _heading=h.tqhhwnishpo2]Initially, collected from two different datasets, such as CAN data for intrusion detection and the car hacking dataset for attack pattern recognition of vehicles.  Then, pre-processing using the min-max normalization procedure, to normalize the node for attack detection. After data pre-processing, the Hop Stacked autoencoder for the training process was enhanced by feature extraction for Squeeze-and-Excitation based ResNet to increase accuracy and protect personalized data. The prediction method using meta-learning based on global attention, based conv deep Q learning approach for attack detection in normal or attack detect classes for cyber-attack detection in autonomous vehicles is performed. 
A)  Dataset Description 
The attack detection using two different datasets is OTIDS and the car hacking dataset for attack pattern detection in a smart city connected autonomous vehicle. Here, the dataset is 20% testing data, and the training data for this dataset is 80%.
1)  CAN dataset for intrusion detection
The CAN for instruction dataset collects the real-time data from the vehicles. Then the dataset contains messages on the vehicles for DoS attack 656579, fuzzy attack contains 591990, impersonation attack including 995472, and attack-free states contain the messages for 236986 [28]. 
2)  Car Hacking Dataset
Protecting in-vehicle network from cyber-attacks becomes an important issue, because modern vehicles have lots of connectivity. The dataset includes DoS attack, fuzzy attack, drive gear as well as RPM gauge. OBC-II portal was used to record CAN traffic from the actual car during message injection attacks in order to create the dataset. This dataset contains the 300 instruction messages [29].
B)  Pre-processing Using Min-Max Normalization
The pre-processing method of minimum and maximum normalization normalizes the data. Then the data will be normalized, the process for car hacking data, applied to the attack pattern detection in a smart city connected autonomous vehicle environment [20]. 
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where,the normalization value, is the new normalized value,andrepresented the minimum value in the original dataset, maximum value in the original dataset for the new considered range. 
C)  Feature Extraction using Squeeze-and-Excitation-based ResNet improved Hop Stacked Autoencoder 
After the pre-processing, the hop-stacked autoencoder was enhanced by feature extraction in a robust model for squeeze-and-excitation-based Resnet, which enhances the DRL's learning capabilities. Nevertheless, the overfitting problem and the challenging generalization problem have not been taken into account in the majority of research on attack detection. 
Squeeze-and-Excitation are used for the feature extraction process that calculates the weight for feature channel and encoding based [21] on attention across different feature channels used for the cybersecurity detection in an autonomous vehicle. 
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where,  represents the output for the sequential module, is the sequential operation, and is the channel attention. Then the excitation operation is important and depends on the channel, and dynamically adjusts the contribution for each channel. The activation function applies to the channel. 

        (3)



here, is the sigmoid function,  represented the dimensional reduction layer and  is the ReLU function. The Squeeze-and-Excitation module takes the pre-processed data as its input. Then, the squeeze process the global pooling layer, and the excitation process the fully connected layer. ReLU and sigmoid functions are combined in the process for the dot product. Finally, the Squeeze-and-Excitation increase the output performance and improve the channel. The Squeeze-and-Excitation output is passed to the ResNet layer. 



ResNet layer [22] is a deep learning model for a standard training process. The input signal passes through some layers directly and adds the output of these layers. It is mainly considered from two convolution layers for the ResNet structure. The input represented  is a residual block. Then, is represented the residual function, ReLU for the input  and output after two layers. Then calculate the residual block output, 

                      (5)
The cybersecurity attack detection process uses the ResNet model to automatically extract complex features. This layer passes the hop-stacked autoencoder for cybersecurity detection. The hop-stacked autoencoder [23] is used for anomaly detection for cybersecurity, it automatically learns a compact set of salient features from a high-dimensional network. The autoencoder is low dimension and reduces the accuracy, hence this research is high dimension and increases the accuracy for pattern detection in a smart city connected autonomous vehicle. This autoencoder has mainly two components are encoder and the decoder for the hop-stacked autoencoder. The encoder functions are,  
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The layer-1 processes the input to produce a latent representation in form of the input layer, is the weight of the layer, and represents the bias function. 

                   (7)

The layer-2 processes the input layer. The decoding function for the reconstruction process of the layer, 

                     (8)
The autoencoder is created by a multiple-hop stacked autoencoder for cybersecurity detection in automated vehicles. The hop-stacked autoencoder is shown in Figure 2. 


Figure 2: Stacked Autoencoder structure 

The ResNet module in cybersecurity detection provides the input for the hop-stacked autoencoder. The encoder and the final output decoder are the two primary parts of a hop-stacked autoencoder. The decoder process recreates the original input from the compressed representation, while the encoder model processes and is trained to compress the data and capture the feature low dimension.
D)  Meta-Learning-based Global attention based convo deep Q learning approach
After feature extraction utilizing a meta-learning-based global attention based a deep Q learning technique for normal or attack detection, the meta-learning is trained to swiftly adapt to new tasks. The global attention model then concentrates on the most pertinent features for detection, and a convolution deep Q-learning approach is used for the testing process to classify the detection of normal or attack. 

The Meta-Learning process involves a quick response in attack pattern detection and learning from new tasks. The process of this global attention mechanism can be helpful in identifying attacks. The global attention [24] mechanism processes the two attention mechanisms for spatial attention and channel attention for dimensional interactive features. The  is intermittent output, 
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here, is the channel attention and spatial attention and is represented by the element-wise multiplication. The global attention structure is shown in Figure 3. 


Figure 3: Global Attention Mechanism

A stacked autoencoder uses the input to process the global attention attack detection. The encoder and decoder functions of the two attention layers for the multi-layer perceptron (MLP) are then processed by the features. Finally, predictions were made for various features. The convo deep Q learning approach [25] for techniques applied to verification for attack or normal detection by vehicle. 

                     (11)
The deep Q learning approach is used for binary value prediction in normal and attack detection for the vehicle. This value is used to update the Q-function estimate. Finally, an attack or normal behavior was detected in order to forecast a cyberattack.
IV. RESULTS AND DISCUSSION
The performance was assessed in this section using the following metrics, including accuracy [27], precision [27], sensitivity [27], F1-score [27], as well as ROC curve [27]. The recommended model was implemented using Python with PyTorch, providing a reliable and secure development environment. For the specifics of the suggested model, the computer hardware is an Intel Core Windows 10 Pro with 16GB RAM. 
A)  Performance Evaluation 
To evaluate the efficacy of the recommended approach, it was validated on a dataset and systematically compared to many existing methods, including DoS [26], ADASYN [26], WGAN-GP [26], C-FAC [26], DSSTE [26], SNAIL [26], and DDOS [26]. The accuracy, precision, recall, as well as F1-score analysis of the suggested approach using the current framework are illustrated in Figure 4. 
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Figure 4: Performance analysis of the proposed approach with the previous baseline model on (a) Accuracy, (b) precision, (c) recall, and (d) F1-score analysis  

Figure 4 are shows the accuracy, precision, recall, and F1-score analysis comparison for DL. The proposed model achieve an high accuracy value by 99.39%, precision value by 99.32%, recall value by 99.27%, F1-score value by 99.28% for CAN intrusion detection.  The false positive and negative analysis are shown in Figure 5.
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(a)                                               (b)
Figure 5: False positive and negative analysis are compared with some existing models

Figure 5 shows the false negative rate and false positive rate analysis. The proposed model achieves a low-level value by 0.73% and 0.59% are effectively analysis for CAN data for intrusion detection. The proposed model's training and testing model performance is shown in Figure 6.
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(a)                                                              (b)
Figure 6: Training and testing model performance of the proposed model

The attack detection dataset's training as well as testing accuracy and loss displayed Figure 6. In this instruction detection dataset is represented on the y-axis and x-axis illustrates the number of training epochs, in this training and testing loss also shows good generalization. The accuracy, precision, recall, as well as F1-score analysis of the suggested approach using the current framework are demonstrated in Figure 7.
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Figure 7: Accuracy, precision, recall, and f1-score analysis compared with the suggested and current model for the car hacking dataset

Figure 7 illustrates the accuracy, precision, recall, and F1-score analysis are various deep learning approaches. In this proposed model achieve high accuracy value by 99.43%, precision analysis by 99.39%, recall analysis by 99.38%, F1-score analysis by 99.35% for car hacking dataset. The AUC analysis is compared with the proposed model, and existing models are shown in Figure 8.
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Figure 8: AUC analysis compares the proposed model with the existing model across various datasets.

AUC analysis is utilized to assess the performance of different DL models across various datasets. The proposed model SE-RHA has a high AUC value of 0.994, respectively. The analysis uses the AUC metric to quality performance, with a high AUC indicating better classification ability. The training as well as testing model is shown in Figure 9.  
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Figure 9: Training and testing model performance of the suggested model

Figure 9 illustrates training as well as testing and training for the attack detection dataset. The y-axis shows the model classifier's accuracy and loss and x-axis demonstrates the number of training epochs. The model does not significantly overfit, and it learns efficiently and generalizes well. The performance of the recommended as well as the existing approach on the CAN dataset and the car hacking dataset is present in Tables 1 and 2.
TABLE 1: COMPARISON OF A RECOMMENDED MODEL WITH THE EXISTING MODEL ON THE CAN INTRUSION DETECTION DATASET 
	Model
	Accuracy (%)
	Precision (%)
	Recall (%)
	F1-Score (%)
	Specificity (%)

	C-FAC
	88.45
	88.34
	89.31
	86.78
	90.12

	WGAN-GP
	92.31
	94.33
	92.67
	85.56
	93.45

	ADASYN
	94.33
	91.54
	94.56
	96.43
	95.21

	DoS
	97.56
	96.63
	95.11
	94.99
	97.34

	Proposed
	99.39
	99.32
	99.27
	99.28
	99.31



TABLE 2: COMPARISON OF A RECOMMENDED MODEL WITH THE EXISTING MODEL ON THE CAR HACKING DATASET
	Model
	Accuracy (%)
	Precision (%)
	Recall (%)
	F1-Score (%)
	Specificity (%)

	DDoS
	90.45
	90.23
	90.53
	89.94
	90.12

	SNAIL
	92.11
	91.34
	91.90
	91.21
	92.44

	AT-LSTM
	94.24
	94.45
	90.67
	94.23
	94.21

	DSSTE
	97.45
	97.44
	94.16
	97.11
	97.18

	Proposed
	99.43
	99.39
	99.38
	99.35
	99.30


B)  Discussion 
The attack pattern detection in a smart city connected autonomous vehicle environment in cybersecurity. Zahid et al. [15] proposed using CNN-BiLSTM deep learning models to enhance real-time detection. However, this technique increases the system complexity, but this model reduces the complexity. Alblehai et al. [16] developed an AI-based cybersecurity model using a deep learning model to improve a robust model for a cybersecurity system in an IoT network. Furthermore, this method is used in minor attacks only to detect the system, but this method also detects minor and major attacks. Imtiaz et al. [17] developed a model for an XAI model based on IoT that integrates the sequential analysis for complex attack detection. Furthermore, this model is difficult to use for real-world applications and increases the complexity, but this method is used for real-world applications and reduces the complexity. Maghrabi et al. [18] created a model that uses botnet detection to optimize bald eagle searches. However, this method increases the security issue for IoT environmental, but this method aims to reduce the issue. Allafi et al. [19] developed an artificial orca algorithm with an ensemble learning approach for cybersecurity recognition. However, this method has difficulties in the IoT platform, but this ML-GDQL method easily analyzes the attack detection. The proposed and existing models are contrasted in Table 3. 
TABLE 3: PROPOSED MODEL COMPARED WITH THE EXISTING MODEL
	Author & reference
	Methods
	Accuracy (%)

	Zahid et al. [15]
	CNN-BiLSTM
	86

	Alblehai et al. [16]
	ICSSDL-MA
	99.37

	Imtiaz et al. [17]
	XIoT
	99.21

	Maghrabi et al. [18]
	BESO-HDLBD
	99.27

	Allafi et al. [19]
	AOEL-CDC
	99.31

	Proposed Model 
	SE-RHA
	99.39, 99.43


V. CONCLUSION
This paper concludes that a novel convolution deep Q-network based on meta-learning is designed for the detection of attack patterns in connected autonomous vehicles in a smart city environment. Initially, datasets are explicitly categorized into meta-training as well as meta-testing sets. Following data collection, pre-processing methods for min-max normalization are used to normalize the data. Next, a hybrid deep learning model's Squeeze-and-Excitation-based ResNet enhanced Hop Stacked autoencoder was trained to extract the feature in order to improve accuracy and safeguard personal data. The prediction is done using the testing process for Meta-Learning-based global attention based convo deep Q learning approach to verification used for normal or attack prediction. This approach is to be assessed utilizing effective measures like accuracy, precision, recall, as well as F1-score. In this proposed system, attention attains an accuracy value of 99.39% and 99.43% in prediction the detection system for the instruction detection dataset. Future work will focus on developing dynamic minimal attack graphs that update in real-time based on observed attacker behaviour, providing more relevant information for immediate defense. 
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