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Abstract -The paper shall offer a summary of the current trends in the Intrusion Detection Systems (IDS) developments in 2020-2026. As the network architecture evolves to Cloud, IoT, and Industrial IoT (IIoT) models, it is no longer sufficient to have traditional security controls. We discuss 16 state-of-the-art articles regarding Deep Learning (DL) architectures, optimization algorithms, and hybrid reinforcement learning strategies. The survey includes such works based on their methodology i.e. standard DNNs, more advanced Transformers and Bi-LSTMs and trade-offs between the detecting accuracy and the computational costs are discussed. Finally, we identify the gaps in the available literature and propose to further directions on the future of real-time and resource-efficient network security. 
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I . Introduction:
The increase in the number of Internet of Things (IOT) products, cloud computing, and Industrial (IIOT) has caused the internet to become more connected than ever before. Nonetheless, this enhanced connectivity has also brought about more cyberattack opportunities. The conventional Intrusion Detection Systems (IDS) which primarily operate on a predefined rules and signature basis is no longer effective to deal with the dynamic and complex nature of the modern threats, particularly by zero-day attacks. To overcome this challenge, scientists are resorting to Artificial Intelligence (AI) and Deep Learning (DL) technologies to create more intelligent and flexible security systems. The more sophisticated models like Deep Neural Networks (DNNs) and Transformers have the ability to analyze extensive amounts of network data and extract concealed patterns, and they are thus useful in detecting potential threats in various settings. Although these models are highly accurate, it is still difficult to apply them in the real life. Several of the newer methods are computationally complex, and take a long time to train, which does not easily fit in resource-constrained hardware or in systems where real-time performance is required. Consequently, the recent studies are devoted to hybrid methods that integrate deep learning and optimization methods and reinforcement learning to find the balance between efficiency and performance. 
II.Thematic Literature Analysis:
Deep learning is now used in areas like IoT and IIOT. IoT has become an important research topic because it is growing very fast and is used in many real-world applications. Researchers like Racherla et al. (2024) and Tsimenidis et al. (2022) take into consideration node-level detection; they need models that can work with large datasets. Popoola et al. (2025) suggested using multi-stage DL to maximize the accuracy of the Industrial IoT (IIoT), but Elnakib et al. (2023) demonstrated high accuracy, but the bottleneck was the training time.As demonstrated by Industrial IoT (IIoT), Elnakib et al. (2023) demonstrated their high accuracy but a high training time is a bottleneck. b. Cloud Security and Malware Detection: The complexity and semantics issue are of concern to the cloud domain. In the intelligent malware detection, Nazoksara et al. (2025) integrated Semantic DL and Ontology. Long et al. (2024) applied Transformer models to address sequential dependencies, whereas Silambarasan et al. (2024) used Bi-LSTM with optimization to minimize false positives. Joraviya et al. (2024) proposed another approach where they convert network data into images which can be recognized with the help of DL, but in that case, they had to convert data which, of course, leads to the overhead of data conversion. c. Optimization and Hybrid Architectures: The equations form an exception to the specifications that are prescribed to this template. You will have to decide on whether your equation should be written in either the C. Optimization and Hybrid Architectures A major trend in 20242026 is the application of meta-heuristic optimization to enhance the performance of DL. Fatani et al. (2021) and Nagamani et al. (2025) used optimization (including HHO) to select better features. A hybrid Reinforcement Learning (RL) and DL on Fog-Cloud environments were investigated by Najafli et al. (2024) to obtain adaptive detection. Mathivanan et al. (2026) however, took it a step forward and integrated the detection and mitigation into a single hybrid model. 
III. Existing Methods  And Their Challenges:
   Traditional IDS Systems use rules and known attack signatures to find threats. They work well for detecting known malware and usually give fewer false alarms. However, they cannot easily detect new attacks or small changes in malicious code. To overcome this, machine learning methods such as SVM, Naive Bayes, and Decision tress were later introduced to offer anomaly detection; but these require feature engineering which is labor-intensive and can cause human error. Modern Deep Learning (DL) is the result of the inability of classical models to scale to high-speed, high-dimensional settings such as Cloud and IoT. Classical models are usually affected by high False Positive Rates (FPR) as they fail to capture the complexity of non-linear relationships in the modern network traffic. Moreover, they do not have the time dimension to identify multi-stage attacks that span across time. The transition to DL and Transformer-based models is no longer optional as it is required to achieve feature extraction automation and ensure security in decentralized and high-traffic architectures as it is stated in the recent works by Attou et al. (2023) and Long et al. (2024). 
 IV. Related work:
The period between 2020 and 2026 has changed the manner in which people conduct research pertaining to Intrusion Detection Systems. Intrusion Detection Systems have gained importance indeed. Individuals have become attentive to deep learning models that have the potential to perform effectively in various contexts. Other initial experiments, such as those by Kim and his team in 2020 demonstrated that intrusion into the web could be detected using deep learning. After that other researchers like Fatani and his team in 2021 Tsimenidis and his team in 2022 and Elnakib and his team in 2023 worked on making these models for use in IoT and IIoT. They desired to develop Intrusion Detection Systems, which were able to fit in environments. In the recent past, individuals have been striving to make cloud and fog computing systems in detecting intrusions. They would like to know these systems are capable of managing the level of data they are receiving. Other research, such as that of Long and his colleagues in 2024 Joraviya and his colleagues in 2024 and Silambarasan and his colleagues in 2024 have attempted to enhance the manner, Intrusion Detection Systems identify and prevent intrusions. At the time some researchers have been looking into using reinforcement learning to make Intrusion Detection Systems that can adapt to changing network conditions. This was partially done by Najafli and his associates in 2024. Intrusion Detection Systems that can cope with new and complex security challenges have become the subject of work recently. In 2025, Nazoksara and his team proposed the idea of applying intelligence to identify malware in cloud systems. In 2025, Nagamani and his colleagues offered a method to choose the features that can be useful to enhance the intrusion detection process. In 2026, Mathivanan and colleagues developed a detection and automated response framework. Attacks can be detected using this framework. Recommend measures to be taken. In 2025, Popoola and his team suggested a -stage deep learning-based Intrusion Detection System capable of being used with Industrial IoT. They have a system with an architecture that enhances detectability accuracy and can support a high number of industrial protocols. The 2020-2026 Intrusion Detection Systems have evolved. Deep Learning models are specialized. Is able to work in various contexts. The initial effort by Kim and his colleagues in 2020 demonstrated that deep learning could be applied in detecting web intrusion. Subsequently, other authors such as Fatani and his colleagues in 2021 Tsimenidis and his colleagues in 2022 and Elnakib and his colleagues in 2023 tackled the task of making such models in the context of IoT and IIoT. Recent research has aimed to enhance detection and mitigation to cope with the high level of data in cloud and fog systems. Some work on this was done by Long and his team in 2024 Joraviya and his team in 2024 and Silambarasan and his team in 2024. Najafli and his team in 2024 also looked into using reinforcement learning. In 2025, Nazoksara and his team applied intelligence to identify malware in clouds. In 2025, Nagamani and his colleagues suggested such a method of feature selection. In 2026, Mathivanan and his team developed a framework that integrates detection and automated response. In 2025, Popoola and colleagues proposed a deep learning-based Intrusion Detection System -stage, which is intended to be used on Industrial IoT. They have an architecture that enhances the detection accuracy. It is able to support many industrial protocols and offer comprehensive security to critical infrastructure. This is critical since industrial networks could not be dealt with by traditional models. Nazoksara and his team in 2025 also created a system called SAutoIDS. It is a combination of deep learning and ontology-based analysis to detect cloud malware. The system is able to inspect the packets and identify advanced malware variants with the help of semantic relationships. This renders it powerful in transforming cloud settings. In 2026, Mathivanan and his team came up with an Intrusion Detection System. It is a combination of detection and automatic reply. A layered approach is employed in the system, including advanced detection and automatic mitigation. It offers a security ecosystem that reduces human involvement and increases resilience of the system to cyber-attacks. Isolated containers or firewalls can also be updated in real-time by the system. This reduces the vulnerability gap, between the breach and the mitigation process.
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                                  Fig.1 Literature Survey
Figure 1 depicts a bar chart comparison of the accuracy measures (%) of the various machine learning and hybrid models put forth by various researchers in the field of anomaly detection and surveillance. Mathivanan et al. got the best accuracy of 97, then Nazoksara et al. got 96 and Popoola et al. got 95. Both Silambarasan et al. and Nagamani et al. reported 94% and Elnekib et al. and Racherla et al. reported 91 and 92 respectively. Models by Long et al. and Zia et al. have both achieved 90% and Tsimenidis et al. also achieved 90%. Joraviya et al. and Fatani et al. both scored 89 and 88. Najafli et al. got 87% and Elsayed et al. got 86% and Kim et al. got 85%. Attou et al. registered the lowest accuracy of the surveyed models at 82%. Such findings indicate the difference in performance among various architectures and methodologies. The fact that the accuracy values with most of the models are consistently high with most of them going above 88 percent supports the feasibility of quantum and hybrid machine learning methods of real-time and scalable anomaly detection in surveillance systems. Taken as a whole, these works demonstrate the potential of advanced QML-based frameworks as a competitive alternative to classical deep learning frameworks, especially when it comes to problems where spatiotemporal feature extraction and high detection precision are required. 

V. Mathematical Formulation:

  The performance of modern Intrusion Detection Systems (IDS) is governed by the optimization of feature extraction and classification layers.
A. Deep Learning Classification

In most of the surveyed models, such as those proposed by kim et al. and popoola et al., a non-linear mapping function is used to classify network traffic.for a given input x,the model produces an output y,which depends on different network.
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  is determined by:
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Here, W represents the weight matrix,b is the bias term, and ϭ is the activation function.common activation functions used in these models are ReLU and sigmoid.To train the model effectively,Binary Cross-Entropy loss is used,
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B. Optimization Fitness Function

For hybrid models like Nagamani et al. (2025) and Fatani et al. (2021), meta-heuristic algorithms (HHO/ARSO) are used to select optimal features by maximizing a Fitness Function (f):
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This ensures the model achieves high detection rates while maintaining low computational complexity.

C. Evaluation Metrics

The accuracy values presented in Figure 1 are mathematically derived from the Confusion Matrix using the following standard metrics:
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            In this Context, TP,TN,FP and FN refer to true positives, true negatives, false positives, and false negatives, respectively.
VI. Limitations and Research Directions:
Computational Overhead is a problem. Advanced architectures like Transformers and multi-stage deep learning require a lot of GPU or TPU resources. This makes it hard to use them in time in IoT settings where resources are limited. Data Conversion Latency is another issue. Frameworks that turn network traffic into images for detection add processing delays. These delays can be very important in networks that move quickly. For example when we use frameworks like the one developed by Joraviya et al. In 2024 it can slow things down. The Black-Box Nature of deep learning models is also a concern. Most deep learning models do not have AI. They can find attacks. They do not always say why a certain alert was sent. This is important for analysis. We need to know why the model is sending an alert.The Complexity of Optimisation is a challenge too. Heuristic algorithms like HHO facilitate the selection of appropriate features. However they require tuning of their parameters. If we do not tune these parameters correctly it can cause overfitting. We also need to think about Lightweight and Green AI. We need to make pruned or quantised versions of deep learning models that can be used on low-power edge and IoT devices. This way they will not use up much battery or bandwidth. Integrated Mitigation is a step up from detection to autonomous response systems. For instance Mathivanan et al. Did this in 2026. This system lets the AI change the firewalls, on its own when it finds a threat. Lastly Adversarial Robustness is a concern. Attackers are now using AI to make packets that can get around DL-IDS. To stay safe from AI-driven threats future models will need to use Training. This way we can protect ourselves from these kinds of attacks.
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