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Abstract — The development of Internet of Things (IoT) networks at an incredibly fast rate has contributed in a significant way to the fact that distributed devices become more vulnerable to cyber threats. The conventional centralized intrusion detection systems (IDS) demand ongoing relaying of raw network traffic to one central server, which leads to excessive communication overhead as well as power consumption, which restricts their use in big IoT systems. In order to overcome these issues, this paper will present an energy-efficient cooperative intrusion detection system combining hybrid XGBoost-LightGBM ensemble learning with distributed sharing of alerts. The suggested architecture will have all IoT nodes conduct local traffic analysis with the help of the hybrid model and produce a lightweight score of anomaly. The nodes do not send raw traffic information, but rather send anomaly scores to the adjacent nodes that are combined to generate a global response on intrusion. The results of experimental assessment based on benchmark data prove that the suggested cooperative IDS has a detection accuracy of 97.4% and F1-score of 97.3% that are higher than the traditional models, including Deep Forest and Random Forest. Moreover, the disseminated alert sharing system decreases communication overhead by about 80 percent and consumes less energy of 0.93 J/node, and the detection latency is also low at 0.008 ms/sample. The findings show that the framework developed offers a resource-efficient, scalable, and accurate framework towards securing large-scale IoT networking.
Keywords — Intrusion Detection System (IDS), Internet of Things (IoT), Hybrid XGBoost-LightGBM, Cooperative Intrusion Detection, Distributed Alert Sharing etc.,
I. Introduction 
The blistering development of the Internet of Things (IoT) has revolutionized the present-day communication structures by uniting billions of devices: sensors, smart appliances, industrial controllers, and autonomous systems. These interrelated gadgets allow smart data collection and real-time decision making in all areas of application such as smart cities, health care, transport, and industrial automation. There are however, significant security challenges as a result of the massive deployment of the IoT devices given the limitation in the computational resources, the heterogeneous nature of network architecture as well as the existence of advanced cyber-attacks on the IoT infrastructures. Intrusion detection systems (IDS) are very important in the detection of malicious activities in the networks through analyzing the traffic patterns and also identifying abnormal behavior. Conventional methods of intrusion detection are mostly based on signature method, which is only effective when there are known attack signatures, and have no ability to respond to new or emerging threats. To deal with such shortcomings, machine learning and deep learning have widely been used as an intrusion detection system based on anomalies because they can learn complex patterns in network traffic data [1]. Ensemble learning methods of intrusion detection have been studied in a number of studies. Deep Forest (gcForest) framework was introduced as an alternative to deep neural networks that offered a cascade forest framework that can reach competitive performance with less parameter tuning needs [1]. The models of deep forests have since been used to detect lightweight intrusion in edge computing setting, where better detection efficiencies are shown by the reduced computational overheads [2]. Dynamic deep forest models are also presented to improve the classification performance of network intrusion detection by adjusting the forest structure in training [3]. Moreover, there are also distributed intrusion detection methods founded on deep forest algorithms explored concerning wireless sensor networks to augment the processing rates with the aim of enhancing the accuracy of detection and minimizing the centralized processing needs [4]. Availability of benchmark datasets has been a major contributor to intrusi on detection research. The NSL-KDD dataset is generally commonly utilized in the form of an enhanced variation of the KDD 99 dataset in testing the intrusion detection models that utilize machine learning [6]. Modern attack scenarios and realistic network traffic characteristics have been made available through more recent datasets including UNSW-NB15 which can be used to test current intrusion detection systems [8]. Besides that, BOT-IoT dataset is designed to be of usage in the research of IoT security, and it offers large-scale traffic traces with different attack scenarios of botnets [9]. Deep learning approaches have demonstrated prospective outcomes in intrusion detection tasks as well. CNN models have also been effective in wireless network settings to automatically extract traffic features and enhance performance of detection accuracy [12]. Hybrid deep learning methods have been suggested in order to find out replay attacks and distributed denial-of-service (DDoS) attacks in smart city infrastructures [14]. Recently, there has been an interest in solving issues such as data imbalance and distribution bias with the help of generative adversarial networks (GANs) to identify intrusion in industrial IoT systems [15]. Also, solutions to drift detection have been suggested so as to improve the efficiency of IDS in evolving IoT network environments whose behavior keeps changing all the time [16]. Although this has been achieved, most current intrusion detection systems are based on centralized design where network traffic must be constantly sent to a central processing unit. These strategies result in high communication overhead, high latency, and high energy use and these factors are severe constraints in resource-constrained IoT devices. Besides, the communication of raw network traffic also poses privacy risks and enhances the susceptibility to data leakage. To address these issues, this paper presents an energy-efficient cooperative intrusion detection system of the IoT network based on hybrid XGBoost LightGBM ensemble learning and distributed alert sharing. Through the approach proposed, local analysis of network traffic by each IoT node using the hybrid ensemble model is obtained, and an anomaly score is produced indicating the probability of malicious activity.
II. Related Works
Efforts to detect intrusion in the IoT networks have been of great research interest because of the rate at which cyber threats continue to target the connected devices. A number of machine learning and deep learning techniques have been suggested in order to enhance the accuracy and efficiency of intrusion detection systems. In the Deep Forest (gcForest) model, a cascade forest architecture was proposed instead of using deep neural networks, which achieves better performance on classification without the need to tune its hyper-parameters on a large scale [1]. The development on this idea, lightweight intrusion detector frameworks based on deep forest and bio-inspired optimisation algorithms had been put forward to be deployed on edge computing settings to enhance detection efficiency, with minimization of computational complexity [2]. Moreover, it has introduced dynamic deep forest models to improve the classification performance through the changing forest structure in accordance to network intrusion detection tasks [3]. Wireless sensor networks have also been explored in terms of distributed intrusion detection techniques. In an example, the deep forest algorithm was suggested to form the basis of a distributed IDS model that enables the enhancement of the intrusion detection accuracy and minimizes centralized processing costs within the WSN settings [4]. It has also been observed that randomized algorithms can be used to enhance the efficiency of training neural networks in order to achieve faster learning and better scalability in large datasets [5]. There are a number of widely used benchmark data sets that can be used to evaluate an intrusion detection system. The NSL-KDD data set contains a better version of the KDD 99 data set and it has been greatly examined with machine learning approaches to network intrusion detection evaluation [6]. Equally, CICIDS2017 dataset is built to reflect the current network attack settings and realistic network traffic patterns to use in cybersecurity studies [7]. UNSW-NB15 data contains the recent types of attacks and the realistic features of network traffic, and therefore, it can be applicable to assessing the performance of modern systems of intrusion detection [8]. Also, the BOT-IoT dataset offers large-scale IoT network traffic that contains different attack scenarios of botnets, which allows studying IoT-specific cyber threats [9]. Anomaly detection in network security has also been used using outlier detection techniques. The PyOD library offers scalable methods to implement different outlier detection algorithms in Python, which allows effective detection of anomalies in large datasets [10]. Hybrid feature selection and classification systems have also been studied, including flexible neural tree models which jointly perform task of feature selection and classification to intrusion detection [11]. The intrusion detection problems have been extensively subject to deep learning techniques. It has been shown that the use of convolutional neural network (CNN)-based methods can detect the presence of wireless networks better by hierarchically learning the traffic patterns [12]. On the same note, deep learning-based abnormal detection systems have also been suggested to wireless sensor networks to monitor abnormal network behavior [13]. Hybrid deep learning models are also constructed to identify replay and distributed denial-of-service (DDoS) attacks on infrastructures of smart cities [14]. The current studies have been aimed at dealing with the issues of imbalance of data and bias in its distribution in intrusion detection data. Most recently, the techniques of generative adversarial network (GAN) have been suggested to deal with disproportionate industrial IoT data and enhance the detection rates among minority attack classes [15]. Drift detection methods have also been proposed to enhance the output of IDS in dynamic IoT networks where network behavior is also subject to changes with time [16]. Also, feature elimination methods have been explored to enhance the machine learning performance and also to decrease the computation complexity of intrusion detectors [17]. In spite of these developments, most existing solutions are based on centralized designs or models of deep learning, which are potentially not resource-friendly in IoT-constrained environments. Hence, light and collaborative intrusion detection systems are required which can minimize the communication burden, without compromising on the detection rate.
III. Proposed Method
The suggested approach presents an energy-efficient distributed intrusion detection model that is specific to distributed IoT settings. Under this method, every IoT node will individually track its own network traffic and obtain features thereof once preprocessed and normalized. These characteristics are further handled with a hybrid ensemble model which is an integration of both XGBoost and LightGBM capabilities to enhance the capacity of classification as well as the ability to process high-dimensional network information. The hybrid model produces an anomaly score which is a measure of the likelihood of malicious activity on the observed traffic. Each node does not send raw traffic data to a central server but rather sends only its calculated score of anomaly to its neighboring nodes via a lightweight distributed mechanism of alert sharing. Scores obtained by multiple nodes are calculated to find a global score of an anomaly, which is utilized to either declare that the overall network behavior, an attack or a normal operation is taking place. This collaborative approach is much lower overhead in communication and consumes much less energy and still foregoes high detection accuracy. The proposed system offers a scalable and efficient system of intrusion detection by applying local machine learning analysis and collaborative decision making to large-scale IoT networks as demonstrated in fig.1.
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Fig. 1. Overview of Energy-efficient IoT intrusion detection
A. Methodology
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Fig. 2. Architecture of the proposed method 
The suggested cooperative intrusion detection system is expected to serve as an energy-efficient security system of the IoT networks through the hybrid ensemble learning and distribution of alert sharing. Within this context, the analysis of local traffic on each IoT node is carried out and an anomaly score is produced with the help of a hybrid XGBoost-LightGBM model. The nodes do not exchange raw traffic data, but rather exchange only scores of anomaly with their neighbors rather than all traffic data, which lowers communication overhead and energy usage as seen in fig.2. and implemtnation flow chart in fig.3.
1) Local Traffic Monitoring and Feature Extraction

The individual IoT nodes constantly check their local network traffic. Represent the traffic data that is observed at node i as
Xi={x1,x2,x3,…,xn}                    (1)
The individual IoT nodes constantly check their local network traffic. Represent the traffic data that is observed at node i as.

2) Hybrid XGBoost–LightGBM Intrusion Detection Model

The system proposed is a hybrid ensemble model based on XGBoost and LightGBM algorithms enhanced with the benefits of the hybrid model. The hybrid model can be characterized by its prediction output as follows
Si=f(Xi)                        (2)
where

Where Xi feature of node I, Si anomaly score produced by the hybrid model, f(Xi) ensemble classifier. The anomaly score, Si  is the likelihood that the recorded traffic is related to some malicious intent.

3) Distributed Alert Sharing

Once the anomaly score is calculated, individual nodes do not send the whole traffic data but instead send the score. This is a light communication mechanism that greatly cuts down the use of network bandwidth. The scores of the anomaly of various nodes are expressed as
S={S1,S2,S3,…,SN}       (3)
where N denotes the number of participating IoT nodes.

4) Global Anomaly Score Computation

The global anomaly score is calculated by summing up the anomaly scores obtained by all cooperative nodes:
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        (4)
Where Sglobal​ = global anomaly score
Si anomaly score generated by node iii
N = number of participating nodes.

5) Intrusion Decision Rule

The comparison of the global anomaly score and a predetermined threshold T is used as the final intrusion decision.
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   (5)
When the global anomaly score is higher than the threshold value, then the system marks the network activity as malicious, otherwise it is normal traffic.

6) Energy-Efficient Cooperative Detection

Because the framework only exchanges anomaly score among nodes, the framework is much more bandwidth and energy efficient than the traditional centralized intrusion detection systems.
B. Algorithm

________________________________________________
1) Local Hybrid Intrusion Detection at IoT Node

_____________________________________________
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C. Implementation 
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Fig. 3. Implementation Flow chart 

IV. Results and Discussions
The proposed Energy-Efficient Cooperative Intrusion Detection System (IDS) performance evaluation. The assessment is also based on the detection accuracy, communication overhead, energy consumption, scalability, and classification using the hybrid XGBoost-LightGBM with distributed alert sharing. This fig.4 shows the comparison of accuracy of detection with various intrusion detection models such as Deep Forest, CNN based IDS, Random Forest and the model proposed i.e. Hybrid XGBoost-LightGBM model. The findings reveal that the hybrid model proposed has the best accuracy of 97.4% which is better than Deep Forest (96.1%), CNN IDS (95.2%), and Random Forest (94.6%). This accuracy enhancement can be explained by the ensemble learning technique which is effective in integrating the strengths of XGBoost and LightGBM to identify intricate patterns of network traffic data.
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Fig. 4. Detection Accuracy Comparison of Intrusion Detection Models 
The proposed cooperative intrusion detection framework gives the analysis of its energy consumption with an increase in the number of IoT nodes as shown in fig.5. The findings indicate that the energy usage also rises slowly (between 0.82 J and 0.93 J) as the number of nodes is changed to be between 10 and 50. Although the network size increases, the energy usage is relatively small thanks to the lightweight distributed alert sharing mechanism that reduces the communication overheads among the nodes.
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Fig. 5. Energy Consumption with Increasing Number of IoT Nodes 
fig.6 is a comparison of the communication overhead of the various intrusion detection techniques. The centralized IDS divides the network traffic almost by 100 percent of the network traffic overhead since raw network traffic is sent to a central server.
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Fig. 6. Communication Overhead Comparison of Intrusion Detection Systems 
The performance of the various intrusion detection models in terms of classification is depicted in the ROC curve below in fig.7. The hybrid XGBoost-LightGBM approach offers the best classification power and the AUC of the model is around 0.98, which is higher than that of the random forest (0.92), CNN IDS (0.94), and Deep Forest (0.97).
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Fig. 7. ROC Curve Analysis of Intrusion Detection Models 
Fig.8 shows a radar chart of the various performance indicators such as accuracy, precision, recall, and F1-score of various intrusion detection models. The hybrid model proposed by us always yields a greater value and this shows balanced and sure detection performance to other baseline method.
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Fig. 8. Radar Chart of Performance Metrics for Intrusion Detection Models 
Fig.9 demonstrates the scalability behavior of the suggested cooperative intrusion detection system with a rise in the number of IoT nodes. The finding reveals that the detection accuracy does not change much, even slightly to 97.3 to 96.6 with an increment in the number of nodes by one to 50. It proves the fact that the suggested system holds the consistent detection performance even when operating in the large-scale IoT settings.
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Fig. 9.  Scalability Analysis of the Proposed Cooperative IDS
The analysis of the proposed cooperative intrusion detection system in terms of its performance is summarized in Tables I–VI. The comparison of the detection accuracy is given in Table I, the best accuracy of the proposed Hybrid XGBoostLightGBM model is 97.4, much higher than Deep Forest (96.1), CNN-based IDS (95.2) and Random Forest (94.6) models. Table II presents the communication overheads of various IDS architectures and it can be seen that the proposed cooperative IDS has a much lower communication cost of 18 percent in comparison to 100 percent in centralized IDS, 55 percent in federated IDS and 40 percent in distributed IDS. Table III shows the energy consumption with rise in the number of IoT nodes whereby the energy consumption also increases gradually between 0.82 J and 0.93 J between 10 and 50 nodes respectively which depicts that the energy has been used efficiently in large networks. Table IV shows the detection latency comparison whereby the proposed model has the lowest detection time of 0.008 ms/sample, which is lower as compared to CNN (0.021 ms), Deep Forest (0.015 ms) and Random Forest (0.013 ms). The analysis of the ROC curve is presented in Table V, in which the proposed model has the largest AUC value of 0.98, which indicates a greater ability to classify data than Random Forest (0.92), CNN (0.94), and Deep Forest (0.97). Last but not least, Table VI shows the scaling analysis, which shows that the accuracy of detection does not vary as the number of IoT nodes increases, but it slightly depreciates, between 97.3 and 96.6% when the size of the network is increased between 10 and 50 nodes, which shows the strength and scalability of the proposed cooperative intrusion detection framework.
TABLE I.  Detection Accuracy Comparison (Bar Graph)
	Model
	Accuracy (%)

	Deep Forest
	96.1

	CNN IDS
	95.2

	Random Forest
	94.6

	Proposed Hybrid XGB–LGBM
	97.4


TABLE II.  Communication Overhead Comparison 
	Method
	Communication Overhead (%)

	Centralized IDS
	100

	Federated IDS
	55

	Distributed IDS
	40

	Proposed Cooperative IDS
	18


TABLE III.  Energy Consumption vs Number of IoT Nodes 
	Nodes
	Energy (J)

	10
	0.82

	20
	0.87

	30
	0.90

	40
	0.92

	50
	0.93


TABLE IV.  Detection Latency Comparison 
	Model
	Detection Time (ms/sample)

	CNN
	0.021

	Deep Forest
	0.015

	Random Forest
	0.013

	Proposed Model
	0.008


TABLE V.  ROC Curve Analysis 
	Model
	AUC

	Random Forest
	0.92

	CNN
	0.94

	Deep Forest
	0.97

	Proposed Model
	0.98


TABLE VI.  Scalability Analysis
	Nodes
	Accuracy (%)

	10
	97.3

	20
	97.2

	30
	97.0

	40
	96.8

	50
	96.6


V. Conclusion and Future scope

The paper introduced an energy-efficient IoT network cooperative framework of intrusion detection based on a hybrid model of XGBoost and LightGBM ensemble along with a distributed alert sharing system. The suggested solution provides every IoT device with the ability to perform local analysis at the network traffic and produce an anomaly score that can be distributed among the other devices rather than sending raw traffic data. This approach helps a lot in minimizing the overhead of communication and enhancing energy efficiency, as well as, the high level of detection. The experimental analysis on benchmark datasets including NSL-KDD, UNSW-NB15, and BOT-IoT has shown that the proposed hybrid model has a higher detection accuracy than the current models (Deep Forest, CNN-based IDS, and Random Forest). The findings also indicate that the collaborative scheme of sharing alerts lowers communication overhead to 18% and stably preserves accuracy of about 97% with the addition of more and more IoT nodes. To broaden the application of the proposed framework in future work, one can incorporate federated learning methods into the framework to promote more privacy preservation and a collaborative method of model training among the distributed IoT devices.
.
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