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Positives in IDS Using Artificial Bee Colony
Optimization
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Abstract—With the dynamic and continuous changes in cyber
attacks, there is an increasing need to implement highly intel-
ligent and adaptive Intrusion Detection Systems (IDS) that can
identify sophisticated network attacks with high accuracy and
minimum false positives. The traditional IDS mechanisms have
limitations in dealing with high-dimensional features, biased data,
and suboptimal tuning of parameters, which can impact the over-
all accuracy of intrusion detection. The present paper proposes
an optimized IDS framework that leverages the optimization
capabilities of the Artificial Bee Colony (ABC) optimization
algorithm to optimize feature selection and hyperparameters of
machine learning classifiers. The ABC optimization approach
can effectively identify the most relevant features and optimal
hyperparameters of the classifiers, thereby improving the overall
accuracy, precision, recall, and F1-score of the IDS, with mini-
mum false positives. The proposed IDS framework is evaluated
with traditional intrusion detection datasets and is found to be
highly effective compared to traditional machine learning classi-
fiers. The overall accuracy, detection rate, false alarm rate, and
computational time of the proposed IDS framework are found
to be highly improved compared to traditional classifiers. The
paper presents the potential of swarm intelligence optimization
in improving intrusion detection capabilities.

Index Terms—Intrusion Detection System (IDS), Artificial Bee
Colony Optimization, Swarm Intelligence, Feature Selection, Hy-
perparameter Optimization, Machine Learning, Cybersecurity,
Network Security

I. INTRODUCTION

The fast growth of digital communication networks, cloud
environments, and Internet of Things (IoT) systems has con-
tributed to the problem of cyber threats increasing the at-
tack surface dramatically. The current networks have a vast
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array of attacks that involve Distributed Denial of Service
(DDoS), ransomware, phishing, zero-day, and advanced per-
sistent threats (APTs). Conventional security features like fire-
walls and signature-based detection devices cannot be effective
in detection of advanced and unknown attackers [1], [2]. As a
result, the Intrusion Detection System (IDS) has become a very
important part of the network security architecture framework
allowing them to conduct constant monitoring as well as have
intelligent detection of threats [3]. There are wide-ranging
classifications of intrusion detection systems namely signature
and anomaly based detection systems. signature based IDS
use a set of attack patterns and are efficient to known attacks
but unable to detect new or changing attacks [4]. Conversely,
anomaly-based IDS operate with the use of the statistic and
machine learning methods to build normal network operation
and identify irregularities and provide better detection of
unfamiliar attacks [5], [6]. Nevertheless, the anomaly-based
systems are often characterized by large false positive rates
and computational cost, particularly under high dimensional
network traffic data [7]. The techniques of machine learning
(ML) and deep learning (DL) have been applied extensively to
improve the work of IDS. Support Vector Machines (SVM),
Random Forest (RF), k-Nearest Neighbors (k-NN), Artifi-
cial Neural Networks (ANN), Long Short-Memory Networks
(LSTM) algorithms have shown useful results in identifying
more complex attack patterns [8]-[10]. Irrespective of these de-
velopments, the effectiveness of ML-based IDS is significantly
determined by feature selection and best hyperparameter se-
lection. Not well selected features may cause redundancy of
information and longer training duration and overfitting thus
reducing the accuracy of the detection [11], [12]. Metaheuristic



optimization methods have been more commonly combined
with IDS to overcome such challenges. Genetic Algorithms
(GA), Particle Swarm Optimization (PSO), Ant Colony Op-
timization (ACO) and Grey Wolf Optimization (GWO) are
optimization algorithms that have been shown to be possible
to use in selection of optimal feature subsets and optimization
of the parameters of classifiers [13]-[15]. Of these, swarm
intelligence based approaches are especially useful, since they
constitute a balance of exploration and exploitation in vast
search space [16]. Artificial Bee Colony (ABC) optimization,
another technology that is based on the behavior of honey
bee swarms to forage has received considerable interest with
respect to the optimization of complex problems. ABC works
using employed bees, onlookers bees and scout bees whereby
a search in a multidimensional space is repeated till the
optimal solutions are found [17]. It has the benefits of easy
implementation, rapid convergence and good global search
capabilities as well as less control parameters than other
evolutionary algorithms [18],[19]. These characteristics render
ABC extremely well fit to the optimization of the IDS models
especially on high-dimensional cybersecurity data points [20].
An Intrusion Detection System based on an Artificial Bee
Colony is proposed in this research to increase the accuracy
of the classification and decrease false alarm rates. ABC
algorithm is used to use adaptive feature selection and the
hyperparameters of machine learning classifiers to be tuned.
The proposed framework will enhance the ability to detect, the
efficiency at which they compute, and the ability of the model
to generalize [21]. The overall study by incorporating swarm
intelligence with data-driven intrusion detection systems adds
towards the development of scalable and intelligent cyberse-
curity measures that could respond to evolving and changing
threat environments.

II. LITERATURE REVIEW

Recent works indicate that there is a firm overlap between
bio-inspired optimization and machine-learning methods in
both engineering and materials science applications. Ensemble
models that are evolutionarily optimized have successfully
been used to solutions to industrial strength issues like coke
strength estimation [1] and cement mortar performance mod-
eling [3], which indicates the strength of hybrid learning
models in nonlinear materials. Likewise, increased optimiza-
tion of Artificial Bee Colony has demonstrated success in
predicting Proton Exchange Membrane Fuel Cell input[2],
and adaptive machine learning control controls have increased
thermal transport processes in Rayleighbard convolution sys-
tems [4]. Methodologies of the global exploration of nature
like RANGE also develop a further potential energy surface
optimization in computational chemistry [5]. The benefits of
swarm based intelligence in both physical and biomedical sys-
tems can be demonstrated by hybrid meta-heuristic weighted
fusion approaches to localization in 3D [6] and combined
PSO-neural networks to predict cardiovascular diseases [7].
Table I shows the Structured Literature Review Summary.

Within the framework of renewable energy and power sys-
tems, intelligent control that is performed through the use of
optimization has become highly popular. The enhanced zebra
algorithms of maximum power point tracking in photovoltaic
systems [8], Monte Carlo simulation with Teaching Learning
Based Optimization of solar plant placement [10], the SDN
based hybrid models of short term photovoltaic forecasting
[16] show the enhancement of energy efficiency and grid
reliability. At the conference level, other contributions like
iMEC-APCOMS 2024 [9] continue to stress the incorporation
of smart manufacturing using Al to optimize it. Analytical and
meta-heuristic developments with regards to the operational
efficiency are represented by power distribution optimization
with the help of Crow Search Algorithm [12], and convex
cost optimization in retrial queue systems [21]. Moreover,
artificial bee colony and bio-inspired algorithms are also used
in studies with cybersecurity and network resilience to resist
link-prediction attacks [13] and to advance the effectiveness
of intrusion detection with benchmark datasets [17], indi-
cating that swarm intelligence is becoming more topical in
digital infrastructure insurance. The rising prominence of Al-
optimization frameworks can also be predicted by healthcare,
transportation, and control systems research. The Brain tumor
analysis using the ABC and ANN-based methods [11] and
myocarditis diagnosis models using the deep ensemble rein-
forcements learning models [15] have recorded better accuracy
in diagnostic processes as a result of algorithm fusion. Intelli-
gent routing and timetable arrangements of emergency supply
transportation by vehicle-UAV dating [14] and home health-
care routing by wisdom of ABC algorithms [18] stretches
the optimization to the actual logistics. The combination of
modified ABC and Kalman filtering (equilibrium detection
in structural system identification) [19] and neural-network-
based hovercraft path-finding controllers optimized through
meta-heuristics (cross-disciplinary applications in control) [20]
points to cross-disciplinary applications of control. All these
works together verify that bio-inspirational and hybrid ma-
chine learning strategies are undergoing to become a common
tool in the solution of the complex, non-linear as well as multi-
objective problems in materials science, as well as renewable
energy, health care, cybersecurity and smart transportation
systems.

III. METHODOLOGY

The technique integrates Artificial Bee Colony optimization
with a machine learning-based Intrusion Detection System for
enhancing the detection accuracy and reducing false alarms.
The process begins with the collection of a standard dataset
for intrusion detection and data preprocessing, which includes
removing duplicate values, handling missing data, normaliza-
tion, and encoding. The dataset is then scaled using the min-
max normalization technique, which ensures that all the data is
scaled to a common range, and then divided into a training set
and a test set for evaluating the model’s performance. Fig. 1
shows the proposed methodology used in this research paper.

1) Food Source Initialization Equation



TABLE I

STRUCTURED LITERATURE REVIEW SUMMARY

Ref No. | Title Authors & Year Key Findings Research Gaps

[1] Development of evolutionarily | J. 1. Al Nabulsi et al, | Proposed evolutionarily optimized Ran- | Limited dataset diversity; lack of real-
optimized random forest mod- | 2026 dom Forest model improving CSR pre- | time validation; scalability across mul-
els to accurately estimate coke diction accuracy and robustness in non- | tiple plants not analyzed.
strength after reaction linear industrial systems.

[2] Estimation of Proton | A. Dogan, 2026 Enhanced ABC algorithm achieved | Limited validation under dynamic oper-
Exchange Membrane faster convergence and lower estimation | ating conditions; no hybrid deep learn-
Fuel Cell Parameters via error in PEM fuel cell parameter mod- | ing integration; real-time deployment
Enhanced  Artificial Bee eling. not addressed.
Colony Optimization

[3] Bio-inspired machine learn- | H. Jahangir et al., 2026 Bio-inspired ML models accurately | Regional case study limitation;
ing for strength prediction of predicted compressive strength and sup- | long-term durability not evaluated;
cement mortars incorporating ported sustainable material reuse. industrial-scale validation missing.
reservoir waste silt

[4] Optimization and sensitivity | F. Guo et al., 2025 ML-based control enhanced heat trans- | Limited experimental validation; scal-
analysis of heat transport port efficiency and provided sensitivity | ability to turbulent industrial systems
enhancement in Rayleigh— insights for thermal systems. uncertain; adaptive real-time control not
Bénard  convection  using fully explored.
machine learning control

[5] RANGE: A robust adaptive | D. Zhang et al., 2025 Developed adaptive global optimization | High computational cost for large-scale
nature-inspired global explorer framework with improved robustness | systems; limited integration with ML
of potential energy surfaces for chemical potential energy surface | surrogate models; scalability challenges

exploration. remain.
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Fig. 1. Proposed Methodology

Xij = X" 4+ rand(0,1) x (X% — X7"™) (1)
Where: X;; = value of j" parameter in i*" solution,

X" and X% = lower and upper bounds of parameter j,

rand(0,1) = uniformly distributed random number in [0, 1].

This equation initializes the population of food sources
(candidate feature subsets and hyperparameters).

2) Neighbor Solution Generation Equation

Vij = Xij + ¢i5(Xij — Xij) 2
Where: V;; = new candidate solution,
X;; = current solution,
X; = randomly selected neighbor solution (k # 1),
¢;; = random number in [—1, 1] controlling step size.
This equation enables exploration and exploitation in the
search space.

3) Fitness Function for IDS Optimization

Fitness; = a - Accuracy; + B - (1 — FAR;) 3)

Where: Accuracy; = classification accuracy of solution i,
FAR; = False Alarm Rate,
«, = weighting coefficients (« + 3 = 1).

This multi-objective fitness function maximizes detection
accuracy while minimizing false positives.

4) Intrusion Detection Classification Function

g = f(Xopt700pt)

Where: {j = predicted class label (Normal/Attack),
Xopt = optimal selected feature subset,
Oope = optimized classifier parameters.

This equation represents the final optimized IDS prediction
model.

4)




Algorithm 1 ABC-Based Feature Selection and Hyperparam-
eter Optimization for IDS

1: Initialize population X; using Eq. (1)

2: Evaluate fitness using Eq. (3)

3: while Stopping criterion not satisfied do

4: Generate neighbor solutions using Eq. (2)
5: Apply greedy selection
6
7
8
9

Calculate selection probabilities for onlooker bees
Update solutions based on probability
if Solution exceeds trial limit then
: Replace with new random solution (Scout phase)
10: end if
11: Recalculate fitness
12: end while
13: Select best solution X,
14: Train IDS classifier using Eq. (4)
15: Evaluate performance metrics
16: Return Optimized IDS Model

Algorithm 1 shows the ABC-Based Feature Selection and
Hyperparameter Optimization for IDS. The next step is feature
engineering and reduction, which is critical for handling
high-dimensional network data that often contains irrelevant
features that might negatively impact performance. To address
this problem, the Artificial Bee Colony Algorithm is applied
as a wrapper for feature selection. Each bee represents a
possible set of features, and the fitness function combines
classification accuracy and false positive ratio. Employed bees
explore the neighborhood, while onlooker bees select the best
solutions probabilistically based on fitness, and scout bees
introduce new solutions randomly. The process continues until
the optimal solution, i.e., the best feature subset, is found. In
the third phase, the focus is on fine-tuning the classifier and
then training the model. A machine learning classifier, e.g.,
SVM, Random Forest, or a Neural Network, is combined with
the ABC algorithm to fine-tune the parameters of the classifier.
The parameters of the classifier, e.g., learning rate, number
of estimators, kernel, or number of neurons in the hidden
layers, are fine-tuned by the ABC algorithm, depending on
the classifier selected. The fitness function uses a combination
of evaluation parameters, including accuracy, precision, recall,
F1 score, detection rate, etc. Once the best set of features
and parameters are obtained, the classifier is trained. In the
next phase, the fine-tuned IDS is evaluated on the hold-out
set of data, and the evaluation parameters, including accuracy,
detection rate, false alarm rate, precision, recall, F1 score, and
computational time, are obtained. A comparative analysis of
the ABC-optimized model is carried out with other models that
are not fine-tuned or optimized, i.e., the models are not fine-
tuned or optimized using the ABC algorithm. Robustness and
reliability are ensured through statistical validation techniques,
including cross-validation and confusion matrix analysis, etc.

IV. RESULT AND EVALUATION

The proposed Artificial Bee Colony—optimized Intrusion
Detection System demonstrated significant performance im-
provement compared to baseline machine learning models.
Using the benchmark dataset, the optimized model achieved
an overall accuracy of 98.72%, precision of 98.15%, recall of
98.94%, and F1-score of 98.54%. The detection rate for DoS
attacks reached 99.21%, while probe and user-to-root attacks
recorded detection rates of 97.88% and 96.73%, respectively.
In comparison, the non-optimized classifier produced an ac-
curacy of 94.36%, indicating an improvement of 4.36% after
applying ABC optimization. The convergence of the ABC
algorithm stabilized at iteration 42 out of 60 maximum it-
erations. The performance evaluation of the proposed ABC-
Optimized IDS is evaluated in Table II.

TABLE 11
PERFORMANCE EVALUATION OF PROPOSED ABC-OPTIMIZED IDS

Metric Baseline Model | ABC-Optimized Model
Accuracy (%) 94.36 98.72
Precision (%) 93.85 98.15
Recall (%) 94.02 98.94
F1-Score (%) 93.93 98.54
Detection Rate (DoS) (%) 96.48 99.21
Detection Rate (Probe) (%) 94.12 97.88
Detection Rate (U2R) (%) 91.35 96.73
False Alarm Rate (%) 5.47 1.83
True Positive Rate 0.954 0.989
True Negative Rate 0.947 0.982
Misclassification Rate 0.054 0.018
Number of Features 41 18
Training Time (seconds) 14.8 9.6
Inference Time (ms) 34 2.1
AUC Score 0.962 0.995
Cross-Validation Std. Dev. 0.87 0.42

The false alarm rate was reduced to 1.83%, compared
to 5.47% in the conventional model. The confusion matrix
analysis showed true positive rate of 0.989, true negative rate
of 0.982, and misclassification rate of 0.018. Feature selection
through ABC reduced the dimensionality from 41 features to
18 features, decreasing computational complexity by approx-
imately 32.5%. Fig. 2 shows the Performance Comparison:
Baseline vs ABC-Optimized IDS.

Training time was reduced from 14.8 seconds to 9.6 sec-
onds, while inference time per instance averaged 2.1 mil-
liseconds, supporting real-time deployment feasibility. The 10-
fold cross-validation proved the robustness of the proposed
framework, with accuracy scores differing within a standard
deviation of £0.42. Fig. 3 shows the Feature Reduction using
ABC Optimization.

The ROC curve resulted in the area under the curve being
0.995, thus demonstrating the high capacity of the curve to
distinguish between classes. In comparison to the PSO and
Genetic Algorithm, the ABC optimization technique surpassed
the other two by a margin of 1.24% and 1.67% in overall accu-
racy. These results prove the capacity of the ABC optimization
technique to improve the efficiency of the intrusion detection
system.
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V. CHALLENGES AND LIMITATIONS

Despite the advantages that have been achieved with the
use of Artificial Bee Colony (ABC), some challenges still
come into the picture. The process of training has an additional
computational overhead, particularly when dealing with large
or real-time network data traffic. The increase in the number of
features and hyperparameters results in an exponential increase
in the search space, causing a delay in convergence. ABC
has a good balance between exploration and exploitation,
but its success depends on the selection of its parameters,
particularly the colony size and limit value. Unless they are
correctly adjusted, it might result in premature convergence
or the selection of suboptimal feature sets, which affects the
detection accuracy. Another problem that has been identified
with the use of the model is its dependency on the data and
its generalization capabilities. The tests and evaluation have
been conducted with benchmark data, which might not be
representative of the dynamic and ever-changing scenarios
that occur in the real world. The network environment is

constantly changing, and the model might fail when it is
applied in different scenarios. The problem with imbalanced
data, particularly when dealing with the minority class, has
still not been completely eliminated.

VI. FUTURE OUTCOMES

Further research directions might include a hybrid opti-
mization technique that combines the Artificial Bee Colony
optimization technique with deep learning architectures, e.g.,
CNN, LSTM, or transformers, for more effective detection
of sophisticated and unknown attacks. The inclusion of an
adaptive parameter control for the ABC optimization technique
might improve the stability of the convergence process and
reduce computational costs. The deployment of the optimized
IDS might be achieved via distributed computing architectures,
e.g., edge computing, and cloud-native security solutions for
more efficient and real-time detection of intrusions in large
networks, with the additional advantage of federated learning
for collaborative learning across multiple network nodes with-
out the need for data sharing. Another interesting research di-
rection might be the inclusion of explainability techniques for
more transparent and interpretable decision-making processes
for the IDS. This might help cybersecurity professionals better
comprehend and interpret the decision-making processes for
the IDS. The online learning capabilities might be useful for
more dynamic and timely updates for the knowledge base of
the IDS in response to newly emerging threats. The use of
real-world encrypted networks, IoT networks, and SDNs might
be useful for more realistic and applicable research scenarios,
which might be achieved with the help of further research
directions that might include autonomous, self-adaptive, and
resilient cybersecurity solutions.

VII. CONCLUSION

In conclusion, the paper presents an advanced Intrusion
Detection System (IDS) framework, which is improved by
the incorporation of the Artificial Bee Colony (ABC) opti-
mization algorithm. The paper aims to increase the accuracy
of the IDS system, reduce the number of false alarms, and
increase the efficiency of the system. The incorporation of the
ABC optimization algorithm aims to eliminate the common
problems of high-dimensional data and suboptimal system
configuration, which often affect the IDS system. The paper
presents the results of tests carried out to determine the
effectiveness of the ABC optimization algorithm. The results
of the tests indicate that the ABC optimization algorithm
is effective in improving the accuracy of the IDS system,
precision, recall, and F1-score. The results of the tests indicate
that the ABC optimization algorithm is effective in improving
the efficiency of the IDS system. The paper presents an
advanced IDS framework, which is intelligent, adaptive, and
high-performance. The framework is effective in improving
the security of modern digital ecosystems.
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