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Abstract— The Internet of Things (IoT) technology is the extension of the Internet network to things/objects and places in the physical world. Objects become connected and networked, such as smart watches, smart bracelets, and even smart shoes. The data generated by these entities (objects) is exchanged via the Internet for use in various fields.  Today, the overcrowding of prisons in Senegal shows that it is urgent to find solutions to relieve the pressure on our prisons. That is why we have proposed to study a mutual authentication model based on the Internet of Things in the context of Fog Computing, while managing the mobility of objects. The study focuses on electronic bracelets. To carry out this work, we described the network model of our architecture, then analyzed the security solutions to be implemented, and finally evaluated performance in terms of computing and storage resource consumption. 
Keywords:Internet of Things; security; mutual authentication; optimisation resources; mobility; Fog Computing; performance.
I.  introduction to iot and fog computing 
The Internet of Things describes the network of physical devices, or ‘objects,’ that incorporate sensors, software, and other technologies to connect to other terminals and systems on the Internet and exchange data with them. These objects are often characterized by energy, storage, and processing constraints. In addition, objects generate a lot of data that they cannot store or process on their own, hence the need for external support. This is where cloud computing comes in to address this issue, making the IoT a success. This technology guarantees data storage, availability, processing, etc., and its integration into the IoT is known as the Cloud of Things (CoT). The heterogeneity of user and object identification techniques is another technological barrier that requires special investigation [2,3,4,5].
Fog computing leverages Cloud and Edge resources as well as its own resources. Essentially, Fog computing technology processes IoT data locally using customers or devices close to end users to perform a substantial amount of storage, communication, centralization, configuration, and management. Fog computing facilitates the management and scheduling of computing, networking, and storage services between datacenters on one side and end devices on the other. Furthermore, by its very nature, Fog Computing supports user mobility, resource and interface heterogeneity, and distributed data analysis to meet the requirements and expectations of widely distributed edge applications that require real-time response with very low latency [2,3,4,5].
II. iot security challenges 
IoT applications continue to evolve, to become part of our daily lives, but at the same time they have to overcome many challenges such as [6,7,8,9,22,23]:
· Identity management: the IoT aims to connect billions of physical objects, and all these objects should be uniquely identified on the Internet. Thus, an appropriate identity management scheme is needed to manage all the objects;
· Standardization and interoperability: many vendors introduce their devices with different technologies. This can become a complex problem for several reasons: there are a large number of existing architectures, different networking technologies require different environments and RFID (Radio-Frequency Identification) technologies vary differently from each other. Therefore, there must be a standardized mechanism to ensure interoperability of objects;

· Confidentiality: data integrity, unique identification and encryption are considered the fundamental challenges of IoT, knowing that this data contains personal information. Therefore, the devices that transmit the information must have encryption mechanisms to ensure data integrity. In addition, the ownership of the data between the user and the operator, the legal aspects must be resolved. Finally, energy-efficient and effective encryption and data protection technologies must be considered;

· Network security: Sensors that send data over a wired or wireless transmission medium via the transmission unit must transmit the huge amount of data that the objects generate without loss of information and include strict measures so that no external intervention occurs.

Table 1. Security threats in a five-layer IoT architecture

	Layer
	Security Threats
	Security Mechanisms

	Perception
	Eavesdropping

Node Capture

Fake Node and Malicious

Replay Attack

Timing Attack
	Lightweight Encryption

Authentication

Key Agreement

Data Confidentiality

	Network
	Denial of Service Attack

Man-in-The-Middle Attack

Storage Attack

Exploit Attack
	Intrusion Detection

Routing Security

Authentication

Key Management

	Processing
	Exhaustion

Malwares
	Antivirus

DotDefender Firewall

	Application
	Cross Site Scripting

Malicious Code Attack

The ability of dealing with Mass Data
	Authentication

Privacy protection

Information Security Management

	Business
	Business Logic Attack

Zero-Day attack
	Access Control Mechanisms
Authentication


III. proposal mutual authentication architecture in iot
A. Authentication proposed architecture Edge-Fog-Cloud 
This architecture is quite similar to the three-tier Edge-Fog-Cloud architecture. The Cloud will mainly be used to register users and Fogs, as well as to revoke access privileges. This model consists of four (4) entities. The Cloud Service Provider (CSP) is at the top of this architecture. The Fog refers to the departmental and regional courts where bracelet wearers will be authenticated. In addition, there will be the entity responsible for Generating and distributing keys (KDC: Key Distribution Center), the users who will be treated as electronic bracelet wearers. Finally, LoRaWAN (Long Range Wide Area Network) technology, with a range of 5 km in urban areas and 15 km in rural areas, will be used to ensure connectivity between the Fog, KDC and users [10,11,12,29].
We assume that the CSP is trustworthy and communicates with all Fog servers and the KDC via private, authenticated channels. In addition, there is an authority responsible for registering users; this authority is the prison administration [20,21,24,25,27,28,30].
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Fig.1. Our proposed model architecture

B.  Operation of our proposed architectureof Fog Computing
Our architecture uses symmetric cryptography for data encryption. This choice is justified by several parameters, namely execution time, energy consumption, etc. Based on the work [1], which compares different symmetric encryption algorithms based on the following criteria: key size, block size, security level, and encryption speed. The BLOWFISH algorithm proved to be the most secure [26].
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Fig.2. Comparison between Blowfish and AES in terms of resource consumption

Our authentication protocol consists of three (3) phases: (i) an initialization phase, (ii) a registration phase, and (iii) an authentication phase. The parameters used are shown in the following table [3,15,16,17,18,19,27,28,30].
Table 2. Parameters protocol 

	Requirements
	Description

	pk
	Public Key

	sk
	Private Key

	CSP
	Service Provider Cloud 

	KDC
	Key Distribution Center

	Fs
	Fog Server

	F
	Fog Network

	H()
	Hash Function

	key
	Key

	E(key, x)
	Symetric encryption of x with the key

	ID
	User ID

	r
	Nonce

	d
	Device

	sn
	Serial number

	→
	Message transmission


· The initialization phase: This is the environment preparation phase and is only performed during deployment or when a new Fog server is added to or removed from the network. It consists of exchanging public keys for secure communication using a public key infrastructure. 

Algorithm 1: Initialization Phase (PI)

PI1
CSP∶ get_key ( ); // generates a public/private key pair
PI2
CSP → Fs: pkCSP ;

Fs∶Stocke pkCSP ;

PI3

Fs: get_key ( ) ;

PI4
Fs → CSP : pkFs ;

CSP∶Stocke pkFs ;

PI5
KDC∶get_key ( ) ;

PI6
CSP→KDC∶pkCSP ;

KDC∶Stocke pkCSP ;

PI7
KDC→CSP∶pk_KDC;

CSP∶Stocke pk_KDC;
· The registration phase: This is the phase where the different entities get to know each other and share keys. First, the device registers with the KDC.  The KDC has a dual role in our system: it generates encryption keys, which is what it is designed to do, and it also handles most of the calculations that need to be done by the device. This significantly reduces the amount of energy consumed by the device. Remember that objects generally have very limited storage and computing capacity and are also constrained by energy consumption. The second step is to generate the cryptographic key that will be shared between the CSP and the device. As we explained in the section on communication and the type of cryptography used between the KDC and the CSP to transmit the key. In addition to the key transmitted to the CSP, information collected at the device level is added, namely the serial number (sn) and the identifier provided by the prison administration (idd). Finally, the entities (device, CSP) store the keys. Again, with a view to optimizing the device's resources, it connects directly to the KDC via a wired connection, such as a USB cable, or via a local network, which significantly enhances security when sharing the key and counteracts man-in-the-middle attacks. Once this step has been completed, the KDC deletes the key it has generated so that nothing is saved. This measure is important because we want to avoid the problem known as “key sequestration,” which allows an entity to hold all of the users' secret keys, enabling it to decrypt and modify all transmitted messages and even impersonate a user. This is therefore a controversial issue, as it can threaten confidentiality and data integrity. Once the CSP has received the key transmitted by the KDC, this key is shared with all Fog servers via a broadcast message.
Algorithm 2: Registration Phase (RP)

RP21 
device→KDC∶register(sn, idd) ;

RP22  
KDC∶generate_key( ) ;

return keyFs(d) ;

RP23  
KDC →CSP∶(keyFs(d) , sn, idd  )  ;

- CSP∶stocke (keyFs(d),sn, idd) ;

RP24 
KDC →device∶keyFs(d);

- device∶stocke (keyFs(d) ;

RP25 
KDC∶delete_key(keyFs(d))  ;

RP26 
CSP→Fs∶broadcast_message(keyFs(d))  ;
The authentication phase: For this phase, we use the authentication phase proposed by Maged Hamada Ibrahim [2] in 2016 in his article, which we have adapted to our solution. When a device registered user is located on the Fog network F and needs to authenticate with the Fs, they proceed as follows. First, the device broadcasts a message HelloFog. Once the nearest server receives the message, it generates a nonce rFs (a random number intended to be used only once, issued in an authentication protocol to ensure that old communications cannot be reused in replay attacks), encrypts it, and sends it with its network identified IDF (IDF allows us to know the Fog to which the device wants to authenticate). Then, once IDF and rFs are received, the device chooses a rd nonce, then prepares the encryption E(keyFs(d),(rd,rFs)). Once the Fog server has received the message, it decrypts it, then checks whether the rFs received is identical to the one generated.  If so, Fs prepares the encryption with its rd key and sends it to the device; otherwise, it rejects the request. In turn, the device decrypts the message, retrieves rd and compares it with the nonce it generated. If the two match, the device generates a session key ks and encrypts it to prepare it for sending; otherwise, it rejects the request. In the next step, Fs decrypts the message, retrieves ks, signs it with its private key, and sends it to CSP. The CSP in turn shares this session key with all other Fog servers. As a result, when device moves, the session key will be used for authentication, reducing authentication time.
Algorithm 3: Authentification Phase (AP)

device → F

device : broadcast a message (HelloFog);

AP31
device∶(HelloFog) ;

Fs

Receipt of message "HelloWord"

AP32
Fs∶ choice_nonce( )

return rFs;

Fs → device

Prepare the encryption for sending by calculating 
E(keyFs(d),IDF,rFs)

AP33
Fs∶E(keyFs(d), (IDF,rFs)) ;
AP34
Fs∶send(H(E(keyFs(d),(IDF,rFs))));

device →  Fs

Decrypt the received message

AP35
device∶choice_nonce( )

return rd;

Prepare the encryption for sending by calculating 
E(keyFs(d),(rd,rFs))

AP36
device∶send(H(E(keyFs(d),(rd,rFs ))));

Fs →device

Decrypts and verifies whether its rFs is equal to the one received; otherwise, authentication fails.
AP37
Fs∶D(keyFs(d),(rd,rFs))  ;

If rFs  received==rFs  generated
Then send(H(E(keyFs(d) ,rd )));

Else quit() ;

device → Fs

Decrypts and verifies whether its rFs is equal to the one received; otherwise, authentication fails.
AP38
device∶D(keyFs(d),rd)  ;

Si rd  received==rd  generated
Else device∶ks=get_session_key(); // select a session key ks
send (H(E(keyFs(d),ks )));  // calculated et sent 
E(keyFs(d),ks);

Else quit ();
Fs
By using keyFs(d), it decrypts kS
AP39
Fs:D(keyFs(d), ks );
Accepts the kS session key, signs it with its private key, and sends it to the CSP; otherwise, authentication fails.
AP40 
send(ks )  to CSP

broadcast_message(ks) to Fs
IV. resource assessment for our proposal 
Our protocol as a whole, from CSP to device to, uses three simple cryptographic primitives, namely several strong hash function H(SHA-256), a symmetric encryption/decryption E(key,x)/D(key,x) (Blowfish), and an asymmetric encryption/decryption E(pk,x)/D(sk,x)(RSA), which makes this protocol easy to integrate into devices such as microcontrollers.
For the theoretical assessment of the resources in our proposal, we focus on the criteria below.
A. Storage
The CSP, which is the highest level of the architecture, stores all the keys of the devices registered, as well as the public keys of the other servers (KDC, Server, Fog) respectively noted pkKDC, pkFs and its own public/private key pair of the public key encryption system (PKI) implemented. After storing these keys, the serial numbers of the microcontrollers (sn) of the inmate's user ID (idd), the key  keyFs(d) and the session key (ks) are added.

The Server Fog in turn stores the public key pkCloud, its public/private key pair for the public key encryption system (PKI), the symmetric encryption system key keyFs(d), and the session key (Ks) during the initialization phase. 

On the devices side, it only stores two keys: the key generated by the KDC, which is the symmetric key keyFs(d), and the session key (ks). As for the KDC, it does not perform any recording.
B. Processing
For the CSP, during the initialization and authentication phase, it does not perform any calculations; it receives and shares the keys from the KDC and the Server Fog, respectively. It is during the registration phase that it will need to authenticate itself with the KDC and the Server Fog in order to perform calculations. As this part is not the main focus of our study, we will simply refer to it as “server authentication,” denoted by «AS».
The KDC is only active during the registration phase, where it will have to perform two hash invocations for the generated key. 

The Server Fog, during the authentication phase, will have to perform verifications, a hash invocation, symmetric encryption and decryption, and a digital signature.

The device does not perform any calculations during the initialization and registration phases; it simply receives the encryption key keyFs(d). In the authentication phase, the device performs a hash call, symmetric encryption and decryption, session key generation, and checks. 
Table 3. Storage and computing requirements

	
	Storage
	Processing

	
	
	initialization Phase 
	Registration Phase 
	authentication Phase 

	device
	-Key session (ks) 
-a symmetric encryption/decryption  key keyFs(d) 
	-
	-
	-Hash invocation 

-symetric encryption
- symetric decryption 
-Key generation session

-Verifications

	KDC
	-
	-
	- Key generation
	-

	Server Fog

	- two public keys 

-a private key
-a session key
	
	
	-Hash invocation 
-symetric encryption
-symetric decryption 

-Verifications
- A digital signature

	CSP
	-a public key (Fs) 
-a public key (KDC)
-a public key
-a private key
-a session key
-a symmetric encryption/decryption  key keyFs(d) 
- Sn 
-Idd
	
	AS
	- A digital signature verification 


V. conclusion and discusion

The IoT is poised to transform economies and societies of the world. Technology brings enormous opportunities but also risks of the same magnitude. We are at a critical time when we need to take action to ensure that the benefits of the Internet of Things outweigh the risks.

It is impossible today to provide high-performance IoT security without having a comprehensive view of the solution, from the connected object to the application platform, including the network infrastructures. Security begins with that of connected objects, both in their design and in their installation.

The connection of IoT devices to the IoT platform must involve the following three processes namely attestation or identification (the method chosen for a device to confirm its identity when it connects to a service of the IoT platform), authentication (how the device identifies itself using its unique device identity combined with its attestation mechanism) and provisioning (enrolling a device in the IoT platform or notifying it of its existence and of its attestation mechanism that it uses).

In our work, we proposed an authentication architecture for IoT devices. We analyzed our cryptographic choice (Blowfish and SHA-256) to ensure the security of our solution. We described how the different modules that make up our architecture work, namely the initialization phase, the registration phase, and the authentication phase. After the proposal and description, we conducted a theoretical analysis of security and complexity requirements. For security requirements, we noted that our solution guarantees mutual authentication, confidentiality, integrity, mobility, and availability. In terms of complexity, our architecture requires fewer energy, storage, and computing resources. 

In the near future, we would like to implement our architecture so that we can conduct real-world tests and comparisons with existing solutions to evaluate the degree of reliability and performance.
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