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Abstract— The increasing complexity and proliferation of modern cyberattacks, such as modern Persistent Threats (APTs), ransomware, and encrypted threats, have rendered classic stateful firewalls obsolete. Next-Generation Firewalls (NGFWs) have become indispensable to protection, featuring deep packet inspection, intrusion prevention systems, application control, and threat intelligence. This survey provides an in-depth review of the evolution, capabilities, and effectiveness of NGFWs in combating modern cyber threats; which is needed for various applications, such as social protection system, social determinants of health, and others. our review involves support from a literature review spanning 2015 to 2025. We combine information from academic research and industry studies to evaluate how well technologies that support NGFWs work, focusing on their strengths in application-layer visibility and threat mitigation.  The paper talks about big problems, like how advanced features like SSL/TLS inspection can slow down performance and how security protocols need to be adaptable and driven by AI.  Finally, we end with suggestions for how to successfully deploy and ideas for future research, such as how to combine artificial intelligence and zero-trust architecture to make next-generation firewalls more effective against new threats.
Keywords— Next-Generation Firewall, NGFW, Threat Mitigation, Advanced Cyber Attacks, Deep Packet Inspection, Intrusion Prevention System, Network Security.
Introduction
Digital for the past ten years, the digital world has been like a game of cat and mouse between cyber defenders and their enemies.  Cyber-attacks have become more advanced, going from random opportunistic attacks to highly targeted, complex campaigns that can do a lot of damage to finances and operations.  State-sponsored Advanced Persistent Threats (APTs), ransomware-as-a-service, and attacks that use encryption (like HTTPS) to get around normal security measures are also big threats to businesses around the world [1] and [2].
Conventional firewalls are inherently unable to address contemporary threats because their predominant implementations rely on restrictions based on port numbers and protocol types. Due to the inability of conventional firewalls to analyze the contents of network packets or understand application-layer context, malicious traffic is able to bypass such firewalls with ease [3]. This major hole in network security led to the development and widespread deployment of what is known as a Next-Generation Firewall (NGFW). Gartner says that NGFWs offer more detailed and effective security policies by combining traditional firewall features with built-in intrusion prevention, application-level awareness and control, and threat intelligence feeds [4].
The best thing about a Next-Generation Firewall is that it can find and control apps no matter what port or protocol they use, see what encrypted traffic is sending, and stop bad behavior based on the most up-to-date threat intelligence.   Important features are:  
· Application Awareness and Control: The ability to find
and control traffic based on the specific application, like Facebook, Salesforce, or BitTorrent, to stop allowed ports from being used inappropriately.
· Deep Packet Inspection: Checks the contents of packets 
for bad signatures, attempts to steal data, and policy violations.
· Integrated Intrusion Prevention System: IPS finds and 
stops known weaknesses, exploits, and attack patterns in real time.
· SSL/TLS Inspection: Unencrypting, analyzing, and re
encrypting both outgoing and incoming encrypted traffic to find hidden threats.
· Identity-Centric Policy Enforcement: Tying security
policies to individual users and groups, rather than relying on IP addresses.
Even though NGFWs have a lot of advanced features, setting them up can be hard. For example, deep packet inspection and full SSL(Secure Sockets Layer)/TLS (Transport Layer Security) decryption can add a lot of processing time, which can slow down the network as a whole. This is a key trade-off between security and performance [5].
The effectiveness of a next-generation firewall is heavily dependent on the quality of the threat intelligence feeding it and the skills required to set it up properly and manage it continually.
This report is primarily dedicated to delivering a critical analysis of the function NGFWs can serve in alleviating intricate cyber threats.  We look at and combine the best scholarly work and industry reviews from the last ten years (2015–2025) to:
1. Chart the growth of NGFW features in response to the changing threat landscape.
2. Assess the efficacy and performance of various NGFW solutions as recorded against different attack vectors.
3. Determine major obstacles and limitations of modern NGFW technologies.
4. Give some recommendations to make NGFW more effective and list potential research paths.
Hence, the remaining part of the study is organized as follows: Section II presents a detailed literature review and incorporates a summary of related works in a tabular format. Section III analyzes the facts and results about the performance and effectiveness of NGFW. Section IV presents recommendations; 
Literature Review 

The body of literature on NGFWs encompasses academic studies and industry evaluations, focusing on architectural development, efficacy, and performance metrics. This section discusses some important works from 2015 until 2025.

Evolution of NGFW Capabilities 
Preliminary work, until about 2015-2018, established the fundamental need for application-aware firewalls. It was shown that attackers could bypass traditional firewalls by using non-standard ports and protocol tunneling, hence justifying the need for application identification [6]. Integrating the IPS signatures within the firewall workflow was a significant step, with research such as [7] studying the performance impact of enabling IPS on throughput and latency.
Since 2018, the focus of researchers has been on the issues brought about by encrypted traffic. [8] and [9] documented the dark sides of encryption in detail and proved that more than 80% of network traffic was encrypted, hence a perfect cover for malware. These worries led to the creation and improvement of SSL/TLS inspection features in NGFWs. However, references [5] and [10] showed that using these features can be very costly and can cut performance by 50–70% when they are turned on.
  B. How well it works against advanced threats
  Recent studies (2020-2025) have focused on assessing NGFWs concerning specific advanced attack vectors.   CyberRatings.org and other independent testing groups have done a lot of testing in the real world. The 2023 Enterprise Firewall Report [11] tested major vendors and found that the best NGFWs blocked more than 99.5% of application-level attacks and evasion techniques all the time.
 In [12], the authors talked about a system that uses NGFW logs and application control to find early-stage ransomware communications (callbacks) to the C2 servers.  Authors in [13] also talked about how NGFW IPS fingerprints can stop exploits that are often used in (APT) breaches, like Eternal Blue.  Authors in [14] discovered that NGFWs could isolate IoT devices and manage their communication, thus serving a crucial function in thwarting the enlistment of devices into botnets.
In [15], A hhybrid aapproach to feature selection for cyber threat detection in IoT networks was discussed, whereas the effectiveness of machine learning models in detection of IoT attacks was implemented.
 C. Performance and Optimization
 The trade-off between performance and cost is a common theme in the literature.  [16] used virtual and hardware-based NGFWs as a standard and found that dedicated hardware with SPUs is needed for environments with a lot of traffic. Machine learning to optimize signature matching and reduce false positives inside the IPS engines has been explored by [17] and [18], showing promise for reducing CPU load. [19] discussed policy optimization techniques, showing that well-structured rulesets could significantly improve packet processing speed.
TABLE I chronology summarizes information from 20 key references by stating the focus, methodology, and the main findings of each.
Table 1 SUMMARY OF KEY LITERATURE ON NGFWS 
	Ref.
	Year
	Focus Area
	Key Findings

	[25]
	2016
	Cost-Benefit Analysis
	Argued for the TCO advantage of NGFWs over disjointed point solutions.

	[6]
	2017
	Application Control
	Demonstrated 95% accuracy in application identification, crucial for policy enforcement.

	[20]
	2018
	Cloud NGFW
	Identified challenges in policy consistency for hybrid cloud deployments.

	[7]
	2019
	IPS Integration
	Showed a 30% latency increase when high-fidelity IPS signatures were enabled.

	[22]
	2019
	DDoS Mitigation
	Found NGFWs effective against application-layer (L7) DDoS but not volumetric (L3/L4) attacks.

	[8]
	2020
	Encrypted Threats
	>80% of malware campaigns used TLS/SSL for evasion and communication.

	[13]
	2020
	APT Defense
	IPS signatures critical for blocking known APT tools and exploit kits.

	[5]
	2021
	Performance Overhead
	Quantified 60% throughput loss with full SSL inspection on mid-range appliances.

	[16]
	2020
	Virtual vs. Hardware
	Hardware NGFWs offered 5x the throughput of virtual counterparts under load.

	[12]
	2021
	Ransomware Mitigation
	NGFW application control can detect and block 90% of ransomware C2 callbacks.

	[23]
	2021
	Configuration Analysis
	>50% of NGFW misconfigurations were due to overly permissive rules.

	[1]
	2022
	Threat Landscape
	Analyzed the rise of encrypted threats and AI-powered attacks.

	[10]
	2022
	SSL Inspection
	Proposed a selective SSL inspection policy to balance security and performance.

	[14]
	2022
	IoT Security
	NGFW network segmentation effective in containing IoT device breaches.

	[4]
	2023
	Market Definition
	Gartner's Magic Quadrant for Network Firewalls; highlighted convergence with SWG (Secure Web Gateway) and CASB (Cloud Access Security Broker).

	[11]
	2023
	Efficacy Testing
	Independent test: Top NGFWs blocked 99.8% of attacks with high stability.

	[17]
	2023
	AI in IPS
	ML-based IPS reduced false positives by 40% compared to traditional signature-based IPS.

	[26]
	2023
	SD-WAN Integration
	Converged SD-WAN/NGFW appliances simplify WAN edge security but increase complexity.

	[21]
	2024
	Zero Trust & NGFW
	Positioned NGFWs as a key enforcement point in a Zero Trust Architecture (ZTA).

	[24]
	2025
	Threat Intelligence
	Emphasized the critical role of real-time, curated threat feeds for NGFW efficacy.



Results and Discussion
This section consolidates the findings from the literature to provide a comprehensive study with respect to NGFW effectiveness, performance outcomes, and inherent obstacles.
A. Effectiveness in Mitigating Advanced Attacks
Recent literature concurs that appropriately configured NGFWs are very effective against different kinds of modern cyber-attacks due to their multi-layered security approach.
1.	application-layer attacks: Next-Generation Firewalls
NGFWs are capable of defeating attacks that traditional firewalls let slip through. By identifying applications directly, they can block malicious online applications, prevent unauthorized use of file-sharing services, and apply policies for SaaS applications. Evidence in research such as [11] and [22] shows that NGFWs are particularly good at detecting application-layer DDoS (Distributed Denial of Service) attacks (e.g., HTTP floods) and SQL injection attempts, since these types of threats are identifiable and detectable at the application layer within the NGFW inspection engine.
2. Exploit and Malware Distribution: The integrated
Intrusion Prevention System is the basis of Next-Generation Firewall security. It analyzes traffic for patterns related to known vulnerabilities, blocking attempts before an attack reaches a target. References [7] and [13] reveal that NGFWs using current IPS signatures can block the majority of known exploit-based attacks, which are often used in APT campaigns and spreading ransomware. The NGFW's anti-virus and anti-botnet features could also use signature and heuristic analysis to find and stop malware downloads.
 3. Data Exfiltration and Command and Control Communication: NGFWs can find and stop data exfiltration by using DPI to find patterns of sensitive information leaving the network.  Application control and web filtering are necessary in [12] to stop communication with known malicious domains and IP addresses. This effectively cuts off infected internal hosts from external C2 servers.
 The literature also points out some problems, though. NGFWs still rely mostly on signature-based detection for IPS and anti-malware, making them less effective against zero-day attacks for which no signature is yet available. Heuristics and behavioral analysis can be helpful but are not a comprehensive solution [17].
B. Performance Results and Overheads
Most striking finding about the performance is the significant resource cost of advanced inspection functionalities. Several works [5], [10] and [16] all show a clear trade-off between the depth of security and network performance.
• Impact of SSL/TLS Inspection: Enabling full SSL/TLS inspection is the single most influential factor that impacts performance. [5] reported throughput reductions of over 60% on mid-range appliances because of the computational intensity of the decrypt and re-encrypt process involved. This has led to the recommended approach of selective decryption (e.g., excluding sensitive healthcare or financial sites) to mitigate performance overhead in a way that preserves security for most of the traffic [10].
•	IPS (Intrusion Prevention System) and DPI (Deep Packet Inspection) Overhead: The level of scrutiny directly correlates with CPU utilization. Complex IPS signatures and thorough DPI take more processor cycles than simple stateful inspection. Latency rose 20–30% with high-fidelity IPS turned on, according to [7]. Using specialist hardware (SPUs) in enterprise-class appliances is a key difference that helps the central CPU handle less work and keeps performance steady under load [16].
 • Policy Efficiency: The way the rule base is set up has a big effect on how well it works.  As mentioned in both [19] and [23], it is common for NGFWs to check rules one at a time.  If the rule base is too big or too complicated, the firewall may take longer to find a matching condition because it has to look through all the rules.  To keep performance high, rule base optimization must be done all the time.
C.	Configuration and Management Challenges
A common theme in the literature is that the effectiveness of a NGFW depends on its configuration. [23] found that misconfigurations, in particular overly permissive "any/any" rules kept from migrations from traditional firewalls, are a significant contributor to security failures. The administration of numerous integrated functionalities (IPS, application control, and web filtering) requires sophisticated administrator skills and constant monitoring [27].
Recommendations 
Based on the synthesis of the literature, the following recommendations are provided for organizations seeking to enhance the effectiveness of their NGFW implementations:
 1- Use a risk-based approach for SSL inspection: Instead of allowing SSL inspection for all traffic, businesses should choose a specific strategy.  Look at traffic from user groups and to high-risk website categories, but don't look at sensitive areas like finance and healthcare to protect privacy and keep performance high [10].  
2. Use a Zero-Trust Architecture (ZTA): NGFWs are an important part of a ZTA that helps enforce policy.    This means using identity-based rules for micro-segmentation to make sure that only the users and devices that need them can get to the network resources.   This keeps intruders from moving around too much [21].
   3. Put the base of rules at the top    Policies about security need to be clear and easy to understand in order to be maintained and improved.    To speed things up, put the rules that are used the most at the top of the list.    Regular audits [19], [23] will help you get rid of rules that are not needed, are hidden, or are too lenient. 
   4. Add Threat Intelligence Feeds: The IPS and anti-malware features work best when they get accurate and up-to-date information about threats.    Businesses need to make sure that their NGFWs are getting high-quality, real-time threat intelligence feeds so they can quickly block new malicious domains, IP addresses, and signatures.
   5. Get the Right Hardware and Training: If you live in a busy area, you should buy NGFW appliances with dedicated security processors (SPUs). This will make sure they work well when you use advanced features.    It's just as important to train network security workers so they can handle the complexity of these connected systems [16], [27].
   V. CONCLUSION AND FUTURE WORK
   A. Final Thoughts
 Next-generation firewalls have made the edges of networks a lot safer.    They do more than just basic port-based filtering; they also do deep, application-aware inspection and built-in threat prevention.       This survey has put together ten years of research (2015–2025) and shown that NGFWs are an important tool for stopping APTs, ransomware, and application-layer exploits.    Because they can enforce very specific rules based on the application, the user, and the content, traditional firewalls can't match their level of security control.
    But this better security comes with a lot of problems.     There is still a lot of overhead when it comes to performance, especially when it comes to checking SSL/TLS.   This means that the architecture and rules need to be thought out very carefully.     Also, NGFWs are more complex, which makes them harder to set up and keep safe.     For a layered defense-in-depth strategy to work, you need an NGFW. However, it needs to be managed all the time and work with other security systems like Zero Trust.
B.	Future Work
The making of NGFWs is still going on.     The patterns and gaps in the literature suggest that the following areas are worth exploring in the future:
    1. AI-Enhanced Threat Detection and Prevention: Future     Firewalls of the next generation will use AI and machine learning more and more. This will not only make things work better, but it will also help them find important things.     We need to do research to make machine learning models that are lightweight and can find zero-day and polymorphic malware by looking at how it behaves instead of using static signatures.  This will help us make devices less vulnerable more quickly [17], [28]. 
    2. The SSE and SASE frameworks are coming together:      The firewall and cloud security industries are working together.      The Secure Access Service Edge (SASE) framework combines network security and wide-area networking features, like the NGFW.      Future research should focus on the architectural challenges and performance implications of delivering NGFW capabilities as a cloud service, including policy consistency and latency management [29-52]. 
	NGFWs are helpful and mature technology, but they need to keep getting better to keep up with the threats that are always changing. 
    The next generation of NGFWs will use AI, cloud-native designs, and advanced automation.
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