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Abstract
Smart cities are rapidly adopting advanced technologies to enhance life in cities, and cybersecurity plays a central role in safeguarding data and infrastructure. The application of Artificial Intelligence (AI) and Federated Learning (FL) can maximize security in smart cities by allowing decentralized, privacy-respecting solutions to detect and respond to cyber threats. Contemporary cybersecurity solutions are likely to be based on centralized models that gather massive amounts of data from a multitude of IoT devices, which increases the privacy, data integrity, and scalability risks. In addition, the increased intensity and complexity of cyberattacks mean that there is a need for an adaptive and real-time solution, which most of the existing systems cannot provide adequately. In this paper, a novel framework named Federated AI for Cybersecurity (FACS) is proposed, which integrates AI and FL to build a decentralized security platform for smart cities. The method ensures local processing of data on devices so that the threat of data breaches remains low and privacy is enhanced. FACS will enable real-time anomaly detection on diverse IoT devices with user privacy preserved. The findings show that the proposed approach fortifies cybersecurity through enhanced threat detection accuracy, risk reduction associated with centralized data storage, and effective response mechanisms. In addition, FACS is scalable and flexible in the ever-changing context of smart cities, providing reliable protection against diverse cyber threats.
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1. Introduction
Smart cities have become essential as the world is headed towards increased urbanization in an attempt to combat environmental sustainability, limited resources, and population growth challenges. Convergence of IoT, AI, and big data analytics with other technologies allows smart cities to make residents more efficient, connected, and overall have a better quality of life. Increased use of networked IoT devices and systems, however, presents fundamental cybersecurity challenges [1]. The distributed nature of smart city networks with the need for flexible and dynamic cybersecurity solutions intensifies these risks even more [2]. Conventional cybersecurity solutions might depend on centralized schemes where information from many IoT devices is collected into a single repository, scanned for possible threats, and reacted accordingly [11].
However, this method has a number of undesirable characteristics [14]. The huge amount of data created by sensors in smart cities may overwhelm centralized systems, thereby undermining timely intrusion detection and response [18]. Moreover, the concentration of personal data in centralized databases raises serious privacy issues, thereby such systems are vulnerable to attacks and invasions [3]. Furthermore, current technologies are not scalable to supportably manage the fast-growing environment of smart cities [16]. A relevant solution with these issues is using AI and sophisticated FL to improve cybersecurity in smart cities [12]. Intelligent threat detection systems based on AI can potentially identify anomalies and most likely security breaches in large IoT systems [19].
Conversely, federated learning is a decentralized machine learning process where the models of artificial intelligence can be developed on dispersed devices directly without involving sensitive data movement [11]. By providing the capability of the system's growth and coping with new risks, this advocates for privacy as well as limiting the risks due to centralizing data [5]. This paper presents a new framework, FACS, that combines artificial intelligence and federated learning to provide smart cities with an IoT-friendly, privacy-assured cybersecurity solution [17]. By locally training artificial intelligence models on federated IoT devices, FACS makes sure that sensitive data never communicates from the IoT devices, thereby helping to detect and mitigate real-time threats [13]. The proposed solution overcomes key limitations of current approaches: privacy concerns, scalability issues, and the importance of real-time response to upsurging cyberthreats [20]. 
Motivation: Targets for hackers find increasing complexity and appeal in the network of smart cities. More adaptable, scalable, and privacy-preserving solutions demanded by changing nature of threats need more than traditional centralized cybersecurity systems can provide. By means of artificial intelligence and federated learning, these difficulties might be addressed, therefore enhancing cybersecurity and protection of user privacy and guaranteeing system scalability.
Problem statement: Smart cities present major cybersecurity issues as modern centralized solutions struggle with the enormous volume and dynamic character of data as well as the growing sophistication of cyberattacks. Crucially vital for the success of smart city projects, these methods cannot scale adequately across vast IoT networks and could violate user privacy.
Contribution of this paper,
· This paper presents FACS, a new framework integrating artificial intelligence with federated learning to provide smart cities distributed, privacy-preserving, and customizable cybersecurity solutions. 
· The architecture guarantees that private data stays local to IoT devices, therefore reducing privacy concerns and allowing the system to develop effectively across an always expanding network of devices. 
· Using AI and FL, FACS detects and reacts in real-time to changing cybersecurity risks, therefore enhancing the general security of smart city systems.
The upcoming section is as follows: section 2 deliberates the related works, section 3 examines the proposed methodology, section 4 describes the results and discussion and section 5 concludes the overall paper work.
2. Related work
Connected IoT devices are the foundation of smart cities, hence data privacy and cybersecurity become even more important [6]. For secure model training over networks, FL provides a distributed, privacy-preserving method. Designed to improve threat detection, scalability, and data security in smart urban settings, investigated in this paper are enhanced FL-based systems [4]. 
This paper offers a novel method for improving IoT security in smart cities: Advanced Artificial Intelligence with a Federated Learning Framework for Privacy-Preserving Cyberthreat Detection, AAIFLF-PPCD. Combining the Walrus Optimization Algorithm for hyperparameter tuning, a Stacked Sparse Auto-Encoder (SSAE) for threat detection, and Harris Hawk Optimization for choosing best features, the technique produces The model guarantees privacy by means of federated learning and excellent detection accuracy [7]. Using benchmark datasets, simulation results with 99.47% accuracy demonstrate the proposed model beats present approaches. Especially in sustainable smart cities, strong, privacy-preserving solution AAIFLF-PPCD greatly enhances cyber security. 
This paper presents FLS3 (Federated Learning for Smart City Sensing Systems) highlighting the role federated learning plays in preserving privacy and improving scalability in distributed smart city sensor networks. It investigates the advantages and drawbacks of FL integration in terms of model aggregation techniques, data heterogeneity, and communication cost [8]. By allowing distributed model training, FLS3 lowers the need for centralized data storage and hence improves adaptability to dynamic environments [14]. Emphasizing FL as a fundamental technology for future urban sensing systems, this study focuses on the potential of federated learning to increase model generalization and privacy in smart city applications. 
PSS-FL ( Privacy and Security Solutions Using Federated Learning) is proposed in this work as a smart city sensitive data protection method. It assesses how FL may replace centralized learning approaches to maximize privacy while allowing artificial intelligence-driven decision-making across urban services like communications, transportation, and healthcare. Rising policies and challenges for large data systems inspire PSS-FL [10]. The paper discusses modern technology constraints [9] and the need of thorough testing FL against many assaults. PSS-FL shows FL's potential in enhancing SC system security; hence, future initiatives should focus on performance optimization and threat resistance holistically even if they have to also address. 
This paper provides a dual-layer security architecture incorporating blockchain and federated learning for smart city applications, BFLIoT (Blockchain and Federated Learning for IoT). First it securely gathers, normalizes, encrypts, and stores IoT data using blockchain; next, utilizing FL, it trains models locally to preserve privacy and lower latency. By use of cryptographic key creation, a Data Authorization Center (DAC) controls secure access. Edge computing increases dependability, throughput, energy economy, and cyberattack resistance; performance assessments of BFLIoT demonstrate that [15] these aspects encourage efficiency. For important IoT-based services in smart city architecture, BFLiT appears to be a scalable, low-latency, safe option. 
Table 1: Summary of Existing Methods for Cybersecurity in Smart Cities
	Acronym
	Core Techniques
	Focus Area
	Key Outcome

	AAIFLF-PPCD
	Harris Hawk Optimization, SSAE classifier, Walrus Optimization Algorithm
	Cyberthreat detection in IoT-based smart cities
	Achieved 99.47% accuracy while preserving privacy

	FLS3
	Federated learning, decentralized model training, urban sensor networks
	Smart city sensing and privacy
	Enhanced scalability, model generalization, and privacy

	PSS-FL
	Federated learning applied to smart city domains (transport, healthcare, etc.)
	Privacy and data protection
	Improved data security; highlighted testing needs

	BFLIoT
	Blockchain for data integrity, FL for private training, DAC for secure access
	IoT data security and smart city applications
	Improved efficiency, security, and reduced latency



Under examination in this paper four FL-based cybersecurity systems—AAIFLF-PPCD, FLS3, PSS-FL, and BFLIoT—each targeted privacy and performance concerns in smart cities. Combining FL with artificial intelligence, optimization, and blockchain helps to identify hazards, protect user data, and provide scalable, real-time solutions allowing powerful and safe urban systems.
3. Proposed method
The graphics depict the main FACS framework for the processes followed in smart cities. Emphasizing how federated learning is used to train machine learning models across distributed IoT devices, the first diagram assures scalability and privacy. IoT devices kick off mitigation measures in the second diagram—the threat detection and response pipeline—by seeing anomalies and asking questions. These devices provide smart cities a distributed, adaptable, real-time cybersecurity solution to protect them against growing hazards.
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Figure 1: Federated Learning Model Training in Smart Cities
Model of federated learning figure 1 shows smart city environment for training. Every IoT device a smart camera or a sensor processes its data locally without sharing it, therefore ensuring privacy. Then, using local machine learning model taught by its own data, the device learns. Following training, the model sends an update federated to the central server where the global model is updated dependent on all local models from many devices. This iterative approach enables continual model refinement across all devices without compromising data privacy, hence enabling an adaptive and distributed security solution across smart cities. 

In the FACS framework, equation (1) symbolically  reflects the equilibrium  between the adaptive response to threats () and distributed computation (). 
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Figure 2: Threat Detection and Response in Federated AI Systems
Figure 2 inside the Federated AI system illustrates the threat detection and response process. An IoT device such as a smart camera identifies a probable hazard and then real-time anomalies. Should a hazard be discovered, the gadget notifies a central center for more inquiry. If no threat is found, the system remains dormant. Once a risk has been confirmed, the system alters the learning model and initiates a response phase comprising mitigation measures. This ensures that the system remains adaptable to new threats, thereby increasing security over time by adding information acquired from prior events and so reinforcing general protection in smart cities. 

Equation (2) balanced by the rates of adaptive learning  and data gradients  from dispersed sources, catches the interaction between decreasing threats () and abnormalities surge () in smart city networks.

Preserving data privacy, the first figure explains federated learning—the technique whereby IoT devices locally assess data and collectively improve the global machine learning model. IoT devices locate and report anomalies in the second diagram, therefore triggering a response process to aid to lower risks. By means of a scalable, adaptable, privacy-preserving approach for recognizing and responding to cyberthreats in real-time, these systems coupled under the FACS framework provide smart cities cybersecurity improvement.
4. Result and Discussion
Many IoT devices are connected, so the quick growth of smart cities causes serious cybersecurity problems. Three factors of conventional centralized security systems that suffer limitations include privacy, scalability, and real-time threat detection. This paper offers FACS, a distributed system employing artificial intelligence and federated learning to increase threat detection without violating privacy. Overcoming significant limits in current methodologies, the proposed approach displays greater performance than current cybersecurity solutions for smart cities with 98.16% detection accuracy.
Table 2: Simulation Environment
	Metrics
	Description

	IoT Devices
	Types and number of IoT devices used in the simulation (e.g., smart cameras, sensors, wearables).

	Federated Learning Framework
	The method used for decentralized machine learning, where models are trained on individual devices and then aggregated without sharing raw data.

	Training Time
	The time required for training the machine learning models on each IoT device locally.

	Data Volume Processed
	The amount of data each IoT device processes during the training phase (measured in GB).

	Model Accuracy
	The percentage of correct threat detections by the model, reflecting its performance during the simulation.

	Number of Iterations
	The number of iterations or epochs the model undergoes during training to optimize performance.

	Network Latency
	The time delay between devices when sharing model updates or data in the federated learning process.

	Simulation Duration
	The total time for the complete simulation, including model training and testing.

	Hardware Specifications
	The computing resources (e.g., CPU, RAM) available on the IoT devices used for training and simulation.

	Threat Types Simulated
	The variety of cybersecurity threats tested during the simulation, such as DDoS, malware, and unauthorized access.
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Figure 3: Analysis of accuracy of threat detection
Figure 3 displays the threat detection system integrated into the FACS architecture's accuracy study. The system proved helpful in real-time identification and reaction to prospective cyberattacks with an amazing 98.16% detection accuracy. Where AI models are developed locally via federated learning, the collaborative learning strategy across distributed IoT devices helps to achieve excellent accuracy. This distributed approach guarantees robust detection and thereby increases model performance by changing the surroundings, hence addressing privacy problems. The results highlight how well the technology might provide smart cities cybersecurity. 

Driven by changes in local input characteristics  and federated updates  across smart city nodes, equation (3) shows the pace of model adaptation () in FACS by analysis of accuracy of threat detection.
Table 3: Comparison of Cybersecurity Approaches
	Approach
	Data Privacy
	Scalability
	Real-Time Threat Detection
	Accuracy

	Centralized Model
	Low
	Moderate
	Moderate
	85-90%

	Decentralized (FACS)
	High
	High
	High
	98.16%



Table 3 compares suggested FACS architecture with more traditional centralized architectures. Over centralized approaches, FACS provides better privacy, scalability, and real-time detection capabilities with a higher detection accuracy (98.16%).
Table 4: Federated Learning Model Performance Across Different IoT Devices
	IoT Device
	Training Time (Hours)
	Model Accuracy (%)
	Data Volume Processed (GB)

	Smart Camera
	2
	97.5
	5

	Smart Sensor
	1.5
	98.2
	3

	Wearable Device
	1
	98.0
	2

	Smart Meter
	2.5
	98.5
	4



Table 4 presents the performance of the Federated Learning model among many IoT devices kept inside the smart city network. Every device manages local data, which allows a global model to be trained without revealing private information. The model maintains quite high accuracy across all devices.

Equation (4) inside  the trade-off between computational cost ) and security system efficiency ($). It shows best security performance federated learning advantages () against the constraints of device-level processing federated learning model performance.
Table 5: Threat Detection Performance Over Time
	Time Period (Days)
	Threats Detected
	False Positives
	Detection Accuracy (%)

	Day 1-5
	350
	10
	97.0%

	Day 6-10
	420
	8
	98.0%

	Day 11-15
	500
	6
	98.16%

	Day 16-20
	450
	5
	98.1%



Table 5 presents over time the performance of the threat detection system. The system continuously raises its detection accuracy, reaching 98.16% by Day 11–15, thereby stressing the effectiveness and continuous learning capability of the FACS framework in recognizing cyber threats given a diminishing amount of false positives. 

The strength of the FACS model against combative fluctuations () in dispersed contexts is shown by equation (5). It underlines  how the system uses limited perturbations and adapted tolerance () to preserve stable diverse  smart city nodes on threat detection performance.
The paper highlights how the advantages of the FACS framework enable to go above traditional cybersecurity limits. Presenting better scalability, privacy, and real-time response, it demonstrates shockingly 98.16% threat detection accuracy. Although the threat detection system evolved over time, the excellent model accuracy of many IoT devices within the system revealed themselves. With minimal false positives and improved detection rates, FACS provides smart cities with an adaptive, privacy-preserving cybersecurity solution that guarantees effective protection against evolving cyber threats.
5. Conclusion
This paper presents FACS as a novel paradigm to improve smart city cybersecurity. With artificial intelligence and federated learning concentrated data risks, scalability, and real-time threat detection FACS addresses major obstacles in modern security systems. By means of distributed learning, the system maintains sensitive data locally, therefore guaranteeing privacy and allowing effective and adaptable threat detection across multiple IoT devices. With an outstanding 98.16% detection accuracy, the suggested system surpasses standard centralized models in security as well as performance. Our findings show that FACS not only protects private information but also efficiently manages the growing number of devices and data in smart cities. Furthermore, the architectural flexibility guarantees that it might change with new cybersecurity risks, thereby providing long-term resistance against assault. The amazing low false positive rates and great accuracy expose the capacity of this technology to ensure smart city infrastructure. FACS offers ultimately data privacy, scalability, and real-time threat detection without sacrificing system efficiency, therefore offering a potential fix for the cybersecurity problems facing smart cities. 
Future development will concentrate on always improving the FACS framework for even more scalability and efficiency in bigger smart city systems. Furthermore investigated will be how creative artificial intelligence methods may be used to quickly enhance anomaly identification. Moreover essential for improving the system's performance will be addressing the issues with heterogeneous IoT devices and testing FACS in many real-world urban areas.
Reference 
1. [bookmark: _Hlk189057530]Verma, R. K., Kishor, K., & Galletta, A. Federated Learning Shaping the Future of Smart City Infrastructure. In Federated Learning for Smart Communication using IoT Application (pp. 196-216). Chapman and Hall/CRC.
2. Aguila, C. I. G., Arellano, M. D. P. C., Castro, M. D. P. Q., Mondragón, E. M. B., & Castro, G. A. Q. (2024). Examining Artificial Intelligence and Law as a Tool for Legal Service, Decision-making, Job Transformation, and Ethical Performance. Journal of Internet Services and Information Security, 14(3), 99-115. https://doi.org/10.58346/JISIS.2024.I3.006
3. Jyothi, V., Sreelatha, T., Thiyagu, T. M., Sowndharya, R., & Arvinth, N. (2024). A data management system for smart cities leveraging artificial intelligence modeling techniques to enhance privacy and security. Journal of Internet Services and Information Security, 14(1), 37-51.
4. Hermansyah, Y. (2023). Assessing the Impact of Communicative Artificial Intelligence Based Accounting Information Systems on Small and Medium Enterprises. Journal of Wireless Mobile Networks, Ubiquitous Computing, and Dependable Applications, 14(3), 230-239. https://doi.org/10.58346/JOWUA.2023.I3.017
5. Infrastructure, S. C. (2024). 10 Federated Learning. Federated Learning for Smart Communication using IoT Application, 196.
6. Gowtham, D., S. Nandhini, R. Prasanth, J. Sureendhar, & E. Madhorubagan. (2023). IOT Service Improvement Through Hybrid Fog-Cloud Offloading. International Journal of Advances in Engineering and Emerging Technology, 14(1), 103–111.
7. [bookmark: _Hlk188371745]Ragab, M., Ashary, E. B., Alghamdi, B. M., Aboalela, R., Alsaadi, N., Maghrabi, L. A., & Allehaibi, K. H. (2025). Advanced artificial intelligence with federated learning framework for privacy-preserving cyberthreat detection in IoT-assisted sustainable smart cities. Scientific Reports, 15(1), 4470.
8. Veerappan, S. (2024). Digital Management and Sustainable Competitiveness: Using Eco-innovation and Green Absorptive Capacity in Travel and Hospitality Enterprises. Global Perspectives in Management, 2(3), 32-43.
9. Al-Huthaifi, R., Li, T., Huang, W., Gu, J., & Li, C. (2023). Federated learning in smart cities: Privacy and security survey. Information Sciences, 632, 833-857.
10. Menon, S., & Deshpande, K. (2023). Climate-induced Migration and Its Impact on Rural Demographic Patterns. Progression Journal of Human Demography and Anthropology, 1(1), 5-8.
11. Jarour, A. (2024, October). Empowering Smart Cities through Federated Learning An Overview. In 2024 28th International Conference on System Theory, Control and Computing (ICSTCC) (pp. 551-557). IEEE.
12. Kadhum, A. N., & Kadhum, A. N. (2024). Comparison Between the Yolov4 and Yolov5 Models in Detecting Faces while Wearing a Mask. International Academic Journal of Science and Engineering, 11(1), 01–08. https://doi.org/10.9756/IAJSE/V11I1/IAJSE1101
13. Sulaiman, A., Nagu, B., Kaur, G., Karuppaiah, P., Alshahrani, H., Reshan, M. S. A., ... & Shaikh, A. (2023). Artificial intelligence-based secured power grid protocol for smart city. Sensors, 23(19), 8016.
14. Sengupta, R., & Deshmukh, P. (2024). Multi-Stage Filtration Systems for Continuous Separation in Fine Chemical Production. Engineering Perspectives in Filtration and Separation, 2(1), 13-16.
15. [bookmark: _Hlk188455262]Sefati, S. S., Craciunescu, R., Arasteh, B., Halunga, S., Fratu, O., & Tal, I. (2024). Cybersecurity in a Scalable Smart City Framework Using Blockchain and Federated Learning for Internet of Things (IoT). Smart Cities, 7(5), 2802-2841.
16. Nahavandi, R., Khezri, M., Rabiei, S., & Altan, Ö. (2024). Extending the shelf life of Artemia urmiana during frozen storage using Vitamin E treatment. International Journal of Aquatic Research and Environmental Studies, 4(1), 101-113. http://doi.org/10.70102/IJARES/V4I1/9
17. [bookmark: _Hlk188440135]Gandhi, M., Singh, S. K., Ravikumar, R. N., & Vaghela, K. (2025). Federated Learning in Secure Smart City Sensing: Challenges and Opportunities. Edge of Intelligence: Exploring the Frontiers of AI at the Edge, 215-251.
18. Yeo, M., & Jiang, L. (2023). Resonance Phenomena in Planetary Systems: A Stability Analysis. Association Journal of Interdisciplinary Technics in Engineering Mechanics, 1(1), 14-25.
19. Far, A. Z., Far, M. Z., Gharibzadeh, S., Naeini, H. K., Amini, L., Zangeneh, S., ... & Asadi, S. (2024). Artificial intelligence for secured information systems in smart cities: Collaborative iot computing with deep reinforcement learning and blockchain. arXiv preprint arXiv:2409.16444.
20. Aravind, Ragul, Gokulraja, & Suganya. (2022). Wheelchair Assistance and Guidance Using IOT. International Academic Journal of Innovative Research, 9(2), 22–24. https://doi.org/10.9756/IAJIR/V9I2/IAJIR0913
image1.png
ToT Device 1
(Sensor)

Local Data Local Model
Processing Training

Local Model
TUpdate

Federated Model
Sync

ToT Device 1
Model Ready





image2.png
System Idle

B §
' g I [Real- Time Threat| - Threat Found

Detection

—
ToT Device
(Smart Camera)

Report Threat to
Central Hub

System Updates Response and
and Learning Mitigation




image3.png
Accuracy (%)

n

5

Accuracy of Threat Detection vs Number of Iterations

.
. .
* s
.
.
. 1 .
. H
e [ Eg G 70 W e 0

Numoer of terations




