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Abstract	
The combination of Internet of Things (IoT) devices and edge computing has transformed data processing by minimizing latency and enhancing efficiency. But with it comes equally important privacy concerns, especially with sensitive information processed close to its source. Currently, methods to secure IoT data tend to leverage conventional encryption measures, which imply decryption at the edge, putting the data itself at risk for breaches and at the expense of privacy. For bridging these deficits, we put forth a new framework named Homomorphic Encryption-based Privacy Preservation Framework (HEPPF), based on homomorphic encryption methods used in the paradigm of edge computing. HEPPF is established with the view of ensuring end-to-end privacy as it facilitates the edge nodes to carry out computations on data encrypted without reading the plaintext, hence reducing leakage chances. The suggested approach also incorporates an effective key management protocol and optimized processing algorithms to ensure performance while increasing security. Experimental assessment proves that HEPPF gains considerable enhancements in data privacy preservation without losing system efficiency. Results indicate decreased computational overhead, greater data breach resistance, and increased trust in IoT-edge structures. Therefore, the HEPPF framework efficiently solves current privacy issues and opens the door to more secure and scalable IoT implementations in real-world edge computing environments.
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1. Introduction
From smart cities and healthcare to factory automation and air quality monitoring, the fast spread of the IoT has revolutionized the way data is collected, exchanged, and processed in a wide range of applications [1]. Low-latency, real-time processing that allows mass acceptance of billions of IoT devices that continuously generate huge volumes of data requires edge computing. Edge computing closes processing to the sources of the data, reducing latency, bandwidth consumption, and improving IoT system responsiveness [13]. But particularly where sensitive personal user data are concerned, such an architectural shift also poses great challenges in the areas of data security and privacy. Typically dealing with encrypted data sent to cloud-based centralized servers where it becomes decrypted, processed, and subsequently re-encrypted, conventional cloud-based data security solutions [3].
This method ensures safe encryption but makes data vulnerable to attacks at the decryption level, mainly for edge nodes or middle servers that are targeted by adversarial insiders or foreign attackers. Moreover, heterogeneity and limited processing capacity of IoT devices make it hard to implement complex cryptographic methods, so lightweight yet safe privacy-preserving solutions are desperately needed. One of the most interesting cryptographic technologies in this context is homomorphic encryption [19]. Unlike most traditional encryption algorithms, homomorphic encryption facilitates operations on encrypted data directly without decrypting it. This capability ensures privacy across data's lifecycle even at edge nodes by providing guarantees. Although HE is promising, it is globally criticized for being computationally intensive; therefore, integrating it in IoT systems with limited resources is not an easy task. This paper suggests an alternative paradigm for IoT networks in edge computing environments based on homomorphic encryption-based privacy preservation framework (HEPPF), thereby fulfilling this significant requirement [5].
The central idea of HEPPF is to provide secure data analysis from the edge while not sacrificing user privacy. For the majority of Internet of Things applications, the proposed design will be light-weight, scalable, and extensible. HEPPF avoids the privacy issues in traditional methods since data is stored encrypted not only during computation but also during transmission [15]. Driven by the need to achieve a balance between privacy and performance, HEPPF Enhancing the limited functionality on edge nodes, the system integrates efficient data processing algorithms, tailored key management systems, and optimal homomorphic encryption methods [7]. These are integrated to provide real-time, secure data processing functionality without compromising system responsiveness or computational efficiency. 
Moreover very important for the proposed strategy is its practical applicability. Many IoT systems where low-latency processing and data sensitivity are key analyze HEPPF. These include health monitoring systems where personal biometric data must be reviewed without exposure and smart grid systems where user consumption data calls for protection against unauthorized access [22]. These simulations indicate that HEPPF maintains approximately same performance levels with typical edge computing designs while significantly increasing privacy.  In the current landscape of secure IoT installations, HEPPF basically satisfies a fundamental need. Including homomorphic encryption into edge computing architectures changes the IoT network privacy benchmark. This work not only addresses present weaknesses but also offers a foundation for further studies on edge intelligence preserving privacy. 
Contribution of this paper,
· The paper introduces HEPPF, a novel architecture allowing secure processing of encrypted IoT data by combining homomorphic encryption with edge computing. This system ensures that data remains private all through its lifecycle even while processing. 
· HEPPF manages edge device resource limits by use of lightweight encryption mechanisms and effective data processing approaches. These advances allow homomorphic encryption to be used in real-world IoT-edge environments free from unnecessary processing load. 
· Realistic Scenario Evaluation and Validation: Data privacy preservation, latency minimizing, and system performance maintenance of the framework is evaluated using example IoT usage scenarios. The findings support the viability of HEPPF as well as their wide applicability in situations sensitive to privacy.
The upcoming section is as follows: section 2 deliberates the related works, section 3 examines the proposed methodology, section 4 describes the results and discussion and section 5 concludes the overall paper work.
2. Related work
This paper provides new privacy-preserving methods integrating homomorphic encryption, blockchain, and edge computing to safeguard data in federated learning, healthcare, IoT, and edge computing systems. These techniques devoid of exposing private data provide secure data flow, computing, and aggregation. 
This paper presents a privacy-preserving federated learning system integrating homomorphic encryption with a trust chain. The framework provides encrypted data flow and aggregation, thereby maintaining privacy all along the learning process. The trust chain tracks system dependability by means of visible and unchangeable data processing stages. Homomorphic encryption makes computations on encrypted data feasible that ensure no private information is exposed [9]. By use of edge computing nodes, the method lowers overhead and enhances computational efficiency. The experimental results on the MNIST dataset show that in performance our framework surpasses the traditional federated learning approach (FedAvg). 
This paper proposes lightweight data privacy-preserving homomorphic encryption based on blockchain architecture for edge computing. The blockchain increases security by ensuring distributed data storage and immutable transaction recording. Maintaining encrypted form [17], the homomorphic encryption method guarantees secure data flow between edge nodes. Using ciphertext, this method also allows one to verify transaction validity and legality. Simulations reveal that the proposed approach effectively encrypts data flow and has considerable potential for privacy-preserving applications in edge computing. 
This paper proposes the Edge-Based Privacy Preserving Approach (EBPPA) for security of private healthcare data. It protects medical data using homomorphic encryption, therefore enabling computations on encrypted data without decryption [11]. Secret sharing assures even greater dispersion of computations across many edge nodes by hiding the activities and restricting access by untrusted cloud servers. Edge nodes' computational capability enables the method to reduce latency and improve processing efficiency for healthcare data. Validating the idea, comparative analysis reveals superior data privacy protection and integrity than present methods. 
This paper offers the IoT a light-weight privacy-preserving technique by use of homomorphic encryption. The proposed method protects sensitive data by allowing computations on encrypted data and thereby reduces exposure to unreliable outside cloud servers [21]. Computationally efficient homomorphic algorithms are intended to protect consumer and data owner privacy in Internet of Things applications by means of computational efficiency. In the framework of IoT networks, where sensitive data is constantly sent and managed, testing results show that the proposed approach basically prevents privacy breaches, therefore it is a practical technique for privacy protection. 
Table 1: Overview of existing method
	Method Name
	Key Techniques
	Main Focus/Contribution
	Key Advantage

	HEFT-Chain
	Homomorphic Encryption, Trust Chain, Federated Learning
	A privacy-preserving federated learning framework combining homomorphic encryption with a trust chain to ensure data privacy during aggregation and transmission.
	Outperforms traditional FedAvg in performance, maintains data confidentiality with an added transparent trust layer.

	BLHE-Edge
	Blockchain, Homomorphic Encryption, Edge Computing
	Combines blockchain for distributed storage and homomorphic encryption for secure data transmission in edge computing environments, protecting data privacy.
	Guarantees secure encrypted data transmission and verification, leveraging blockchain's decentralization.

	EBPPA
	Homomorphic Encryption, Secret Sharing, Edge Computing
	Secures healthcare data with homomorphic encryption and secret sharing, ensuring privacy during medical data processing in untrusted cloud environments.
	Enhances data privacy, reduces latency, and improves processing efficiency in healthcare systems.

	HE-IoT
	Homomorphic Encryption, IoT Data Protection
	A lightweight privacy-preserving scheme for IoT based on homomorphic encryption, protecting sensitive data while enabling secure computations in IoT networks.
	Prevents privacy breaches by allowing secure data processing without exposing sensitive information.



The proposed methods combine homomorphic encryption with blockchain and edge computing to protect private data in many fields. Every solution provides secure data processing, reduces latency, and enhances privacy compared to traditional methods in practical applications, therefore showing improved performance and efficiency.
3. Proposed method
The two graphs highlight how different the proposed HEPPF framework's privacy-preserving technique is from traditional IoT edge processing. While the second displays how homomorphic encryption secures data so that processing may take place free from decryption, the first figure highlights the shortcomings in decrypting data at edge nodes. This shift secures data privacy all through its lifecycle, therefore offering IoT networks—especially in sensitive areas like smart cities and healthcare—a safer and more efficient option.
[image: C:\Users\Sagar\Downloads\Paper 92 may 7-Page-1.drawio.png]
Figure 1: Privacy at Risk: Traditional Edge Processing Flow
Figure 1 displays the conventional method of IoT data processing in surrounds of edge computing. Data collected from IoT devices is then sent to the edge node first encrypted using traditional methods—e.g., AES. To allow processing, however, the data must be encrypted at the edge, therefore generating a critical vulnerability point. Should the edge node be compromised, attackers might have easy access to the encrypted data, therefore compromising privacy. This approach compromises data confidentiality even if it speeds up processing as sensitive data is revealed during computation. Processing unprotected data at the edge increases the risk of data breaches in real-time IoT systems, hence this picture stresses the key security vulnerability the proposed HEPPF design is aimed to remedy. 

Equation (1) guarantees secrecy during edge-based processing  and reflects operation on encrypted data . It homomorphic operations enable safe computing where parameters , and secured variables  preserve data privacy.
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Figure 2: Secure by Design: HEPPF Privacy-Preserving Flow
Figure 2 shows a secure data processing model of the HEPPF architecture. Unlike typical methods, HEPPF employs homomorphic encryption at the IoT device level, therefore allowing encrypted data to be sent and processed directly at the edge node without decryption. From data gathering to computation to result transmission all through the lifecycle, this assures data privacy. Deciphering the final outcome calls only approved users. Eliminating simpletext exposure at the edge helps HEPPF greatly reduce the data breach and unauthorized access risk. Perfect for privacy-sensitive IoT applications like smart homes, healthcare, and industrial monitoring, the design emphasizes HEPPF's main advantage: ensuring end-to- end secrecy while allowing real-time edge analytics. 

Equation (2) describes  a safe data fusion procedure  within the HEPPF system, in which a homomorphic function  linearly combines  and handles encrypted inputs $y$ and $z$.
The illustrations illustrate the main differences between the proposed HEPPF architecture and traditional IoT edge data processing. The first graph illustrates the privacy issues related to edge decryption of data, therefore exposing it to prospective breaches. The second picture demonstrates how homomorphic encryption allows computations at the edge free from decryption while preserving data security. This is a required solution as it dramatically enhances security and privacy for real-time, privacy-sensitive IoT applications.
4. Result and Discussion
Edge computing and IoT have made data privacy a main processing issue. Conventional techniques raise data breach susceptibility as they necessitate decryption at edge nodes. The homomorphic encryption-based HEPPF framework for safely processing data without disclosing it is presented in this study. Comparative study and real-world assessment help HEPPF to exhibit better privacy protection, computational efficiency, and pragmatic application in sensitive IoT environments like smart infrastructure and health monitoring.
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Figure 3: Analysis of resistance to data breaches 
Figure 3 shows the resilience of the suggested HEPPF architecture against IoT edge-based encryption data incursions. With a high resistance rate of 93.86%, HEPPF beats traditional encryption methods in which data must be decoded before processing, the study states. Mostly responsible for this great degree of secrecy is homomorphic encryption, which allows calculations on encrypted data without disclosing anything. The findings verify that by maintaining data secrecy even in the face of possible hazards at the edge, HEPPF offers significant privacy protection in real-time IoT applications. 

Equation (3) shows where encrypted data  and  are safely handled using function  to calculate dynamic parameters like . This permits ongoing, privacy-preserving changes in edge calculations free of Analysis of resistance to data breaches.
Table 1: Comparison of Privacy Preservation Techniques
	Technique
	Data Remains Encrypted During Processing
	Decryption at Edge
	Privacy Risk Level
	Suitability for IoT

	Traditional Encryption (AES)
	No
	Yes
	High
	Medium

	Fully Homomorphic Encryption
	Yes
	No
	Very Low
	Low (High Overhead)

	Partially Homomorphic Encryption
	Partial
	Partial
	Medium
	Medium

	HEPPF (Proposed Method)
	Yes
	No
	Very Low
	High



Table 1 contrasts many approaches of privacy protection used in IoT-edge systems. It shows how by allowing encrypted data processing without decryption at the edge, the proposed HEPPF architecture beats conventional and partly homomorphic encryption techniques. Thanks to its small weight and secure construction, HEPPF presents fairly low privacy risk and great fit for IoT devices.

Equation (3) shows where encrypted information  and  are safely handled using function to calculate dynamic variables like  and . This permits ongoing, privacy-preserving changes in edge calculations free of decryption of privacy preservation.
Table 2: Performance Metrics of HEPPF Framework
	Metric
	Value
	Benchmark Value (Traditional Method)

	Data Breach Resistance
	93.86%
	72.40%

	Average Processing Latency
	185 ms
	210 ms

	Encryption/Decryption Overhead
	9.2%
	16.5%

	Edge Node Resource Utilization
	68% CPU, 60% RAM
	75% CPU, 68% RAM

	Secure Query Execution Rate
	96.3%
	83.5%



Table 2 compares HEPPF Framework performance versus conventional encryption techniques. Shorter processing latency, reduced overhead, more resilience to data invasions, HEPPF effectively uses edge resources. These numbers confirm the applicability and efficiency of the framework for real-time IoT applications needing great privacy.

Maintaining safe computation aggregation  and differential scaling, equation (5) shows a homomorphic  mixing of encrypted transmission vectors  and  within the HEPPF framework.
Table 3: Use Case Evaluation – Smart Health Monitoring
	Parameter
	Without HEPPF
	With HEPPF (Proposed)

	Patient Data Exposure Risk
	High
	Very Low

	Computation Time per Record
	135 ms
	160 ms

	Privacy Compliance Score (out of 10)
	6.3
	9.5

	Number of Successful Attacks
	5 (out of 100)
	<1 (out of 100)

	Data Integrity Validation Rate
	89.2%
	98.7%



Table 3 assesses HEPPF with respect to smart health monitoring. It reveals a significant drop in patient data exposure and attack success rate even with suitable computation time. In sensitive, real-world IoT systems, HEPPF demonstrates value by increasing data integrity validation and improving privacy criteria compliance. 
Examining HEPPF across three main tables shows the level of edge IoT data security. HEPPF drastically reduces privacy concerns unlike current techniques by storing data in encrypted form throughout processing. Its 93.86% resistance against data breaches results from very little resource overhead and great compliance in relevant practical use cases. Given improved security and performance, privacy-sensitive edge computing environments appear to be a reasonable and scalable solution in real-time.
5. Conclusion
The HEPPF, a novel method of IoT data privacy within edge computing environments, is introduced herein. Homomorphic encryption allows HEPPF to process encrypted information, thus eliminating the need for decryption at vulnerable edge nodes. This guarantees continuous data secrecy and lowers privacy breach risk considerably, hence meeting a fundamental prerequisite in real-time IoT applications. Through comparative investigation and use case assessment, HEPPF operated better in preserving privacy; it achieved a 93.86% resilience to data breaches while having small latency and effective consumption of resources. In a scenario of smart health monitoring, the system guaranteed compliance with privacy laws and minimized exposure of patient data, thereby proving its viability in practice. By interweaving unblemished cryptography with processing methods appropriate for resource-constrained edge devices, HEPPF achieves a balance that in conventional encryption systems can sacrifice either privacy or economy.
The majority of IoT use cases rely on privacy protection thus the framework provides a secure, flexible, scalable solution. Overall, HEPPF bridges an enormous gap in secure edge computing and sets the stage for more standardized IoT systems. It provides rationale for further research into smart, privacy-sensitive computing systems that may coexist with IoT technologies. Future research will focus on enhancing the processing speed of HEPPF through hardware-accelerated cryptographic components such as secure enclaves using FPGA-based encryption.
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