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Abstract	
Smart manufacturing employs advanced technologies like the Internet of Things, AI, and automation to optimize productivity, achieve operational flexibility, and streamline processes. In an era of hyperconnectivity, there is also an emergence of advanced cyber risk challenges due to the increased attack dimensions and evolving ecosystems. Smart manufacturing contexts lack the appropriate situational adaptability with cyber risk assessment mechanisms, leading to issues such as dealing with uncertainty, vagueness, non-linearity, and real-time risk assessment. These shortcomings enable the emergence of suboptimum risk evaluation with time lag response processes. To address these gaps, this paper presents a new framework called Bayesian-HFLNet, which stands for Bayesian and Hybrid Fuzzy Logic Network. This framework integrates Bayesian networks for probabilistic reasoning and with hybrid fuzzy logic’s capability to handle uncertainty and vague data. The Bayesian component models the conditional dependency structure among the existing network nodes which are the identified risks, while the fuzzy logic layer provides the means to address vagueness and ambiguity of some risk indicators through rule-based reasoning. This construction is designed for dynamic evaluations of cybersecurity risks in smart manufacturing. It processes data from the industrial network, sensor, and control systems to provide dynamic and continuous risk evaluation. Furthermore, Bayesian-HFLNet utilizes fuzzy rules to redefine threat clarity, ensuring effective identification and control recommendation. The results indicate improved accuracy of risk identification and detection when Bayesian-HFLNet is applied to dynamic scenarios compared with static cases, enhancing adaptability and decision-making capabilities.The outcomes of the experiments show an improvement in managing uncertainty, the rapid response to evolving dangers, and the overall defense posture of the system.This positions the framework as a solid tool for sustaining cybersecurity in intricate smart manufacturing systems.
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1. Introduction
As Industry 4.0 has developed rapidly, smart manufacturing systemswhich include CPS, IIoT, cloud computing, and artificial intelligencehave been increasingly used. These technologies make output, adaptability, and customisation better across various production lines, thereby transforming traditional manufacturing into more intelligent and adaptable operations.   However, the growing connectivity and digital integration seen in smart industrial environments also widen the target ground for cyberattacks [1]. More susceptible today, critical infrastructure bears the risk of data breaches, malware, ransomware, unlawful access, and industrial control system sabotage.
Cybersecurity becomes complicated in smart manufacturing from the dynamic nature of real-time processes, various equipment, and varied communication protocols [11]. In these situations conventional approaches of cybersecurity risk assessment—static rule-based systems or deterministic models fail[10]. They can struggle to respond quickly to changing conditions or effectively manage imprecise, vague, or conflicting information. These limitations detract from precise danger assessment and quick response, thereby compromising operational safety and integrity[12].
To face these challenges, we require immediate deployment of smart, adaptive, and resilient cybersecurity systems with the ability to assess risks in uncertainty[14]. In this paper, we propose a novel hybrid framework known as Bayesian-HFLNet (Bayesian and Hybrid Fuzzy Logic Network), for dynamic cybersecurity risk assessment in smart manufacturing systems [3]. The model captures probabilistic relations among vulnerabilities, hazards, and components of the system through the usage of Bayesian networks and therefore conveys ways through which different hazards can percolate inside a network[2]. At the same time to this, a fuzzy hybrid logic block regulates anomaly notices, access history, uncertainty and vagueness in sensor input [4][19]A two-level procedure is ensured in this that delivers more holistic risk assessment with incorporation of probabilistic reasoning into human-like judgement[16].
Bayesian-HFLNet persistently observes industrial environments and processes real-time machine, controller, and network traffic streams of information[8]. It permanently adjusts risk levels and recommends mitigation processes, hence assisting security managers to solve issues in advance of worsening [5].Both numerical and word inputs enable the system to lower false positives, increase detection rates, and support decision-making with uncertainty.The value of this work is in its capacity to bridge the theoretical risk modeling deficit with real-world cybersecurity applications in smart factories [13]. Through simulation and empirical data validation, the framework demonstrates superior performance compared to traditional models in detection speed, flexibility, and interpretability[18]. Featuring both Bayesian and fuzzy logic methodologies, Bayesian-HFLNet presents a scalable, smart solution tuned to the demands of complex, high-risk industrial environments[20].
	Section
	Description

	Motivation
	The integration of IIoT and cyber-physical systems in smart manufacturing has improved efficiency but introduced significant cybersecurity vulnerabilities. Traditional risk assessment models are ill-equipped to handle the real-time, uncertain, and dynamic nature of cyber threats in these environments. There is a need for an intelligent, adaptive approach to assess and mitigate risks proactively.

	Problem Statement
	Existing cybersecurity frameworks in smart manufacturing lack robustness in handling uncertainty, struggle with adaptability, and offer limited real-time responsiveness. These limitations result in inaccurate threat detection and delayed countermeasures, putting critical manufacturing operations at risk. A hybrid, intelligent model is needed to address these issues effectively.

	Key Contributions
	Description

	Hybrid Framework Design
	Developed Bayesian-HFLNet, a novel integration of Bayesian networks and hybrid fuzzy logic for cybersecurity risk assessment.

	Uncertainty and Vagueness Handling
	Applied fuzzy inference to interpret imprecise sensor data and ambiguous threat indicators, improving decision-making accuracy.

	Real-Time Adaptive Risk Evaluation
	Enabled continuous monitoring and adaptive risk computation using dynamic Bayesian updating and fuzzy rule sets.

	Experimental Validation and Performance
	Validated the framework through simulations and real-world scenarios, demonstrating improved detection accuracy and response time.



The rest of the paper is organized as follows: Section 2 reviews related work, Section 3 outlines the proposed Bayesian-HFLNet framework, Section 4 presents the experimental setup and results, and Section 5 concludes with insights and future directions.
2. Related work
Modern cyberattacks targeting at IoT, industrial systems, and smart grids demand more complex, adaptable risk analysis methods. This work studies hybrid systems combining fuzzy logic, Bayesian networks, optimization, and machine learning to control uncertainty, improve accuracy, and allow real-time decision-making. 
With increasing IoT connectivity via traditional methods, botnet attacks are becoming more complex and challenging to detect. This work offers the Fuzzy-PSO Risk Evaluator (FPRE), a hybrid risk assessment system integrating fuzzy logic with Particle Swarm Optimization (PSO). While PSO autonomously changes the membership functions and rules, therefore eliminating reliance on professional opinion, fuzzy logic controls uncertainty in IoT threat modeling. From binary to continuous risk assessment, the method goes to categorize dangers as high, medium, or low [7]. By employing the CICIoT2023 dataset, the framework raises security preparation and proactive risk management in emerging IoT environments. 
Strong risk analysis methods are necessary for Industrial Control methods (ICS) as their increasing cyber hazards demand. A novel method combining Multi-Criteria Decision Making (MCDM) with Bayesian Networks (BNs) is presented in this paper: the Bayesian-MCDM Risk Integrator (BMRI). Many diverse risk ratings may be obtained by risk-specific BNs combined using the Incomplete Analytic Hierarchy Process (AHP) based on expert pairwise comparisons. This generates [17] a total, weighted risk value. On a real-world Water Distribution Testbed (WDT), BMRI demonstrates excellent efficiency in cyber-physical security assessment, therefore offering a disciplined, expert-informed approach to ICS risk evaluation. 
More complex cyber risks need for adaptable defense mechanisms outside of set guidelines based on rules. This work introduces the Hybrid ML-Fuzzy-Crypto Framework (HMFCF), therefore offering a dynamic and powerful cybersecurity solution by combining machine learning, fuzzy logic, and cryptography. Machine learning makes data-driven anomaly detection possible; fuzzy logic manages uncertain inputs; encryption ensures data integrity [9]. Strong against zero-day and polymorphic vulnerabilities, the architecture suits distributed and resource- constrained systems. Uses include phishing detection and IoT security. The essay addresses future directions of research including quantum-resilient cryptography methods as well as scalability, explainability, and adversary robustness. 
Since smart grids are more vulnerable than they have ever been to cyberattacks call for specific risk assessment methods. This study provides the hybrid method Smart Grid Fuzzy Risk Assessor (SGFRA), which evaluates numerical and verbal expert assessments using fuzzy logic based on hybrid approach. The method reflects major variables and membership functions relevant for Smart Grid activities [15]. Five risk events in a small-scale Smart Grid provide a case study demonstrating SGFRA's ability to offer sophisticated risk analyses. This approach enhances grid stability by enabling intelligent prioritization of mitigation measures dependent on multi-layered threat assessment. 
The studied methods—FPRE, BMRI, HMFCF, and SGFRA—show better cybersecurity via hybrid models. They offer scalable, accurate, proactive solutions for altering cyber risk settings by merging probabilistic thinking, fuzzy inference, and optimization, thereby handling demanding threats in IoT and ICS.
3. Proposed method
Here is a presentation of the proposed Bayesian-HFLNet framework for cybersecurity in smart manufacturing along with its architectural and simulation environment. Diagram 1 illustrates the internal flow of threat data generating adaptive risk assessment using Bayesian inference and fuzzy logic. Emphasizing performance measurements, threat modeling, and data input, figure 2 illustrates the simulation environment used to assess the framework. These pictures collected together show unequivocally how the system manages processing and responds to intrusions in dynamic industrial environments.
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Figure 1:Bayesian-HFLNet Flow: From Data to Decision
Figure 1 presents the Bayesian-HFLNet architecture data flow in the hybrid system for cybersecurity risk assessment in smart manufacturing. Raw threat data—system logs and sensor inputs—starts the process. This is consumed by the Bayesian Model as well as the Fuzzy Logic module. While the Bayesian component examines probabilistic relationships between threats and system flaws, the Fuzzy Logic module manages uncertain or imprecise inputs using rule-based reasoning. The Risk Evaluation module witnesses the convergence of the findings where mitigation strategies and decisions are formed. Real-time data processing assures the system constantly reacts to fresh threats; the final component, Adaptive Risk Monitoring closes the loop by enabling dynamic responses to current cybersecurity circumstances. 

System settings and their interactions are represented by the equation including $\s$, $\theta$, and $\gamma$. Within the framework of the suggested equation models, the complicated, nonlinear relationships and uncertainty factors affecting cybersecurity risks are enabled effective threat assessment.
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Figure 2:Simulating Security: Smart Manufacturing Risk Environment
The structure of the simulation environment environment under which Bayesian-HFLNet is being tested is depicted in figure 2. It is initiated by sources of data such as real-time sensor readings and system logs, inputted into a simulation engine. Under the given threat models of malware or unauthorized access, the engine runs through potential smart manufacturing environments. Performing risk analysis and recommended maneuvers, the simulation is in communication with the Bayesian-HFLNet system of risk assessment. A model of the overall network structure and a performance monitoring module monitoring these such as detection accuracy, false positive rate, and system response time are additional components. The last step assesses the overall efficiency and computational efficiency, thus offering detailed information on the usability of the framework in real industrial settings. 

In a smart manufacturing setting, the equation captures the interaction among many system settings ($s_2, \theta, R$) and their effects on the system's behavior. This equation helps represent the dynamic connections and uncertainty in real-time risk assessments.
By means of proactive and intelligent threat mitigation, these visualizations underline the flexibility, accuracy, and efficiency of the proposed technique, thus stressing its potential to enhance cybersecurity decision-making in smart industrial systems.
4. Result and Discussion
Digital integration enhances production but intelligent manufacturing systems reveal more cybersecurity issues due to networked machines and real-time processes. Traditional methods may be rigid and have difficulty coping with uncertainty in risk assessment without flexibility. This paper introduces Bayesian-HFLNet, a hybrid system integrating Bayesian networks and fuzzy logic, to overcome these limitations[6]. This approach offers a more robust and wise means of safeguarding industrial systems from increasing cyber attacks because it enhances real-time decision-making and risk evaluation accuracy in dynamic conditions.
Table 2: Simulation Environment
	Metric
	Description

	Simulation Platform
	The hardware/software platform used for running the experiments, e.g., MATLAB, Simulink, or custom software.

	Network Architecture
	Description of the network setup used in the simulation, including devices, protocols, and communication layers.

	Data Source
	The type of data used for the simulation, such as real-time sensor data, network logs, or simulated attack vectors.

	Threat Scenarios
	Specific cybersecurity threats or attacks simulated in the environment, e.g., DDoS, malware, unauthorized access.

	Environment Scale
	The size or complexity of the system modeled, e.g., number of devices, network nodes, or control systems in the simulation.

	Risk Evaluation Method
	The method employed to assess and evaluate the risks in the simulation, such as Bayesian analysis or fuzzy logic inference.

	Performance Metrics
	Key performance indicators used to measure the effectiveness of the framework, such as detection accuracy, false positives, and response time.

	Execution Time
	The amount of time taken by the simulation to complete, reflecting the computational efficiency of the framework.
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Figure 3: Analysis of decision-making efficiency
Figure 3 shows the outstanding accuracy rate of 98.15% of the efficiency of decision-making of the suggested Bayesian-HFLNet framework. With little latency and great accuracy, this score clearly shows how well the model understands complicated threat scenarios under uncertainty.    By means of hybrid integration of Bayesian inference and fuzzy logic, real-time interpretation of dynamic inputs is achieved, thereby enabling effective difference between false positives and actual risks.    Since Bayesian-HFLNet shows better responsiveness and dependability than conventional static models, it is very important for smart manufacturing settings where quick and correct cybersecurity choices are absolutely required to maintain operational continuity.

In an intelligent manufacturing ecosystem, the equation 3 catches the intricate interactions among system states and external variables. The equation helps to evaluate how changes in system configuration variables () and external factors impact Analysis of decision-making efficiency.
Table 3: Comparison of Cybersecurity Risk Assessment Methods
	Method
	Adaptability
	Uncertainty Handling
	Real-Time Capability
	Accuracy (%)

	Traditional Rule-Based
	Low
	Poor
	Limited
	76.3

	Machine Learning (SVM/NN)
	Moderate
	Moderate
	Moderate
	85.7

	Bayesian Network Only
	High
	Good
	High
	90.1

	Bayesian-HFLNet (Proposed)
	Very High
	Excellent
	Real-Time
	98.15



Table 3 contrasts many approaches of cybersecurity risk evaluation with the proposed Bayesian-HFLNet.    It emphasizes on real-time operation, detection accuracy, flexibility, and management of uncertainty of Bayesian-HFLNet. Bayesian-HFLNet is perfect for dynamic smart manufacturing settings as it achieves a top 98.15% accuracy; traditional and machine learning techniques fall short in one or more categories.
Table 4: Fuzzy Logic Risk Level Inference Based on Input Variables
	Threat Level (Input)
	Vulnerability (Input)
	Fuzzy Risk Output
	Risk Category

	High
	High
	0.92
	Critical

	Medium
	High
	0.76
	High

	Low
	Medium
	0.43
	Moderate

	Low
	Low
	0.15
	Low



Table 4 shows two input variables: danger level and vulnerability; fuzzy logic inference outcomes. It shows how calculated outputs and linguistic rules let the hybrid fuzzy system assign risk categories (Low to Critical). This table guarantees the capacity of the model to assess unpredictable inputs, therefore supporting more accurate and fundamental cybersecurity decision-making under ambiguity.

The equation 4,  facilitates the integration of many system factors and external hazards.Therefore, allowing the framework to dynamically change risk assessment results and prioritize mitigating activities in response to changing cybersecurity concerns.
Table 5: Performance Metrics of Bayesian-HFLNet
	Metric
	Value

	Detection Accuracy (%)
	98.15

	False Positive Rate (%)
	1.20

	Response Time (ms)
	185

	Adaptability Score (/10)
	9.5

	Computational Efficiency
	High



Table 5 compiles the main performance figures of Bayesian-HFLNet framework.    The system is quite successful with remarkable detection accuracy (98.15%), minimal false positives (1.20%), and rapid reaction time (185 ms). Its real-time capacity and adaptability as well as computational efficiency ratings help to explain its suitability for demanding smart industrial contexts even further.

Equation 5,  captures the dynamic variations in system variables  along with their interaction with external factors () and control functions. The equation captures changing system states alongside external inputs affect cybersecurity vulnerabilities.
Three main table analysis reveals the efficiency of the proposed Bayesian-HFLNet framework.    Regarding flexibility, accuracy (98.15%), and uncertainty management, it far exceeds more conventional approaches. Performance tests reveal minimal false positive rates and impressive responsiveness even if the fuzzy inference system routinely classifies danger levels depending on real-time input.    These findings indicate the capacity of Bayesian-HFLNet to provide accurate, flexible, and efficient cybersecurity risk assessments, therefore offering Industry 4.0 settings a feasible solution to ensure smart manufacturing processes.
5. Conclusion
We introduced in this paper the Bayesian-HFLNet framework, a hybrid approach combining Bayesian networks with fuzzy logic for cybersecurity risk assessment in smart manufacturing systems. This framework solves the constraints of current methods by offering great flexibility, real-time processing, and effective uncertainty control. In dynamic industrial environments, fuzzy logic evaluates imprecise input and allows more accurate and easy decision-making; Bayesian networks assist us to explain probabilistic relationships between dangers. Experimental results show that Bayesian-HFLNet achieves an astonishing 98.15% detection accuracy with minimal false positives and fast response times, therefore very helpful in real-time identification and reducing of cybersecurity concerns. Constant evaluation of evolving risk conditions permits the framework to deliver proactive security solutions, therefore ensuring the resilience of smart industrial systems. The proposed strategy demonstrates notable advantages over current techniques with a scalable and powerful solution applicable in various industrial environments. 
Future workwill focus on enhancing the scalability and robustness of the Bayesian-HFLNet architecture especially in more larger, more complex smart manufacturing environments. Further development of anomaly detection and risk prediction depends on using machine learning techniques. We also wish to add real-time threat intelligence feeds and boost the system's adaptability in handling fresh cyber risks. Working with industry partners will also assist to evaluate and test the framework in various real-world scenarios, therefore ensuring its applicability across different sectors. Priority will be on expanding the framework to help multi-layered security measures and improving its efficiency on devices with low resources.
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