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Abstract
With the era of digital transformation, intelligent cities make use of networked systems to maximize urban efficiency, one of which is smart traffic management. As more systems are based on real-time information and wireless communications, they are more vulnerable to cyber attacks. Existing intrusion detection systems are typically inadequate in thoroughly analyzing sequential data or identifying complex attacks in real-time, hence leaving vulnerabilities in intelligent transportation infrastructures. Standard models, especially those that are not temporally aware, do not identify intricate, time-based anomalies that attackers leverage. In order to overcome these challenges, this paper introduces the STAB framework – Smart Traffic Management Systems using Bi-LSTM-Based Anomaly Detection Framework. The presented approach utilizes a Bidirectional Long Short-Term Memory (Bi-LSTM) neural network to inspect bi-directional interdependencies in traffic communication data to enable the identification of subtle and time-variant intrusion patterns. Experimental results on benchmark smart traffic datasets show that STAB possesses higher detection accuracy and lower false positive rates than traditional intrusion detection systems. The framework proves effective in identifying complex attacks, ensuring safer and more robust traffic management in the context of evolving smart city environments.
Keywords: Smart Cities, Cyber Resilience, Bi-LSTM, Intrusion Detection, Smart Traffic Management, Anomaly Detection, STAB Framework, Deep Learning, Network Security, Intelligent Transportation Systems.
1. Introduction
Emerging from the quick growth of digital technology and the explosion of the IoT are smart cities—urban environments using connected systems to optimize resource management, expand public services, and improve the quality of life. Among the main components of smart cities, smart traffic management systems stand out as absolutely essential for maintaining efficient urban mobility, reducing traffic congestion, and assuring road safety [1]. These systems largely rely on constant data flow among sensors, vehicles, and centralized controllers to provide real-time traffic decisions [12]. However, the incorporation of cyber-physical systems into traffic control has also resulted in significant flaws, therefore endangering the infrastructure to a range of assaults [11]. 
Strong cybersecurity defenses become increasingly more crucial as smart traffic systems are more complex and powered by data. Cyber attackers may utilize weaknesses in IoT devices, data protocols, or communication channels to launch multiple attacks including DoS, data spoofing, and false data injection [13]. Such strikes might substantially affect traffic flow, cause accidents, and erode public trust in smart city systems [3]. While several traditional IDS have been proposed to safeguard smart infrastructure, their reliance on shallow learning techniques or static rule-based models results in their regular failure in identifying complex and time-sensitive threats [2][19]. 
To get around these limitations, deep learning-based techniques able to capture temporal patterns and contextual correlations in traffic data are receiving more and more interest [4]. Among these, Bi-LSTM networks have shown quite good performance for sequence modeling challenges [14]. Bi-LSTM networks may learn from past and future time steps by processing input in both forward and backward directions, hence enhancing their potential to detect complex, time-dependent anomalies in network activity [15].
In this sense, we propose the STAB framework to boost the cyber resilience of intelligent traffic systems [5]. Using the features of Bi-LSTM, the STAB framework rapidly and more accurately recognizes unusual trends in traffic communication data than more traditional models [16]. By embedding the model into traffic management units, STAB provides automatic mitigating actions include isolating susceptible nodes or rerouting traffic to guarantee service availability, therefore allowing real-time monitoring and detection of cyber threats [6]. The design is supposed to control many types of cyberattacks targeting at smart traffic systems, including false data injection, spoofing, and DoS, including false data injection, spoofing, and DoS Trained using labeled data imitating real-world traffic situations, it is evaluated using traditional performance metrics like false positive rate, detection accuracy, precision, and recall. The results reveal that the STAB framework substantially outperforms conventional IDS models in both operational efficiency and detection performance [17][20]. 
This paper presents the design, implementation, and evaluation of the STAB framework as a whole solution to raise the cybersecurity posture of smart city traffic systems. By combining modern deep learning technology into practical infrastructure, STAB not only addresses current security concerns but also creates the route for more strong and intelligent urban transportation systems moving forward [18].
Table 1: Motivation, Problem Statement, and Four Key Contributions 
	Section
	Content

	Motivation
	With the rise of smart cities, traffic systems are increasingly dependent on interconnected devices and real-time data exchange. However, this interconnectivity introduces significant cyber risks. Existing intrusion detection systems (IDS) often fail to detect advanced or time-based attacks, highlighting the urgent need for an intelligent and adaptive security framework.

	Problem Statement
	Traditional IDS methods used in smart traffic management systems lack the ability to accurately detect time-dependent and evolving cyber threats, such as data spoofing and coordinated DoS attacks. This results in delayed responses, high false positives, and compromised urban mobility and safety.

	Contributions
	Description

	1. Proposed Framework
	Developed STAB – a Bi-LSTM-based anomaly detection framework tailored for smart traffic systems to analyze sequential data and detect cyber-attacks in real time.

	2. Improved Detection
	Demonstrated that Bi-LSTM improves anomaly detection accuracy by capturing both past and future temporal patterns in network traffic data.

	3. Real-time Integration
	Integrated the detection model into a simulated smart traffic management environment for real-time monitoring and automatic threat response.

	4. Performance Evaluation
	Evaluated the STAB framework on benchmark datasets, achieving higher accuracy and lower false positive rates compared to conventional IDS approaches.



The upcoming section is as follows: section 2 deliberates the related works, section 3 examines the proposed methodology, section 4 describes the results and discussion and section 5 concludes the overall paper work.
2. Related work
Emphasizing SCNN-Bi-LSTM with Federated Learning for WSNs, IWOAFS-XAIAD for autonomous vehicles, ACAD-BMDL for CPS settings, and DNN-LSTM-IDS for IoT security, this paper analyzes creative approaches for cybersecurity stressing its strengths and limitations.
FL-SCNN-Bi-LSTM (Federated Learning-based Stacked Convolutional Neural Network and Bidirectional LSTM)
As the digital landscape shifts, cybersecurity concerns—particularly in Wireless Sensor Networks (WSNs)—have grown in relevance. As far as privacy protection and smart threat detection are concerned, traditional intrusion detection systems (IDSs) are difficult. Drawing inspiration from Federated Learning (FL), this paper suggests a novel Stacked Convolutional Neural Network and Bidirectional Long Short-Term Memory (SCNN-Bi-LSTM) model adapted to optimize intrusion detection performance and protect privacy [7]. The model identifies advanced cyber threats such as Denial of Service (DoS) attacks with exceptional detection performance of more than 99.9% accuracy and recall based on the WSN-DS and CIC-IDs-2017 datasets. The method significantly eliminates false positives, thus enhancing WSN security. 
IWOAFS-XAIAD (Improved Whale Optimization Algorithm-based Feature Selection with Explainable AI for Anomaly Detection)
Though they are relied upon by smart cities, autonomous vehicles (AVs) are susceptible to cyber-attacks, thus risking human lives [8]. For robust anomaly detection in AVs, this paper suggests an Improved Whale Optimization Algorithm-based Feature Selection with Explainable Artificial Intelligence (IWOAFS-XAIAD). Using feature selection and Z-score normalization assures efficient classification of anomalies by the method. The IWOAFS-XAIAD approach assures AV systems, improves the transparency of anomaly detection, and provides comprehension of categorization findings by use of an interpretable AI structure. Our innovative method significantly increases anomaly identification performance in autonomous driving circumstances.
ACAD-BMDL (Automated Cyberattack Detection using Binary Metaheuristics with Deep Learning)
Cyber-physical systems (CPSs) are becoming more significant, so prevention of cyber-attacks is rather vital [9]. This paper provides an Automated Cyberattack Detection using Binary Metaheuristics with Deep Learning (ACAD-BMDL) approach to raise security in CPS systems. Combining Z-score normalisation, Binary Grey Wolf Optimiser (BGWO) for feature selection, and Enhanced Elman Spike Neural Network (EESNN) for attack detection, the method The method achieves great accuracy, 99.12% with the NSLKDD2015 dataset and 99.36% with the CICIDS2017 dataset, surpassing existing methods in both performance and attack detection efficiency.
DNN-LSTM-IDS (Deep Neural Network and Long Short-Term Memory-based Intrusion Detection System)
Over its fast expansion, Node heterogeneity of the Internet of Things (IoT) has caused serious security concerns. This paper compares shallow and deep machine learning-based Intrusion Detection Systems (IDS) as well as specific IoT risks [10]. By evaluating models like Deep Neural Networks (DNNs), Deep Belief Networks (DBNs), and Long Short-Term Memory (LSTM), the article reveals that deep learning-based IDS trumps shallow models in recognizing IoT-specific threats. Using datasets such as NSL-KDD, IoT DevNet, and IoT Botnet, the study underlines the requirement of deep learning for effective security in IoT settings.
Table 2: Overview of Existing methods
	S. No
	Methods
	Advantages
	Limitations

	1
	FL-SCNN-Bi-LSTM
	High detection accuracy (99.9%), preserves data privacy, reduces false positives, detects complex attacks.
	Requires significant computational resources for federated learning, limited scalability.

	2
	IWOAFS-XAIAD
	Improves anomaly detection with explainable AI, enhances feature selection using Whale Optimization.
	Complex model may result in high computational cost, less interpretable in some cases.

	3
	ACAD-BMDL
	High accuracy in detecting cyber-attacks, integrates feature selection and optimization techniques.
	Requires large datasets, limited by feature selection performance, may struggle with real-time detection.

	4
	DNN-LSTM-IDS
	Outperforms shallow models in IoT environments, effectively detects IoT-specific attacks.
	Deep learning models may require extensive training data and computational power, sensitive to overfitting.


New intrusion detection methods introduced in the paper are DNN-LSTM-IDS for IoT, ACAD-BMDL for CPS, IWOAFS-XAIAD for self-driving cars, and FL-SCNN-Bi-LSTM for WSNs. In terms of computational requirements and scalability, these approaches have high accuracy and privacy protection.
3. Proposed method
The STAB framework and how it applies bi-lSTM-based anomaly detection to increase the security of smart traffic management. Beginning with data collection, threat detection, and automatic mitigation processes, the initial figure presents an overall overview of the STAB system. Highlighting the traffic data flow through preprocessing and Bi-LSTM neural network layers, the second figure highlights the basic anomaly detection process, thus allowing precise cyber threat identification. For smart city traffic systems, both schematics indicate proactive, real-time security actions.
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Figure 1: STAB Framework Overview for Smart Traffic Security
Figure 1 illustrates how the STAB Framework secures smart traffic control systems. It starts with collecting traffic information from a number of sources—such as sensors and vehicle communications. Next, the Bi-LSTM model for anomaly detection applies this information to detect potential cyberattacks such as DoS or spoofing. Once detected, real-time alerts are produced and automated countermeasures—such as diverting traffic or isolating affected nodes—sent off to safeguard the system. 

Equation (1) models a composite  recognition of anomalies function  where components like  and  capture ranked signal alterations  and deviation patterns across time.
	Pseudo-code for STAB Framework

	


































This pseudo-code demonstrates the control flow and logic structure of the STAB framework, emphasizing the role of if-else decisions in anomaly detection without delving into the neural network internals. 
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Figure 2: Bi-LSTM-based Anomaly Detection Process in STAB
Figure 2 illustrates how the STAB structure captures central anomalies. Traffic data are processed through a number of steps starting with preprocessing for standardization and feature selection. Preprocessed input is then passed to the bi-LSTM neural network where forward and backward passes are used to capture temporal relationships. The technique generates an anomaly detection signal to determine any cyberattacks, thus facilitating quick responses to ensure the security and efficacy of the smart traffic system. 

Under a constraint , equation (2) shows a conditional deviation threshold , where the degree of detection  is changed by subtracting an adjustment factor . 

Combining looking forward  and back  dynamics, equation (3) models the symmetrical historical anomaly  gradient representing  the dual-directional learning  of the Bi-LSTM.
The STAB architecture ensures robust, real-time security for smart city traffic management by correctly identifying and lowering cyber risks.
4. Result and Discussion
Based on connected systems, smart cities create increasing cybersecurity problems especially in traffic management. Advanced attacks are difficult for conventional IDS to detect, so security flaws follow. This paper provides the STAB architecture using Bi-LSTM-based anomaly detection to enhance traffic system resilience. Reaching 92.5% detection accuracy and reducing false positives to 17.82%, the system handles critical issues such DoS, data spoofing, and fake data injection, thereby exceeding conventional models.
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Figure 3: Analysis of false positive rates
The study of the false positive rate (FPR) helps one to assess the effectiveness of any intrusion detecting system. Following the proposed STAB framework, the Bi-LSTM model produced a false positive rate of 17.82% shown in figure 3. This displays a small degree of false alerts, although it is far less than standard machine learning-based IDS models, which may range beyond 25%. Even with some innocuous traffic misclassified as hostile, the 17.82% FPR indicates that the model still reasonably balances sensitivity with specificity. By reducing the FPR, hybrid models or threshold change will help to raise detection accuracy even further. 

Equation (4) specifies  the anomalous fluctuation measure as the variation in predictive, under impact of temporal changes , loss a part $l$, and adaptive dimensions  by analysis of false positive rates.
Table 3: Comparison of Detection Accuracy and False Positive Rates
	Model
	Detection Accuracy
	False Positive Rate (FPR)

	Traditional IDS
	85.3%
	25.6%

	Bi-LSTM-based STAB
	92.5%
	17.82%



Table 3 compares the STAB framework with usual IDS models. The STAB framework displays much lower false positive rate (17.82%) and higher detection accuracy (92.5%) than traditional models with an accuracy of 85.3% and an FPR of 25.6%. This demonstrates how effectively Bi-LSTM identifies cyber threats with less false alarms, therefore improving the performance of the smart traffic management system.
Table 4: Types of Cyber-Attacks Addressed by STAB Framework
	Type of Attack
	Description
	Detection Capability

	Denial-of-Service (DoS)
	Attack that overwhelms the system, causing service interruptions.
	Identified through traffic anomaly patterns and bandwidth spikes.

	Data Spoofing
	Attack that injects false data into the system.
	Detected by inconsistencies in data flow and message integrity checks.

	False Data Injection
	Insertion of manipulated or false data into traffic communication.
	Identified through pattern recognition in message timings and sequence anomalies.



Table 4 summarizes the many cyberattacks the STAB system is able to detect. It addresses false data injection—where modified data is introduced into the system—doS attacks, which overwhelm the system—data spoofing—where attackers inject false data—and Strong security for smart traffic systems is guaranteed by means of strong anomaly detection, traffic pattern identification, and message integrity checks, therefore identifying these hazards.
Table 5: Performance Evaluation Metrics for STAB Framework
	Metric
	Value

	Detection Accuracy
	92.5%

	False Positive Rate
	17.82%

	Precision
	94.1%

	Recall
	90.8%


Table 5 lists the primary STAB framework evaluation criteria. By effectively identifying anomalies, its 92.5% detection accuracy helps to lower false positive rates (17.82%). Other measures, such precision (94.1%) and recall (90.8%), show its capacity to precisely identify cyber threats without overwhelming the system with too many false alarms, so ensuring a balanced trade-off between sensitivity and specificity for real-time intrusion detection in smart traffic management. 

Equation (5) models the next state  as a function of an initial condition  and adjusts depending on parameters , and a decay term .
The STAB framework greatly improves smart traffic system security by means of Bi-LSTM-based anomaly detection. Its performance is superior than traditional IDS with a 92.5% detection accuracy and a 17.82% false positive rate lowered. The architecture guarantees dependable, real-time security for smart city traffic management systems by also effectively identifying cyber-attacks like DoS, spoofing, and false data injection. Evaluation parameters of precision (94.1%) and recall (90.8%) confirm its efficiency in lowering false alarms while maintaining good detection.
5. Conclusion
This study offers the STAB framework, a new Bi-LSTM-based anomaly detection system intended to improve smart city cyber resilience by means of smart traffic management systems. Using Bi-LSTM networks, the proposed system analyzes sequential traffic data thereby enabling time-dependent and complex cyber-attacks like False Data Injection, Data Spoofing, and DoS identification. STAB shows far better detection accuracy (92.5%) than traditional IDS models using past and future temporal patterns then may have significant false positive rates. With a false positive rate of 17.82%, the system offers a good compromise between sensitivity and specificity. Moreover incorporating the STAB model into real-time smart traffic systems enables quick threat identification and instantaneous responses to minimize the effect of cyber-attacks. With quite good accuracy (94.1%) and recall (90.8%), experimental data validate that the model outperforms traditional approaches. This study helps to improve the security of important smart city infrastructure, therefore increasing its resistance against developing cyberattacks. The scalable, pragmatic method STAB uses to protect urban transportation infrastructure makes safer and smarter cities possible. 
Future work will concentrate on dynamically shifting detection thresholds and expanding real-time reaction times using creative technologies like reinforcement learning, hence enhancing the STAB framework. Furthermore, the structure might be enlarged to manage more complicated, multi-layered cyberattacks in other spheres of smart cities beyond traffic control, like electrical networks and healthcare systems. Additionally helping to increase scalability and lower computational latency would be investigating hybrid deep learning models and using edge computing for localized data processing.
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