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Abstract--- Reachable without the aid of any intermediate layers, blockchain technology can be defined to be decentralized and immutable in nature. It enhances security and transparency in electronic (E-government) payment systems. With the addition of blockchain, the efficiency, traceability and security of citizen transactions with the government services get streamlined. Nonetheless, payment systems as they exist today are often plagued with centralization, data leakage, opaqueness, lack of efficiency and slow speed with respect to payment processing and auditing. This paper presents a new framework called Secure and Transparent Payments for Citizen Fees Paid for                                  E-Government Services with Tokenised Payment Mechanism on Public-Private Hybrid Blockchain (TPM-PPHB). The framework combines tokenized payments with a hybrid blockchain for privacy, traceability and secured data. Citizens use tokenized payments validated on a public ledger while sensitive data rests on a private chain. The method was tested using real-time simulation scenarios involving government fee transactions. Results show advanced levels of security, decrease in fraudulent behavior, improved clear visibility of funds, growing trust among users, achieving eligibility under the concept of digital governance pet unlimited access.
Keywords--- E-Government Services, Blockchain, Tokenized Payment Mechanism, Hybrid Blockchain, Secure Digital Transactions.
I. INTRODUCTION
The rapid digitization of public services has resulted in the acceptance of E-government systems designed to enhance citizen engagement, transparency, and service efficiency [1]. The collection of taxes, penalties, energy bills, and service fees, among other digital services that governments offer, revolves around efficient and secure payment methods. Payment systems are customarily digital and are based on remote access centralized databases which are susceptible to hacks, data manipulation, and unauthorized access [2]. A lack of transaction transparency, accountability, and auditability problems inherent in the payment systems also tend to erode public trust in government operations. Such problems may be addressed through the use of blockchain technology [3] [4]. This paper proposes a TPM-PPHB for Fee-Based E-Government Services E-Government services under a transparent and secure framework. The proposed solution utilizes blockchain’s distributed nature by integrating a private chain to shield citizen data with a public ledger for transaction visibility [5]. Tokenization, which turns monetary values into cryptographic tokens, enhances transaction security and enables the unobfuscated payment of fees without revealing sensitive personal or financial details [6]. The goal of the TPM-PPHB framework is to restore trust in digital governance by securing data integrity, enhancing transparency, and consequently minimizing the risk of fraud, data breaches, and unauthorized access in financial transactions between citizens and government [7].
The expanding use of e-government services necessitates rapid, highly secure, and transparent payment systems [8]. While governments work towards establishing confidence and operational efficiency, citizens prefer transactions being safeguarded against fraud, data leakage, and latency [9]. Blockchain technology offers solutions to address such requirements with its decentralized and immutable characteristics [10]. Tokenized payments and hybrid blockchain infrastructure are two ways digital payment systems could be modernized for citizens to privately and openly transact with diverse public services [11].
Presently, centrally-hosted e-government payment systems are exposed to data tampering, hacking, and even crashing. The confinement of auditing and transaction processing to a singular entity brings mistrust and shifts responsibility from the public, undermining confidence in the system. Sensitive data of citizens is also disclosed to privacy issues during online transactions. These deeply ingrained issues in contemporary digital payment systems underscore the need for a citizen-to government payment system that is open, secure, and privacy-friendly, while also capable of effectively managing interactions with citizens [12].
II. RELATED WORKS
The Related Works section discusses current developments in the use of blockchain technology to e-government services. It identifies attempts to enhance security, transparency, and efficiency in digital payments, verification of identity, and delivery of services while confronting deficiencies in centralized systems like data leakage, inefficiencies, and unavailability of cross-border interoperability of services [13] [14].
Peer-to-peer (p2p)
With the use of information and communication technology, the E-government commonly referred to as e-government, can provide the public with its services both transparently and in an efficient way. Technologies today, which include websites as well as electronic ID platforms, are predominantly centralized making them prone to cyber attack, for instance, malware, as well as distributed denial of service attacks. All these are liable to suffer single points of failures. The blockchain technology presents a decentralized alternative whereby one can store data that is secure, verifiable, and immutable across networks without having to depend on a third party to exert control. This improves both discretion and confidence. E-government frameworks that are built on peer-to-peer (p2p) [15] blockchain technology have been proposed in recent research as a means of enhancing system security and privacy via encrypted and distributed data management [16].
Hyperledger Fabric (HF)
The Notarial Office (NO), in charge of granting necessary certifications, still depends on paper papers from other government agencies and manual procedures utilizing which inefficiencies and annoyance result. Due to trust concerns and difficulties with cross-border services, it often rejects non-local papers; paper storage runs the danger of sensitive data leaks. Hyperledger Fabric (HF) [17] a blockchain-based solution was used to handle these issues. Smart contracts, supplementary ledgers handled various transactions, and encryption protected private data substituted manual activities, thereby improving performance over the conventional system in experimental assessments.
Istanbul Byzantine Fault Tolerance (IBFT)
From traditional cash transactions to online banking and e-wallets, the emergence of Internet technology revolutionized payment procedures such that transactions are faster and more convenient. Usage by users is rapidly increasing as demand for instant money transfer solutions grows. Contemporary internet payment systems, however, suffer from issues such as single points of failure, non-openness, insider threats, and grave security concerns. Based on the Istanbul Byzantine Fault Tolerance (IBFT) [18] consensus and enabling secure interface with banking systems, an India-specific, private, permissioned blockchain-based payment system is proposed to address these issues.
Balanced Network Topology (BNT)
Because of its benefits in traceability, openness, and immutability, blockchain technology is becoming more and more under consideration for government oversight of building activity (GSCW) [19] [20]. But the distributed character of blockchain contrasts with the essentially centralized governance structure of GSCW [21]. This paper presents a dual-layer blockchain concept and investigates a Balanced Network Topology (BNT) integrating decentralization with GSCW requirements [22] [23]. Built on HF with an incentive mechanism using design science approach and cross-sectoral learning from digital currency systems, the concept is Results reveal the approach provides privacy-preserving, tamper-proof, safe information exchange without interfering with current GSCW processes [24] [25]. 
III. PROPOSED METHOD
One possible solution is a TPM-PPHB that would make online payments to the government more transparent, secure, and private. Tokenization, smart contracts, and blockchain are used to solve problems with centralized systems. The digital services offered are instant, tamper-proof, and user-friendly.
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Figure 1: System Architecture of TPM-PPHB Framework for                       E-Government Payments
Figure 1 shows the general architecture of the proposed TPM-PPHB designed for open and transparent citizen fee payments. Users starting a service request through an e-government portal start the framework; the charge is computed and sent to the tokenizing module. From traditional cash transactions to online banking and e-wallets, the emergence of Internet technology revolutionized payment procedures such that transactions are faster and more convenient. Usage by users is rapidly increasing as demand for instant money transfer solutions grows. Contemporary internet payment systems, however, suffer from issues such as single points of failure, non-openness, insider threats, and grave security concerns. Based on the IBFT consensus and enabling secure interface with banking systems, an India-specific, private, permissioned blockchain-based payment system is proposed to address these issues. The requested service is provided once verified; the citizen gets a receipt and notice. This layered architecture is a strong answer for digital governance as it strikes a mix of auditability, privacy, and openness. By means of transparent, tamper-proof, secure interactions with government services, it strengthens public confidence.

The equation 1 shows the relationship between transaction interactions and security aspects in the blockchain architecture and . Its aim ecosystem the effects of several modifications, including quantity of transactions and security measures, payment systems.
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Figure 2: Token Lifecycle and Blockchain Interaction Process

The lifetime of a digital token and its interaction across public and private blockchains in the TPM-PPHB system is shown in Figure 2. The procedure begins when a citizen pays that initiates the tokenizing engine to produce a unique token related to their transaction. This token is stored on the private blockchain along with encrypted personal and payment information. The token transaction is also recorded on the public chain simultaneously for visibility and third-party auditability purposes. Subsequently, the government service is dispensed, the smart contracts make reference to both chains to validate the token validity and make payment. The token is noted as spent and entered in both chains for accounting after service delivery. This two-chain interaction preserves private data as private and still provides the openness necessary to ensure public trust. Notably for the ability to extend secure digital payment schemes in e-government usage, the token lifecycle model imposes security, traceability, and privacy.

The equation 2,  predicts blockchain share the fluctuation about transaction factors (). Its aim is to assess tokenized payment system for E-government services by means of dynamic elements including quantity of transactions () and payment profitability.
TPM-PPHB employs a hybrid blockchain to process citizens' payments securely through tokenized transactions. It facilitates automatic verification through smart contracts by balancing public transparency with private data protection. The improved efficiency, audibility, and privacy-preserving features of the system upgrade e-government payment systems, increase trust, and minimize fraud risks.
IV. RESULT AND DISCUSSION
The Result and Discussion section evaluates the performance of the proposed TPM-PPHB framework using key metrics such as transaction efficiency and privacy assurance. Comparative analysis against existing methodologies demonstrates the framework’s superiority in processing speed, data security, and system transparency, validating its effectiveness for secure e-government service payments.






Table 1: Comparison of Advantages and Disadvantages of Payment Systems in E-Government Services
	System
	Advantages
	Disadvantages

	p2p
	- Simple and decentralized- Low setup cost
	- High transaction latency- Limited scalability for large datasets

	HF
	- High transaction throughput- Flexible permission model- Strong community support
	- Complexity in setup and maintenance- Not fully decentralized

	IBFT
	- Consensus algorithm ensures high transaction security- Faster transaction finality
	- Limited scalability in large networks- Requires trust among participants

	BNT
	- Robust fault tolerance- Efficient consensus for smaller networks
	- Slower compared to other consensus models in large-scale operations- Requires complex management

	TPM-PPHB (Proposed)
	- Highest transaction efficiency- Superior privacy assurance- Secure and transparent payments- Scalable and efficient for large datasets
	- Complex implementation- Requires hybrid blockchain infrastructure- Higher computational cost


Table 1 presents a comparison of some payment systems assessed for e-government applications: p2p, HF, IBFT, BNT, and the newly suggested TPM-PPHB model. All the systems have some advantages and disadvantages. For instance, p2p suffers from poor scalability and latency in transactions but is still simple and decentralized. As much as its intricate setup and maintenance require, HF is highly flexible and throughput-oriented. IBFT, while offering speedy finality of transactions and strong security, is marred by the issue of scalability and participant trust. As much as it enjoys higher fault tolerance, BNT is harder to manage and performs more slowly in large networks. On the other hand, TPM-PPHB guarantees the best possible transaction efficiency while simultaneously protecting user privacy, making it the best choice for open and transparent E-government payments. The increased computational cost and complexity of implementation makes it more appropriate for systems with large-scale, high-demand requirements.

Analysis of Transaction Efficiency
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Figure 3: Analysis of Transaction Efficiency

Figure 3 compares transaction efficiency by five methods—p2p, HF, IBFT, BNT, and the proposed TPM-PPHB. The proposed TPM-PPHB system displays significant throughput and latency reduction compared to all others with a very high efficiency of 94.81 samples processed. TPM-PPHB exhibits consistent increases in all measures of efficiency compared to the next best (BNT at 90.87). Particularly in their lower-end samples—42.57 and 43.91 respectively—legacy models like p2p and HF fall behind. By means of its dual-chain design and smart contract automation, TPM-PPHB gains from which it reduces centralized or single-layer blockchain model bottlenecks. This emphasizes the scalability and adaptability of the concept for high demand e-government surroundings. The results prove that hybrid blockchain incorporation and token-based transaction verification significantly enhance system responsiveness, and thus TPM-PPHB is the most suitable alternative for efficient and secure public service charge management.

The equation 3 shows include elements of payment stability (), amount of transactions fluctuations, and the effect of security parameters (), ) on the efficiency of the system by analysis of transaction efficiency.

Analysis of Privacy Assurance
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Figure 4: Analysis of Privacy Assurance

Figure 4 illustrates a comparison between five payment methods' respective privacy assurances. With a top-end score of 91.38 samples, TPM-PPHB gets the maximum privacy performance over IBFT (87.48) and HF (84.96). Especially, it preserves better lower-bound privacy guarantee (49.36), which represents great minimal protection even under different circumstances. With lower-end values dropping below 43, traditional systems such p2p and BNT demonstrate lesser consistency and more sensitivity to data exposure. While ensuring traceability through the public ledger, TPM-PPHB secures private user data using encrypted token mapping and private blockchain layers. A critical requirement in government transactions, the technology ensures that the data is not accessed by illicit groups. The outcomes validate TPM-PPHB's ability to ensure integrity and confidentiality, thus eclipsing other models based solely on centralized or distributed architectures. Findings report overall that TPM-PPHB offers a robust privacy-preserving architecture suitable for modern e-governance systems.

With consideration for transaction volume (), transaction frequency (), and security factors (), the equation 4 defines distance and privacy settings (\ in the framework of blockchain transactions by analysis of privacy assurance.

Considering the effect of security factors () and purchases dynamics () the equation models the connection between safety parameters () in the blockchain system.
V. CONCLUSION
This study put forward a novel model named TPM-PPHB to enhance the security, transparency, and efficiency of the e-government payment system. Traditional e-government systems usually experience low transparency, centralized behavior, and potential security threats such as single points of failure. Utilizing a twin-layer blockchain architecture, the model overcomes these challenges effectively by combining blockchain technology, tokenization, and smart contracts. The private blockchain ensures data privacy, while the public blockchain ensures auditability and tamper-proof record keeping. Experimental results showed that TPM-PPHB significantly outperforms state-of-the-art solutions like p2p, HF, IBFT, and BNT in both transactional efficiency and privacy guarantee. The technology is suitable for government sensitive operations since it ensures robust security against data loss and minimizes transaction processing time. Smart contracts reduce the risk of fraud and manual intervention and allow automated verification and token life cycle management that give a seamless user experience. For the enhancement of public service payments, the proposed architecture thus offers a scalable, secure, and open solution. Future work should explore real-world implementation and integration with identity management systems to further improve user verification and service personalization in e-governance systems.
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