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Abstract--- IoT security needs to be strengthened as smart homes are more connected and prone to complex cyberattacks. One innovative approach to identify and lower negative behavior in IoT networks is prestige-based connection monitoring. However, by having restricted scalability, poor trust assessment, and vulnerability to node impersonation or penetration, existing methods might threaten the integrity of the network. This work proposes a Blockchain-based Reputation System (BC-RS) based dynamic and transparent node trust assessment to tackle these limits in order to avoid hostile node infiltration in smart home networks. By use of distributed ledgers, the BC-RS system assures tamper-proof integrity of reputation data, computes trust ratings, and records node interactions. The proposed method monitors node behavior, finds real-time harmful activity, and prevents untrusted nodes from network connection. Experimental analysis shows that the framework enhances network security by increasing trust score accuracy by 98.2%, reducing false positives in threat detection by 39%, and improving system resilience by 97.6%. These findings confirm the effectiveness of prestige-based tracking combined with blockchain in strengthening IoT security and ensuring safer smart home environments.
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I. INTRODUCTION
The IoT is changing the way to interact with the surroundings, especially in smart homes, where connected devices allow automation, convenience, and real-time monitoring [1]. From automated thermostats and light switches to surveillance cameras and voice assistants, IoT devices are increasingly a part of contemporary life [2]. As the number of connected devices increases, however, so does the surface area of potential cyber risks. Malicious parties will be able to take advantage of vulnerabilities in open IoT systems in order to illegally access, sniff out sensitive information, or even cause interruptions in vital household functionalities. It is therefore imperative that IoT networks, particularly smart homes, are secure [3]. Prestige-based connection tracking is a new way to strengthen IoT security that focuses on monitoring nodes for their trust based on behaviour and history of encounters. Unlike fixed security solutions, the dynamic model constantly reviews and recalculates the reputation of every device, thereby learning how to respond to changing threats [4]. Still, traditional trust-based systems have numerous major weaknesses. Usually opaque and non-scalable, they are easily manageable [5]. Furthermore more prone to single points of failure and maybe unable to manage the complexity of large-scale smart home configurations are centralized designs. These restrictions emphasize the necessity of a better, distributed, and creative solution for IoT security [6]. 
This study offers a fresh way BC-RS approaches these challenges. This method is aimed to avoid hostile node invasion in smart home networks by means of distributed ledgers to monitor and verify trust scores [7]. Every device interaction is continuously recorded on the blockchain, therefore guaranteeing auditability, transparency, and immunity to tampering [8]. The BC-RS architecture assigns dynamic reputation ratings to every node and runs constantly on watching communication behavior. Malicious or suspicious nodes lose trust value, which distances them from the network ultimately [9]. At last kicked from the network are compromised nodes [10]. Trusted nodes get more respect, and communication runs free and without dispute. It drastically lowers phishing, node impersonation, denial-of- service attacks [11]. Apart from improving the security posture of smart home IoT systems, the intended BC-RS design generates circumstances for more robust, self-sustaining, and intelligent security systems [12]. It provides a scalable approach to protect next-generation smart environments by means of distributed consensus and ongoing trust assessment [13]. 
Contributions:
· 2blockchain technology to monitor and confirm the trustworthiness of Internet of Things (IoT) nodes in real-time [14]. The immutable ledger allows for transparent and dynamic trust score computation and tamper-proof recording of node behaviour. 
· The suggested method enhances the detection of suspicious behaviours by continuously analysing node interactions and assigning adaptive prestige scores. This proactive security model effectively isolates nodes that are not trustworthy or compromised, preventing them from causing harm to the smart home network. 
· The experimental analysis shows that the proposed system improves trust score accuracy by 48% and reduces false positives in threat detection by 39%. These developments lead to higher system security standards.
The remaining of this paper is structured as follows: In section 2, the related work of IoT security is studied. In section 3, the proposed method is explained. In section 4, the result of the paper is discussed. Finally, in section 5 the paper is concluded with the future work [15].
II. RELATED WORK
Traditional centralized cloud systems are facing challenges from the exponential expansion of network data, which has led to the advent of edge computing. Still, problems like unreliable data storage and a lack of confidence persist [16]. In order to improve data quality, consensus efficiency, and security in edge and Industrial IoT contexts, Blockchain Technology (BCT) in conjunction with Machine Learning Algorithms (MLA) like Support Vector Machines (SVM) provides unique solutions [17].
Deep Learning Technology (DLT): Traditional centralized cloud computing data processing is facing enormous issues and constraints due to the exponential expansion of network data. The advent of edge computing technologies allowed for the resolution of this issue. Processing certain data at the edge may also enhance the user experience by bringing a quicker response, as it is closer to the user. Current edge computing systems, however, suffer from issues including insecure data storage and a lack of mutual confidence among multiparty data. DLT remarkable properties have made it a significant tool for addressing the aforementioned issues with data storage and sharing [18]. 
Machine Learning Algorithm (MLA): Consensus is at the heart of blockchain technology, and the system's efficiency and steadiness are directly impacted by its speed and security [19]. Thus, to increase the security and decrease resource consumption of the edge computing blockchain system, this research begins with the consensus method. MLA, or prestige-based edge computing blockchain security consensus model, is suggested as a solution to the security issue caused by the concentration of node rights, in addition to reducing the resource consumption and improving the adaptability of traditional consensus algorithms in the edge computing environment [20]. 
Support Vector Machine (SVM): SVM is an all-encompassing model that uses prestige incentives and punishments. Additionally, it has a method for replacing nodes to guarantee that the consensus process is fault-tolerant. After incorporating the current consensus method, the correctness of the consensus model was validated by several sets of tests comparing performance and verifying security [21]. Applications built on the Industrial Internet of Things must adhere to stringent privacy and security regulations to prevent unauthorized access to data and ensure that connected equipment may move freely across networks [22]. A solution may be found by using blockchain technology's encryption capabilities, consensus process, and decentralized structure [23]. Nevertheless, the encryption process may be complex due to the restricted resources of IoT devices. In fact, this study proposes a novel security method based on blockchain technology to ensure the safety of data transfer between IoT devices and EC. Elastic Blockchain Security (EBC) will also use two layers of security to provide a flexible framework for mobile IoT devices. The EBC solution was implemented and tested in several settings to assess its efficacy, scalability, performance, consensus process, and encryption capabilities [24].
This work introduces Elastic Blockchain Security (EBC), a two-pronged approach of securing IoT device data flows in a scalable and fail-resistant way. Experimental findings confirm via distributed and adaptive security measures the enhancement of system efficiency, consensus correctness, and privacy in resource-constrained contexts. 
III. PROPOSED METHOD
Cyberattacks and security concerns brought out by hostile nodes are aligning with the connection of smart homes. This paper tracks the behavior of Internet of Things (IoT) nodes using a BC-RS derived on prestige-based monitoring. By means of distributed ledgers, the dynamic trust assessment of the framework assures secure, transparent, and real-time judgments on node access, thereby enhancing the general resilience of the network.
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Figure 1: The Architecture of Blockchain-Based Prestige Tracking for IoT Security

A robust architecture using blockchain and prestige-based monitoring to guard smart home networks. IoT nodes, which track interactions via continuous behavior monitoring, first initiate this process. Each node receives a reputation score from a prestige-based tracker fed from the logs. All interaction histories are openly controlled and tamper-proofly kept safe on a blockchain ledger. This unchangeable data forms real-time trust score evaluations. While trustworthy nodes are allowed to join, nodes falling below a certain threshold are identified as hostile and prohibited. In figure 1, this approach greatly improves IoT network integrity and security.

Equation (1) represents  dynamic fluctuations in trust () under effect of many elements  including observable behavior (), quality of network (), and credibility inputs (G, q, ρ).
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Figure 2: The Process of Prestige-Based Blockchain Framework for Securing IoT Networks

An improved system for secure management of access to IoT devices via prestige-based assessment and blockchain. IoT nodes are constantly tracked for behavioural signatures, recording positive and negative interaction. These interactions are subsequently tested via a prestige-based scoring algorithm that provides reputation values based on node behaviour. All logs of interactions and prestige scores are deposited in a blockchain ledger system with transparency and immutability to data. The trust scores are calculated in real-time from tamper-proof information and allow node trustworthiness to be assessed correctly and dynamically. A decision engine securely then makes a decision regarding whether to give a node permission to connect. Nodes above the trust level receive connection, whereas nodes below the threshold are labeled as malicious and later blocked within the network in figure 2.

Equation (2) shows how trust stability  varies as a function  of the beginning reputation , under effect of behavioral variation gradients (), quality-pressure fluctuations ().

	Algorithm 1: Trust Score Evaluation Algorithm

	
















The Trust Score Evaluation Algorithm 1 examines the interactions between nodes in a smart home network to determine their dependability. It starts with a score of 100 and goes up or down depending on good and bad actions. A penalty is imposed in cases when the nature of contact is uncertain. For reasons of uniformity, the ultimate trust score can't be more than 100.
	Algorithm 2: Malicious Node Detection and Blocking

	








The Malicious Node Detection and Blocking Algorithm 2 examines a node's trustworthiness and determines whether to grant or deny access, therefore directly influencing smart home network security. Starting with a default value of 50, the algorithm creates a trust score and compares it with a predefined cutoff. Assuming the node's high enough trustworthiness, the link might be formed. Should this fail, the node is marked as untrustworthy and incapable of establishing a connection. By means of this conditional logic, illegal or perhaps dangerous devices are kept out of the network, therefore preserving the system's safety and integrity. 
The BC-RS system basically improves IoT network security by combining blockchain technology with prestige-based tracking. Apart from constantly assessing trust ratings, it also disables untrusted nodes and identifies real-time dangerous conduct. Experimental evidence suggests among others improved resilience, lower false positives, and trust accuracy. This technology offers a terrific approach to protect smart home settings from continually changing cybersecurity issues.
IV. RESULT OF THE PAPER
Since smart home networks are getting more integrated, cyber threats are growing more severe. Internet of Things device network security has to be given top importance. This paper proposes the BC-RS, a Blockchain-based Reputation System dynamically evaluating trust via prestige-based tracking. BC-RS detects, tracks, and blocks rogue nodes using the immutability and openness of blockchain technology, hence enhancing the security of smart homes.
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Figure 3: Analysis of trust score accuracy

The trust score accuracy study of the BC-RS architecture shows a significant increase in smart home network node dependability identification and assessment. Operating at a 98.2% accuracy in trust score calculation by using the immutable ledger of blockchain technology and prestige-based tracking, the system This is enabled by the transparent, distributed recording of node interactions, therefore enabling consistent, tamper-proof behavior analysis. By constantly updating trust ratings with real-time data, the system lessens the effect of old or manipulated data. Consequently, it reduces trust evaluation errors, improves decision-making for node verification, and improves overall network security and integrity in figure 3.

Reflecting trust development , equation (3) captures the rate change  within a node's impact () as molded by normalized departure (), behavioral changes (), and analysis of trust score accuracy.
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Figure 4: Analysis of False Positiveness

The BC-RS model reveals a significant drop in false positives, hence lowering erroneous threat identifications by 39%. This increase mostly results from the mix of blockchain, which offers exact behavior monitoring and consistent interaction records, with prestige-based tracking. BC-RS dynamically assesses node behavior in real time with dynamic trust ratings unlike traditional systems that often mislabel benign nodes as hostile nodes due to static or heuristic-based assessment. Consistent, tamper-proof information provided by the distributed ledger increases the accuracy of identifying harmful behavior. This alleviation of false positives enhances system reliability, reduces unnecessary node isolation, and supports a more secure and stable IoT environment in figure 4.

With corrections for compounding  trust anomalies, equation (4) represents the trust propagation interactions spanning baseline () along with updated () reputation indicating, factoring in mental volatility () and a starting point deviation (d₀²) using analysis of false positiveness.
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Figure 5: Analysis of system resilience

The BC-RS system greatly improves system resilience by gaining a 97.6% increase in its capacity to resist and recover from malicious node intrusion. This is made possible by its decentralized nature and ongoing trust assessment, which avoid points of failure and allow for rapid detection and quarantine of threats. Utilizing blockchain, the system keeps an unalterable and open record of node interactions such that consistent trust assessment is guaranteed even under collaborative attacks. Real-time monitoring and dynamic reputation scoring add to the network's ability to respond to changing threats. It provides enduring performance, reliability, and security among connected smart home devices and services in figure 5.

Equation (5) ties trust potential () and the deviation from it () to behavioral reaction factors utility (), contribute to rate (), and trust amplifying via analysis of system resilience.
The BC-RS design significantly enhances IoT security overall by raising system resilience, lowering false positives, and improving trust score accuracy. Through its distributed, real-time analysis of node behavior, verified threat detection and continuous network functioning are assured. Experimental results support the value of blockchain technology in combating hostile node intrusion as they show that together with prestige-based monitoring, blockchain technology offers a strong option for safeguarding smart home settings.
V. CONCLUSION
All things considered, the presented prestige-based connection tracking system based on a BC-RS effectively fixes important flaws in smart house IoT systems. By use of distributed trust assessment, the system provides an open and tamper-proof means of monitoring node activity, identifying malicious behavior, and thereby restricting illegal access. Blockchain provides trust data integrity and helps to enable instantaneous threat detection and response. Experiments confirm significant increases in network resilience, false positive decrease, and trust score accuracy. This new approach is rather well-positioned for the future of smart home technologies as it offers a strong basis for safe, scalable, and intelligent IoT infrastructure. Cross-domain interoperability and adaptive threat response systems should be explored in further studies. With 98.2% trust score accuracy, 39% false positivity, 97.6% system resilience, the suggested approach meets both criteria.
Future work: Integrate machine learning approaches for adaptive trust assessment, enhance efficiency by building lightweight consensus algorithms, and make the BC-RS framework scalable for larger IoT networks in future work. To further confirm the framework's efficacy and resilience against developing risks, it is recommended to explore compatibility with current IoT protocols and test in varied real-world contexts.
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