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Abstract—Human Digital Twins (HDTs) are emerging as key
components in personalized healthcare and require significantly
more sophisticated communication capabilities than conventional
digital twins (DTs). The essential need for fast and reliable
synchronization highlights the significance of Ultra-Reliable Low-
Latency Communication (URLLC) in the 5G wireless standard,
which is designed for machine and time-sensitive applications.
This concise survey systematically outlines the key communica-
tion demands of HDT applications in clinical settings, examines
the architectural and technological solutions offered by advanced
5G and 6G to address stringent URLLC needs, and identifies the
main challenges, opportunities, and future research directions
of this vital convergence. Future 6G URLLC advancements,
leveraging terahertz (THz) communication, reconfigurable intel-
ligent surfaces (RIS), and integrated Sensing and communication
(ISAC), aim to build strong, self-governing digital twin networks
(DTNs). These are crucial for creating secure, verified and
ethically managed HDTs that influence the future of personalized
healthcare.

Index Terms—Human Digital Twins, URLLC, Low-Latency,
Survey, 5G, 6G, Terahertz, personalized healthcare, Edge server

I. INTRODUCTION

The concept of the DT, a precise virtual replica of a physical
system or entity, has transformed industrial and technological
landscapes by allowing real-time monitoring, predictive ana-
Iytics, and risk-free simulation environments [1]. Originally
rooted in manufacturing and product lifecycle management,
this paradigm now extends to the human body, leading to
the advanced idea of the HDT [2]. Moreover, the healthcare
sector has traditionally lagged in integrating a broad range of
digital technologies, primarily due to the complex, patient-
specific nature of "human-human’ interactions required for
service delivery [3]. HDTs are digital models of individuals,
designed to replicate intricate biological, physiological, and

behavioral traits throughout a person’s life [2]. In healthcare,
HDTs aim to transform care by enabling personalized and
predictive medicine, facilitating tailored drug development,
disease forecasting, surgical planning, and rehabilitation [4].

The functionality and usefulness of an HDT hinge on main-
taining accurate synchronization with its human entity coun-
terpart. Unlike mechanical DTs, which replicate non-living
objects, HDTs must handle the complexity and variability of
human data, such as physiology, behavior, environment, and
cognition. This requires continuous, two-way data exchange to
ensure that the virtual model accurately represents the current
state of the patient [2] [1]. Poor communication quality or
delays, such as high latency or packet loss, can cause model
inaccuracies, affecting the predictive accuracy of the twin and
potentially resulting in incorrect diagnoses or delayed, critical
interventions, notably in crucial areas like remote surgery or
intensive care monitoring [5]. Therefore, unlocking the full
capabilities of HDTs requires communication networks with
quality-of-service (QoS) guarantees that surpass traditional
systems.

The essential need for instant and reliable synchronization
highlights the critical importance of URLLC. This service,
introduced in 5G and advanced to 6G and beyond, delivers
extremely high reliability and very low latency [6]. URLLC
is essential for HDTs in time-sensitive tasks, ensuring instant
and reliable data packet delivery for real-time analysis and
feedback. This is crucial for applications such as robotic-
assisted surgery, where even millisecond delays can affect
safety and success, or for real-time systems that increase
human abilities [2].

The expansion of HDTs aligns with the swift development
of 5G and the idea of 6G, introducing key technological inno-



vations vital for managing the complexity of human twinning.
5G networks and beyond feature advanced designs such as
network slicing (NS), creating customized virtual networks
tailored for URLLC traffic crucial to HDT functionality. Up-
coming 6G systems enhance this with mobile edge computing
(MEC), which reduces latency by handling complex tasks near
the user’s location, facilitating real-time cognitive and physio-
logical modeling [4]. Artificial intelligence (AI) and machine
learning (ML) power HDTs by analyzing data, forecasting
results, and guiding their evolution. Future innovations such
as THz communication offer vast bandwidth for high-quality
medical imaging . However, given the high susceptibility of
THz to blockage by human movement, RIS must be deployed
to create non-line-of-sight (NLoS) virtual links to ensure
strong connectivity for mobile users [5].

While the alignment between URLLC features and the
essential requirements of HDTs is evident, a thorough com-
prehension of their combined challenges and opportunities is
still developing. Existing researches often examine HDTs and
advanced communication networks independently or empha-
sizes general DT applications in industrial contexts. There is
a significant lack of research dedicated to integrating URLLC
parameters, such as latency constraints, reliability standards,
and security measures, tailored specifically for the sophisti-
cated, multi-domain frameworks of 5G and 6G+ networks to
accommodate specialized and evolving HDT needs in health-
care [5]. To bridge this research gap, it is essential to conduct
a detailed investigation into the distinctive trade-offs of HDT
implementation. This includes balancing model accuracy with
computational delays, protecting sensitive personal data, and
managing synchronization challenges for mobile patients in
diverse network environments [7].

This survey analyzes the convergence of the URLLC and
HDT systems in 5G and beyond. It aims to: (1) outline critical
HDT communication needs in clinical settings; (2) explore
5G/6G architectural solutions meeting strict URLLC require-
ments; and (3) evaluate the challenges and future research
directions of this convergence. The remainder of this paper is
structured as follows: Section II reviews the background of the
URLLC and HDT communication requirements. Section III
explores specific URLLC enablers that are relevant to HDTs.
Section IV identifies unique implementation challenges, while
Section V discusses future opportunities and research direc-
tions. Finally, Section VI concludes with the key takeaways.

II. BACKGROUND
A. Overview of URLLC

URLLC is a key service category in the 5G wireless stan-
dard aimed at supporting applications that are both machine
and time-critical. This represents a major shift in wireless
system design [8]. URLLC’s main goals focus on strict perfor-
mance requirements such as low latency, high reliability, and
consistent availability. In terms of latency, the time delay from
start to end, should be extremely low, with 5G aiming for 1
ms or less. In 6G systems, air-interface target is even more
ambitious at 0.1 ms, which is critical to accommodate the

additional edge processing and transmission delays inherent in
the total < 1 ms end-to-end budget required for haptic HDT
feedback. Reliability demands nearly perfect packet delivery,
often between 1—107° and 1—10~°. Typically, 5G requires a
99.999% success rate for short messages. Availability ensures
that the network remains functional and resilient, which is
crucial for mission-critical tasks [9].

To meet the stringent performance requirements of 5G and
beyond 5G (B5G) architectures, the integration of specialized
technologies is essential. Short blocklength codes are vital, as
URLLC often uses very small packet sizes, making traditional
information theory, which assumes infinite blocklengths, less
applicable [10]. These smaller packets shorten the transmission
time but require specialized encoding for high reliability
[8]. Grant-free access (GFA) reduces latency by minimizing
control plane signaling overhead from the scheduling request
and grant process, enabling user equipment (UE) to transmit
without waiting for base station resource allocation. Multi-
connectivity boosts reliability and capacity by allowing simul-
taneous connections to multiple base stations, whereas NS en-
sures resource isolation and customization, supporting URLLC
along with other services like enhanced mobile broadband
(eMBB) and massive machine type communication (mMTC)
within the same framework [8] [9].

Emerging 6G systems are integrating advanced features
to meet increasingly stringent demands. Al-driven resource
allocation uses advanced ML, including deep and reinforce-
ment learning, to optimize scheduling in dynamic settings
[8] [11]. Semantic communication focuses on transmitting
only essential ”semantic” information, reducing bandwidth and
processing load while improving data security [10]. Moreover,
THz links (0.1-10 THz) provide ultra-broadband connectivity,
supporting data rates of up to 1 Tbps to meet URLLC
throughput needs [11].

B. HDT Communication Requirements

HDTs are high-fidelity virtual models that dynamically
mirror the physiological, psychological, and lifestyle changes
of individuals [1]. The primary aim of HDTs is to enhance
personalized healthcare services [12]. HDTs greatly strain
communication systems because of the complexity and volume
of required data. HDTs demand advanced multimodal data col-
lection, aggregating diverse physiological, behavioral, and en-
vironmental datasets from heterogeneous sources (wearables,
implants) that vary significantly in spatiotemporal resolution.
It’s crucial for synchronized updates to keep the virtual twin
(VT) as a real-time reflection of the physical twin (PT) [10].
This requires very low end-to-end latency, matching the core
function of URLLC. In highly interactive HDT applications
such as remote surgical training or robotic control, latency
is particularly strict, requiring round-trip times (RTT) of less
than 1 ms for haptic feedback and quick decisions [8] [12].

Implementing and maintaining HDT communication
presents several technical hurdles. The variety of data
sources, from structured EHRs to unstructured sensor outputs,
complicates data integration and interoperability across



medical and technical platforms [12]. The high transmission
rates and continuous connectivity required for synchronization
can rapidly deplete battery life, necessitating the adoption
of energy-efficient network strategies [13]. Privacy and
security are crucial, as patient data are sensitive and prone to
breaches. Robust mechanisms, possibly using decentralized
ledger technologies, are essential for maintaining data
confidentiality and integrity during transit and storage [1].
Additionally, ensuring reliability in the face of mobility is
challenging, requiring advanced protocols and architectural
solutions, such as dynamic placement within edge computing
to maintain seamless connectivity [12]. The demanding
requirements of HDT, particularly the need for real-time,
reliable data synchronization, align with the capabilities of
URLLC, indicating that URLLC is essential for effective
HDTs in the 5G and future 6G eras. This concept is visualized
in Fig. 1, which depicts a closed-loop framework designed
to meet the strict < Ims RTT constraint. The architecture
bypasses core network latencies by offloading physiological
data from internet of healthcare things (IoHT) sensors (white
nodes) to a local intelligent edge server via the GFA and
non-orthogonal multiple access (NOMA) to manage massive
access. Subsequently, the edge server delivers immediate
feedback through RIS-aided beamforming and THz links to
ensure robust connectivity despite signal blockages, while
physical layer security (PLS) protects the transmission hop
against eavesdropping without adding cryptographic latency.
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Fig. 1. Closed-Loop URLLC Synchronization Framework for HDTs

III. URLLC ENABLERS FOR HDTS
A. Physical & Link Layer Techniques

Physical and link layer techniques are fundamental to
meeting URLLC’s stringent latency and reliability metrics,
particularly by addressing the challenges posed by short-
packet transmission [14]. A core mechanism employed is finite
blocklength (FBL) communication, which is necessary be-
cause the classical Shannon capacity formula, which assumes
infinite blocklength transmission, is inadequate for URLLC’s
time-sensitive traffic. FBL faces performance constraints from
a significant decoding error probability, necessitating precise
optimization of transmission parameters such as rate and

power. This is essential for delivering small data payloads
including critical patient vital signs or haptic feedback for
remote surgical procedures, within a latency of hundreds
of microseconds [15]. To further mitigate decoding errors,
network coding methods, where data packets are combined
to maximize throughput, have progressed into sophisticated
schemes such as cooperative network coding (CoNC) and
hybrid network architectures. These approaches are crucial
for lowering packet and bit error rates in lossy channels,
thereby providing the reliability demanded by critical HDT
data streams [16]. Complementing these link-layer optimiza-
tions, massive multiple-input multiple-output (MIMO) and the
subsequent evolution, cell-free massive MIMO (CF-MIMO),
are key to enhancing physical reliability. The strict latency lim-
its hinder time and frequency diversity, thus spatial diversity
via multiple antennas is essential. CF-MIMO disperses access
points (APs) geographically to minimize path loss and inter-
cell interference, ensuring coverage and reliable connectivity,
which is crucial for HDT components such as body sensors
at the network edge [17] [18] [19].

Furthermore, beamforming techniques are implemented to
focus transmission energy on the target UE to enhance ef-
ficiency and reduce interference. Advanced designs, such as
regularized zero-forcing (RZF), optimize power allocation and
beamforming vectors to boost the minimum data rate or energy
efficiency within reliability limits [20] [21]. These robust
methods are crucial for sustaining continuous, high-quality
links that are vital for real-time HDT synchronization and
critical control loops [22].

Finally, GFA and NOMA address the need for low con-
nection latency and efficient resource utilization, which are
especially vital for supporting massive sensor connectivity
associated with HDTs. GFA reduces the traditional signal-
ing overhead associated with scheduling, allowing devices to
transmit immediately, thereby minimizing access delay [23].
To mitigate the resulting collision risks with GFA, NOMA
enables multiple users to share resources concurrently, im-
proving efficiency, particularly for short-packet uplink trans-
missions. Enhancements to medium access strategies, such
as compressing messaging in processes like random access,
further minimize the overall signaling time for delay-sensitive
applications [24].

B. Scheduling & Resource Management

URLLC's intricate balance of latency, reliability, and energy
efficiency demands smart resource management for dynamic
radio resource allocation [15] [25]. Joint resource optimization
is crucial and typically involves the simultaneous optimization
of interconnected, non-convex parameters like transmit power,
bandwidth, and beamforming vectors to fulfill reliability and
latency requirements [20] [26]. For HDTs, this adjusts the
physical layer settings in real-time to adhere to strict QoS,
potentially enhancing metrics such as energy efficiency or
weighted sum rate under FBL constraints [21].

Adaptive management and coexistence mechanisms are
necessary for supporting heterogeneous network traffic, such



as URLLC for real-time HDT data and enhanced mo-
bile broadband (eMBB) for high-bandwidth HDT interfaces
(e.g., AR/VR visualization). Solutions often involve dy-
namic scheduling, NS, and prioritization schemes (e.g., giv-
ing URLLC requests priority access to virtualized resources
over eMBB requests) [25] [19]. ML and deep reinforcement
learning (DRL) are increasingly employed to learn optimal
resource allocation policies and manage massive access re-
quests. These approaches enhance responsiveness and adapt
to dynamic network environments significantly faster than
traditional optimization methods [27] [28].

C. Edge / Network-Level Methods

To reduce end-to-end latency, network architectures need
revision, highlighting the importance of edge and distributed
computing for HDTs. MEC and multi-tier computing are cru-
cial as they decrease the service latency by bringing processing
and storage capabilities closer to the UE. This architecture is
critical for HDTs because it reduces communication delays by
eliminating the backhaul and core network latencies typical of
centralized cloud processing [25] [20]. MEC facilitates task
offloading, allowing resource-limited devices, such as body
sensors, to transfer computational tasks to nearby edge servers
(ESs) for quicker processing.

DT - enabled network orchestration leverages MEC in-
frastructure by creating real-time virtual replicas of physical
entities, including UEs, access points (APs), and ESs [19]
[29]. The DT allows for offline training of deep learning
algorithms and real-time monitoring of the network environ-
ment [28]. This enables the DT to propose and implement
optimal policies such as user association, task offloading,
processing rate allocation, and resource dimensioning, with
a reduced computation time and enhanced awareness of the
underlying system dynamics, which is crucial for guaranteeing
HDT performance goals [20] [19]. NS complements MEC and
DT architectures by logically partitioning physical network
resources to provide isolation and customized virtual networks
tailored for distinct services. NS is fundamental for ensur-
ing that HDT traffic receives dedicated, guaranteed URLLC
resources, facilitating efficient coexistence with other service
categories (eMBB, mMTC) on the shared physical infrastruc-
ture. On the physical layer, RIS and unmanned aerial vehicles
(UAVs) represent advanced components used to actively shape
the wireless environment and provide aerial edge computing
capacity, respectively. Specifically, RIS utilizes adjustable pas-
sive reflective elements to enhance channel quality, thereby
increasing transmission rates and reducing latency for task
offloading [25] [29]. UAVs serve as flexible, deployable MEC
nodes, offering coverage and computation resources closer to
users, which is particularly beneficial for time-sensitive HDT
services, such as monitoring ambulatory patients in remote or
dynamic environments [29] [19].

D. Security, Privacy & Trust

For HDT applications dealing with highly sensitive human
data, security and privacy must be guaranteed without violating

the stringent latency demands [24] [19] [30]. Traditional net-
work security, which relies on complex, key-based cryptogra-
phy at upper layers, often introduces substantial overhead and
delay, making it incompatible with URLLC requirements [27].
Consequently, lightweight security solutions are necessary.
PLS offers a crucial complement to upper-layer cryptography
by leveraging the intrinsic physical properties of the wireless
channel to secure the transmission hop with minimal latency
overhead, while leaving data-at-rest encryption to higher lay-
ers. PLS techniques minimize the need for computationally
burdensome cryptographic processes, thereby drastically re-
ducing latency overhead. Confidentiality often involves joint
optimization of physical layer parameters, such as transmission
power and blocklength, to maximize the secure data rate
against eavesdroppers [31] [24] [30].

Authentication can be achieved efficiently via physical
layer authentication (PLA), which uses unique channel-based
attributes or intrinsic hardware imperfections (radio-frequency
fingerprinting) to verify device identity with minimal over-
head. This is crucial to stop spoofing attacks in vital HDT
control systems, preventing life-threatening manipulation of
implantable medical devices [31]. Complementing this, es-
tablishing robust trust mechanisms is essential, particularly
in distributed edge environments. Architectures leveraging
technologies such as blockchain are being explored to manage
trust relationships and guarantee data integrity across network
elements. Together, these methods safeguard sensitive human
data while striving to maintain the strict latency constraints of
the HDT ecosystem [24] [26] [30].

IV. HDT IMPLEMENTATION CHALLENGES

HDTs are increasingly vital in personalized healthcare, re-
quiring more sophisticated communication than standard DTs
do in engineered systems [10] [32]. Owing to their association
with complex and sensitive entities, HDTs impose unique con-
straints on deploying URLLC. One major challenge is meeting
the tight worst-case latency and reliability requirements in
health-critical HDT loops. Real-time tasks such as monitoring,
diagnosis, and intervention demand exceptionally high service
quality, often requiring latency under 1 ms. This challenge
may necessitate URLLC technology enhancements through the
tactile internet. Failure to achieve these standards can result
in severe health outcomes or inaccurate predictions [12] [33].
HDTs depend on data from various wearable and implantable
IoHT devices, which face limitations in processing, memory,
and energy. Thus, computational tasks are offloaded to edge
devices to reduce latency and data bottlenecks. This setup must
also handle diverse data types and priorities from multiple
sensors. Data urgency varies; high-priority alerts require fast
action, unlike low-priority data such as ambient light. Efficient
data fusion and priority-based scheduling are essential for
avoiding congestion and ensure critical information is pro-
cessed promptly [32] [10].

A critical technical difficulty is ensuring the consistency
and synchronization of multimodal data from various sources,
such as different sampling rates and protocols. For the VT to



accurately mirror the patient’s condition, real-time physical-
cyber synchronization is essential. This task is complicated
by patient mobility and changing channel conditions, ne-
cessitating that the VT or its data processing capabilities
dynamically relocate to nearby edge servers to maintain high-
fidelity connectivity as the PT moves. The complex, high-
dimensional nature of HDT applications poses significant scal-
ing and security challenges. To support large HDT populations,
vastly distributed processing capabilities and new resource
management techniques, such as federated HDT architectures
spanning multiple cloud and edge servers, are essential for
managing extensive data and computational demands [32]
[33]. Simultaneously, addressing trust, privacy, and ethical
issues within strict latency limits is crucial due to the sensitiv-
ity of healthcare data. Although encryption and blockchain
enhance security, they often increase computational load,
affecting low-latency needs. Thus, innovative solutions such as
optimizing differential privacy or homomorphic encryption are
needed to reduce the latency impact [12]. Additionally, effec-
tive large-scale deployment depends on overcoming the lack
of standardization and interoperability between medical and
telecom systems, which currently impedes broader data inte-
gration and solution generalization. These challenges demand
ongoing advancements in URLLC technology, specifically for
the dynamic and critical HDT environment [10] [12].

V. OPPORTUNITIES & FUTURE DIRECTIONS

Integrating URLLC capabilities in 6G networks offers sig-
nificant potential for real-time, reliable HDTs. Future research
must focus on the joint evolution of architecture and algo-
rithms to integrate the physical and digital worlds, advancing
to more autonomous and reliable systems.

A significant change involves the joint design of communi-
cation and twin models, necessitating an integrated approach
that combines software and hardware for efficient DT deploy-
ment [34]. Al-driven methods like DRL offer opportunities for
predictive resource management, enabling networks to self-
optimize and self-heal based on real-time data states. This
predictive capacity is crucial for proactive failure mitigation,
avoiding system malfunctions and potential cyber attacks [35]
[36]. Frameworks integrating predictive ML and blockchain at
the edge [37] demonstrate resource efficiency models that can
be adapted to secure HDT data integrity. Achieving this relies
heavily on edge intelligence (EI) and lightweight on-device
Al [38]. Edge computing reduces latency and facilitates real-
time data processing by handling data close to the source.
Research should focus on creating lightweight ML models
and edge AI frameworks to lower computational overhead,
enabling real-time, autonomous decision-making, which is
essential for mission-critical HDT applications [35] [34]. This
distributed model also inherently enhances hybrid, resilient,
and privacy-preserving HDT systems, where a combination
of a centralized cloud and distributed edge twins ensures
durability and efficient resource allocation [39].

The adoption of advanced 6G technologies is essential for
real-time HDTs, with future URLLC harnessing the THz

spectrum for data rates up to 1 Tbps and minimal latency
[11] [40]. The RIS enhances coverage and reliability by
adjusting signal paths, and optimizing wireless channels [41]
[34]. ISAC will allow precise environmental and user data cap-
ture, aiding resource management in the DTN [42]. Semantic
communications (SC) will improve efficiency by emphasizing
meaning over data transfer [19]. For accurate virtual models,
research must focus on adaptive fidelity and context-aware
updates, developing predictive synchronization and unified
time protocols to reduce latency and jitter, ensuring HDT
accuracy amid real-world dynamics [36].

Finally, future deployment must focus on strict governance
and societal factors [43]. Broad adoption, standardization and
interoperability for HDTs that work seamlessly across plat-
forms, demand unified AI models, interfaces, and robust data
governance. Emphasis on safety, validation, and certification
is crucial [34] [42] [35]. The DT acts as a critical validation
environment for complex tasks such as surgical planning and
virtual drug testing, ensuring validation before human use. Ad-
ditionally, ethical concerns necessitate explainable Al (XAI)
to ensure transparency and trust in automated, healthcare-
critical decisions [36]. Federated learning (FL), also offers
critical paths toward ensuring privacy-preserving HDT systems
by managing data securely and maintaining confidentiality
[38]. However, ensuring the reliability of PLS for immobile,
bedridden patients remains a key open challenge. Future work
should explore RIS-assisted PLS to create artificial channel
randomness, enabling high secrecy rates even under static
channel conditions.

VI. CONCLUSION

This concise survey establishes that the realization of HDTs
requires a fundamental shift from standard data transmission
to URLLC, and identifies three critical takeaways. First, while
5G enablers such as MEC and NS are foundational, the
strict sub-millisecond latency required for haptic feedback and
remote surgery necessitates the integration of 6G technologies,
specifically THz spectrum and RIS. Crucially, these frame-
works must be enhanced to guarantee key generation rates
in static environments, ensuring reliability for non-ambulatory
patients. Finally, the evolution of personalized healthcare will
require a transition from static, preconfigured architectures to
autonomous, Al-enabled DTNs that can dynamically “self-
heal” in real time while jointly optimizing both communication
and computational resources.
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