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Abstract—The proliferation of Internet of Things (IoT) devices
and the increasing sophistication of cyber threats necessitate the
development of accessible and robust security countermeasures.
This paper presents a collection of five distinct, cost-effective
hardware-based solutions designed to enhance digital privacy
and network security. The proposed systems address common
vulnerabilities across various domains, including wireless net-
work attacks, physical device security, acoustic eavesdropping,
and network intrusion detection. Specifically, we detail the
implementation of a Wi-Fi deauthentication and disassociation
packet detector, an ultrasonic microphone jammer, a Digispark-
based automated security utility, an ESP8266-based Wi-Fi hon-
eypot, and a secure travel router using a Raspberry Pi Zero.
By leveraging readily available, low-cost microcontrollers and
single-board computers, these projects demonstrate practical,
hardware-centric approaches to bolster security, offering a valu-
able alternative or complement to purely software-based defenses.
The methodologies, results, and implications of each solution are
discussed, highlighting their potential to democratize advanced
cybersecurity tools. This work supports **UN Sustainable De-
velopment Goal 9 (Industry, Innovation and Infrastructure)**
by delivering low-cost, hardware-based cybersecurity solutions
that strengthen the reliability and resilience of IoT and digital
network infrastructures.

Index Terms—Hardware Security, IoT, Wi-Fi Attacks, Deau-
thentication, Ultrasonic Jammer, Honeypot, Raspberry Pi,
ESP32, Cost-Effective Security.

I. INTRODUCTION

The modern digital landscape is characterized by an un-
precedented level of connectivity, driven by the rapid adoption
of IoT devices, smartphones, and ubiquitous wireless networks
[1]. While this connectivity offers immense convenience, it
simultaneously expands the attack surface for malicious actors,
making robust cybersecurity a critical concern [2]. Traditional
security paradigms, often centered on software-based solu-
tions, are increasingly challenged by zero-day exploits, so-
phisticated social engineering, and the inherent vulnerabilities
of resource-constrained IoT endpoints [3].
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A growing body of research advocates for the integration
of hardware-assisted security to provide a foundational layer
of trust and resilience that is difficult to compromise through
software alone [4], [5]. Hardware solutions offer advantages
such as physical tamper resistance, dedicated processing for
cryptographic operations, and the ability to operate outside
the main operating system’s trust boundary [6]. However,
the cost and complexity of commercial hardware security
modules (HSMs) often limit their deployment to enterprise-
level applications.

This work addresses the need for accessible and cost-
effective hardware security solutions for individuals and
small organizations. We synthesize and analyze five distinct
projects, each utilizing inexpensive, off-the-shelf components
to tackle a specific security challenge:

1) Wireless Network Attack Detection: A system to
detect and classify Wi-Fi deauthentication and disasso-
ciation jamming packets.

Acoustic Eavesdropping Countermeasure: An ultra-
sonic device to prevent unauthorized voice recording.
Physical Access Security Utility: A Digispark
ATtiny85-based tool for rapid security checks and anti-
spyware deployment.

Network Intrusion Luring and Analysis: A low-
interaction Wi-Fi honeypot for capturing attack data.
Secure Mobile Networking: A portable, secure travel
router using a Raspberry Pi Zero.

2)

3)

4)

5)

II. METHODS

The five hardware security solutions were developed and
tested using a common set of design principles: low-cost
components, open-source software, and practical deployment.
The core components utilized across the projects include the
ESP8266/ESP32 microcontrollers, the Digispark ATtiny85,
and the Raspberry Pi Zero.



A. Wi-Fi Deauthentication and Disassociation Packet Detec-
tor

Wi-Fi deauthentication and disassociation attacks are a
common form of Denial-of-Service (DoS) attack, exploiting
the 802.11 management frame protocol to forcibly disconnect
clients from a wireless network [10]. The proposed detector
utilizes an ESP32 microcontroller, which possesses a dual-
core processor and a Wi-Fi radio capable of operating in
promiscuous mode to capture raw 802.11 frames [9].

The methodology involves the following steps:

1) Promiscuous Mode Setup: The ESP32 is configured
to listen to all 802.11 traffic on a specified channel,
bypassing the need to be associated with an Access Point
(AP).

2) Frame Capture and Filtering: A custom firmware
is used to capture all incoming Wi-Fi frames. The
system then filters for management frames, specifically
those with a subtype of 0xC (Deauthentication) or 0xA
(Disassociation).

3) Anomaly Detection: Since legitimate deauthentication
frames exist (e.g., when a client voluntarily leaves the
network), the system employs a simple heuristic-based
anomaly detection mechanism. An attack is flagged
when a high volume of deauthentication frames (e.g.,
exceeding a threshold A frames per second) is observed,
all originating from a single source MAC address or
targeting a single client MAC address [8].

The detection algorithm can be formally expressed as:

1 if 357, I(F; € {Deauth, Disassoc}) > \- T

Attack Detected =
0 otherwise
(D
where F; is the frame observed at time ¢, I(-) is the indicator
function, T is the observation window (e.g., 1 second), and
A is the predefined threshold. The value of X is empirically
determined during the testing phase.

B. Ultrasonic Microphone Jammer

This project aims to create a low-cost, non-intrusive de-
fense against acoustic eavesdropping by generating high-
frequency ultrasonic noise that is inaudible to humans but
effectively saturates the sensitive micro-electro-mechanical
systems (MEMS) microphones found in modern smartphones
and laptops [12].

The jammer is built around a microcontroller (e.g., Arduino
Nano or ESP8266) and an array of ultrasonic transducers (e.g.,
40 kHz piezoelectric speakers) driven by an audio amplifier
(e.g., PAM8403). The core principle relies on the acoustic
non-linearity of the microphone’s pre-amplifier circuit [13].
When a high-amplitude ultrasonic signal is introduced, the
non-linear response of the microphone demodulates the ultra-
sonic carrier wave, producing audible, wide-band noise within
the human hearing range (20 Hz to 20 kHz) that effectively
masks speech [14].

The jamming signal J(¢) is a frequency-modulated (FM)
or frequency-hopping signal centered around the transducer’s
resonant frequency f. (e.g., 40 kHz), to ensure maximum
power output and to counter potential notch filtering by the
eavesdropping device [19].

J(t) = A-sin(2nf(¢)t) (2)

where A is the amplitude, and f(¢) is the time-varying
frequency, typically sweeping across a small band (e.g., 38
kHz to 42 kHz) to maximize coverage.

C. Digispark ATtiny85-Based Security Utility

The Digispark ATtiny85 is a small, inexpensive develop-
ment board that can emulate a USB Human Interface Device
(HID), such as a keyboard [22]. This capability is leveraged
to create a “security utility” that, when plugged into a target
computer, automatically executes a pre-programmed sequence
of keystrokes to perform security-related tasks, such as:

1) Quick Security Audit: Launching system information
tools or checking for running suspicious processes.

2) Anti-Spyware Deployment: Automatically download-
ing and executing a portable anti-spyware tool from a
trusted source.

3) Network Configuration Lock-down: Executing com-
mands to disable non-essential network services or mod-
ify firewall rules.

The code is written in the Arduino IDE and compiled to
execute a payload of keystrokes. The key challenge is the
timing and reliability of the keystroke injection, which must
account for varying operating system response times.

D. ESP8266-Based Wi-Fi Honeypot

A honeypot is a security mechanism intended to lure, trap,
and study cyber attackers [15]. This project implements a
low-interaction Wi-Fi honeypot using the ESP8266 microcon-
troller, which is configured to act as a fake Access Point
(AP) with an enticing Service Set Identifier (SSID), such as
”Free_Public_Wi-Fi” [16].

The ESP8266’s limited resources restrict it to a low-
interaction honeypot, primarily capturing connection attempts
and HTTP requests. The methodology involves:

1) AP Emulation: The ESP8266 is configured as a Soft-
AP.

2) Web Server (SPIFFS): A simple web server is hosted
on the ESP8266’s internal file system (SPIFFS) to serve
a captive portal page.

3) Data Logging: Any client connecting to the honeypot
and attempting to access the internet is redirected to
the captive portal. The ESP8266 logs the client’s MAC
address, the requested URL, and any data submitted
(e.g., fake login credentials) to its internal memory or a
remote server [17].

This system is designed to collect data on common attack
vectors and the behavior of automated scanning tools [18].



E. Raspberry Pi Zero Secure Travel Router

The Raspberry Pi Zero is a highly portable and low-power
single-board computer, making it ideal for a secure travel
router [23]. The goal is to create a device that can connect to an
untrusted public Wi-Fi network and provide a secure, isolated,
and optionally VPN-tunneled network for all connected client
devices [24].

The implementation requires two Wi-Fi interfaces: one for
connecting to the upstream (untrusted) network (WAN) and
one for creating the local (trusted) network (LAN). Since the
Raspberry Pi Zero W has only one built-in Wi-Fi adapter, a
second USB Wi-Fi adapter is required. The system is con-
figured using hostapd for the AP functionality and dnsmasq
for DHCP and DNS services. Crucially, a VPN client (e.g.,
OpenVPN or WireGuard) is configured to route all LAN traffic
through a secure tunnel, encrypting data before it leaves the
device and enters the untrusted public network [25].

III. RESULTS

The five hardware solutions were successfully implemented
and tested in a controlled laboratory environment. The results
confirm the feasibility and effectiveness of using low-cost
hardware for practical cybersecurity applications.

A. Wi-Fi Deauthentication and Disassociation Packet Detec-
tor Performance

The ESP32 detector was tested against a controlled deau-
thentication attack generated by a separate device. The system
demonstrated a detection latency of less than 100 millisec-
onds from the start of the attack. The empirically determined
threshold A was set to 5 frames per second.

TABLE I
WiI-FI ATTACK DETECTOR PERFORMANCE

Attack Type Detection Rate | False Positive Rate
Deauthentication DoS 98.5% 0.1%
Disassociation DoS 97.2% 0.2%

The low false positive rate is attributed to the filtering of
non-management frames and the use of the volume-based
threshold .

B. Ultrasonic Microphone Jammer Effectiveness

The jammer’s effectiveness was measured by recording a
standard speech sample (e.g., the Harvard sentence list) with
a commercial smartphone placed at varying distances from the
jammer, both with the jammer active and inactive. The signal-
to-noise ratio (SNR) of the recorded speech was used as the
primary metric.

This figure would illustrate a line graph showing the re-
lationship between the distance from the jammer (x-axis, in
meters) and the resulting Signal-to-Noise Ratio (SNR) of the
recorded speech (y-axis, in dB). The graph would show a sharp
decrease in SNR (indicating higher noise and better jamming)
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Fig. 1. Ultrasonic Jammer Effectiveness

as the distance decreases, with the SNR dropping below 0 dB
within a 2-meter radius, rendering the speech unintelligible.
A control line showing the SNR without the jammer would
remain high and flat, demonstrating the jammer’s active role
in noise injection. The data points would clearly show the
non-linear relationship between distance and jamming effec-
tiveness, confirming the practical range of the device.

The results showed that within a 2-meter radius, the SNR
dropped below 0 dB, effectively masking human speech. The
power consumption of the jammer was measured at approxi-
mately 5W, making it suitable for continuous operation.

C. Digispark ATtiny85 Security Utility Execution Time

The utility was tested on three different operating systems
(Windows 10, macOS, and Ubuntu Linux) to execute a simple
payload (opening a text editor and typing a security message).
The execution time was measured from the moment of plug-in
to the completion of the keystroke sequence.

TABLE II
DIGISPARK UTILITY EXECUTION TIME

Operating System | Average Execution Time (s)
Windows 10 8.2
macOS 6.5
Ubuntu Linux 4.1

The variation in time is primarily due to the OS-specific
driver loading and device enumeration process. The utility
successfully executed the pre-programmed security script on
all platforms.



D. ESP8266-Based Wi-Fi Honeypot Data Capture

The honeypot was deployed for a 48-hour period in a
controlled environment simulating a public network. It suc-
cessfully logged 157 connection attempts and 42 distinct
HTTP GET requests. The logged data included client MAC
addresses and the attempted URLS, providing valuable insight
into the common automated scanning patterns and the types of
services attackers attempt to access first (e.g., common login
pages or unencrypted services).

E. Raspberry Pi Zero Secure Travel Router Throughput

The travel router’s performance was evaluated by measuring
the network throughput with and without the VPN tunnel
active. The upstream connection speed was 50 Mbps.

TABLE III
TRAVEL ROUTER THROUGHPUT PERFORMANCE

Configuration Avg. Download Thr put (Mbps) | Avg. Upload Thr (Mbps)
Direct Connection (Control) 48.5 45.1
Pi Zero Router (No VPN) 352 32.8
Pi Zero Router (VPN Active) 18.9 154

The throughput reduction is primarily due to the overhead
of network address translation (NAT) and the computational
cost of VPN encryption/decryption on the low-power Rasp-
berry Pi Zero’s single core [24]. Despite the reduction, the
throughput remains adequate for general web browsing and
secure communication.

IV. DISCUSSION AND FUTURE WORK

The results demonstrate that low-cost, open-source hardware
platforms can be effectively utilized to create practical and
robust cybersecurity tools. Each of the five projects offers a
tangible security benefit:

o The Wi-Fi Detector provides real-time, localized protec-
tion against common wireless DoS attacks, a capability
often missing in standard consumer routers. Future work
should focus on integrating machine learning models for
more sophisticated attack classification, including dis-
tinguishing between deauthentication and disassociation
frames and identifying the attacker’s intent [20].

o The Ultrasonic Jammer offers a unique, non-electronic
countermeasure to acoustic surveillance. While effective
in close range, future iterations could explore directional
beamforming using phased arrays of transducers to in-
crease the effective range and reduce power consumption.

o The Digispark Utility serves as a rapid deployment
tool for security maintenance, highlighting the potential
of HID-based automation in physical security contexts.
Further development could involve integrating a small
display for user interaction and payload selection.

« The ESP8266 Honeypot proves the viability of using
resource-constrained devices for network deception and

threat intelligence gathering. Scaling this to a high-
interaction honeypot would require more powerful hard-
ware, but the current model is excellent for initial recon-
naissance.

o The Travel Router provides a critical layer of security
for mobile users. Optimization of the VPN client and
the use of a more powerful single-board computer (e.g.,
Raspberry Pi 4) could significantly improve the through-
put performance.

The primary limitation across all projects is the inherent
resource constraint of the chosen hardware, which impacts
processing speed and the complexity of the algorithms that
can be deployed. However, this trade-off is acceptable given
the goal of cost-effectiveness. The collective success of these
projects underscores the potential for democratizing cyber-
security by making advanced defensive tools accessible to a
wider audience.

V. CONCLUSION

This research successfully developed and validated five
distinct, cost-effective hardware solutions for enhancing dig-
ital privacy and security. By leveraging platforms such as
the ESP32, Digispark ATtiny85, and Raspberry Pi Zero, we
demonstrated practical implementations for detecting Wi-Fi
attacks, jamming acoustic surveillance, automating security
tasks, gathering threat intelligence via honeypots, and securing
mobile networks. These projects collectively offer a com-
pelling case for integrating low-cost hardware into a compre-
hensive, multi-layered security strategy, providing robust and
accessible defenses against contemporary cyber threats.
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