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Abstract— Static authentication mechanisms (e.g., passwords, biometrics) check users only at session beginning, hence subject to hijacking. Constant authentication is more secure as it monitors the users activities throughout a session. One of the potential applications of non-intrusive continuous authentication biometric in virtual reality (VR) is eye-tracking due to the availability of in-depth gaze information. Models based on gazes, however, decadent as time passes as there are changes in behavior patterns. This paper applies the 26-month GazeBaseVR dataset by comparing Transformer Encoder, DenseNet, and XGBoost in short- and long-term authentication. With Transformer Encoder and DenseNet yielding up to 97% of short-term accuracy, the accuracy reduces to 1.78% after 26 months of time have passed. The model can be retrained every now and then on up-to-date gaze data and regains more than 95% accuracy. The findings highlight the importance of adaptive learning in guaranteeing continual gaze-based authentication during a longer duration of time. It is possible that future work would make the best use of retraining time periods and apply to other behavioral indicators, such as head and hand gestures, to achieve maximum resilience of long-term VR authentication.
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I. Introduction
Currently, virtual reality (VR) encompasses not just gaming, but healthcare, education, and even secure communication. As the use of VR in sensitive contexts becomes more prevalent, one challenge is the need to authenticate users. Typical authentication methods such as passwords, and biometric-based methods (e.g., fingerprints, face recognition) only authenticate user identity upon session initiation, which opens the possibility for session hijacking, and unauthorized use, usually with a authenticated user account. Continuous authentication (CA) was introduced as a solution by continually authenticating user identity purposes throughout a session. Eye-tracking is a biometric modality that shows promise for continuous authentication in VR due in part to it being unobtrusive, high resolution tracking, and the user-specific eye-tracking gaze patterns. One of the difficult aspects of gaze-based authentication is the temporal variability of eye movement behaviour that can alter authentication accuracy over longer time frames.
Some studies have investigated gaze-based biometrics in the context of verification procedures. Lohr et al. (2022) provided evidence of eye-tracking procedures being an effective verification mechanism, especially after observing low Equal Error Rates (EER) in shorter duration of verification. The authors stated the need for a larger resolution data set, and more sophisticated feature extraction techniques would improve accuracy rates [1]. Griffith et al. (2021), presented GazeBase data, a large-scale eye-tracking data set, sampled from the data collected from several sessions, and shed some insights on the temporal robustness of gaze biometrics [2]. While both studies established the novelty of the technical verification pattern, they also made mention of temporal variability interference, which reduces performance during longer-duration verification events.
In this regard, several machine learning architectures have been considered for gaze authentication. Vaswani et al (2017) presented the Transformer model, which has since been characterized as ubiquitous for time-series data because of its self-attention abilities and ability to capture complex relationships in time [3]. With respect to eye-tracking, Transformer-type architectures have also been noted to surpass traditional convolutional neural networks (CNNs) for modeling sequential patterns of gaze [4]. DenseNet has also been harnessed for gaze authentication. Huang et al. (2018) presented this densely connected convolutional network, which more effectively promotes feature propagation and alleviates vanishing gradients, making DenseNets a compelling candidate for classifying gaze data [5]. Raju et al. (2024) note that they compared DenseNet to high-end eye trackers and VR-based datasets and noted that although VR-based eye-tracking data was noisier, it could still be used for authentication.[6].

Aside from deep learning methods, gradient boosting models like XGBoost have also been investigated for gaze-based authentication. Chen and Guestrin (2016) showed that XGBoost is effective on tabular data and is a computationally light alternative to neural network [7]. In biometrics using gaze, Eberz et al. (2016) used boosting methods to classify users from their gaze features and obtained competitive accuracy in short-term scenarios[8]. The models tend to perform poorly with long-term data due to behavioral drift.

One of the major drawbacks of gaze-based authentication is long-term biometric pattern stability. Hu et al. (2024) examined the effect of behavioral drift in continuous authentication and concluded that models learned from initial user data deteriorate over time[9]. This phenomenon has also been witnessed with other behavioral biometrics such as keystroke dynamics, gait recognition, and touch authentication[10]. Within eye-tracking also, work presented by Bozkir et al. (2024) and Bühler et al. (2024) indicated the way in which gaze patterns are affected by adapting user behavior, fatigue, and environmental changes[11][12]. Long-term stability necessitating the use ensures adaptive models need to refresh themselves every so often from fresh information in order to continue being effective.

Adaptive learning techniques have been proposed as a remedy for behavioral drift in biometric authentication. Eckstein et al. (2017) proposed that gaze-based verification models would involve occasional retraining to adapt to normal changes in eye movement behavior[13]. Liebling and Preibusch (2014) focused on adaptive models that safeguard privacy, in such a way that user information would be preserved secure while adapting for authentication[14]. Subsequent research by Hasan Raju et al. (2024) and Trautwein et al. (2024) investigated varying durations of retraining and feature selection methods in an attempt to maximize the accuracy of the model over time[15][16]. The results show that several retrainings have the capability to restore accuracy rates to considerably higher than 95%, compensating for temporal drift.

Besides behavioral drift, ethical issues of gaze-based authentication also need to be resolved. Eye-tracking information can reveal sensitive user information, including cognitive load, sickness, and emotions[17]. Strong encryption best practices and clear user policies need to be adhered to by developers in order to establish user trust, as indicated by Miller Singley et al. (2017)[18]. In addition, usability testing has validated that whereas gaze-based authentication facilitates effortless interaction, balance must be achieved with user convenience to avoid fatigue and inconvenient experiences[19].

This paper proposes to contribute to the existing research by exploring how adaptive learning algorithms perform in gaze-based continuous authentication in VR. utilize the 26-month duration GazeBaseVR dataset to compare the performance of Transformer Encoder, DenseNet, and XGBoost in short-term and long-term authentication. Our paper attempts to find answers to the most important questions: (1) How model accuracy declines with time due to behavioral drift? (2) Does periodic retraining restore authentication accuracy? (3) At what retraining frequencies are optimal to ensure long-term authentication performance? By answering these questions, this work contribute to the design of long-lasting and adaptive gaze-based authentication systems for VR applications.
II. Methodology
A. Dataset Description
The GazeBaseVR dataset acts as the backdrop for this study, offering broad longitudinal eye-tracking data for measuring continuous authentication models. Created by Lohr et al. [1], GazeBaseVR includes eye-tracking data of 407 users gathered over the course of 26 months spread over three various rounds. The dataset is especially notable for recording binocular eye movements with the help of a VR-capable eye tracker with a sampling frequency of 250 Hz, so fine-grained gaze analysis becomes possible. Each subject completed five different tasks: vergence, smooth pursuit, video watching, reading, and random saccades, each of which was intended to elicit specific gaze behaviors. The dataset also includes 3D gaze position information (X, Y, Z) for both eyes, which offers rich spatial and temporal data for machine learning algorithms.
B. Data Preprocessing and Feature Engineering
Preprocessing of input data is the first step for model training. The raw eye-tracking data includes timestamped gaze coordinates (crx, cly, clz for the left eye and crx, cry, crz for the right eye) and session metadata. The preprocessing consists of 
1) Feature Selection
The data consists of several features related to gaze, but only seven features (timestamps, gaze coordinates, and user IDs) were used for classification purposes.

2) Normalization
Timestamps were normalized from milliseconds to seconds, and gaze coordinates were normalized through Min-Max scaling in the range [-1,1]. This was done for minimizing the variations caused by different participant eye structures and proper training of deep learning models.

3) Windowing and Segmentation
Since eye-tracking data is time-dependent, the sliding window method was employed where data was divided into 5 seconds windows (1,250 samples per window at 250 Hz). This models temporal gaze movement dependencies without the loss of data.
4) Noise Filtering
Eye-tracking signals are usually noisy because of the movement of the head, blink rates or temporary obscuration. The gaze trajectories were smoothed using a low-pass filter and artifacts removed.
These preprocessing techniques improve the model's capacity to learn discriminative gaze patterns for user authentication.

C. Machine Learning Models Used (Transformer Encoder, DenseNet, XGBoost)
Three machine learning architectures were used and compared in this research:

· Transformer Encoder – The Transformer model (Vaswani et al., 2017)[3] is capable of processing sequential data using a self-attention mechanism and is appropriate for processing sequences of gaze. The model includes two encoder layers, four attention heads, and an embedding size of 64. Transformers work well in picking up long-distance dependencies in eye movements and thus are well suited for gaze-based authentication.

· DenseNet – The Densely Connected Convolutional Network (DenseNet) is a deep model that is well known for efficient reuse of features and lower parameter complexity. It has eight convolutional layers followed by a global average pooling layer and a fully connected output layer. DenseNet has been used before to yield good results in gaze-based authentication because it is capable of learning intricate spatial patterns in gaze information.

· XGBoost – XGBoost is an effective gradient boosting algorithm for use on tabular data. Contrary to neural networks, however, XGBoost does not utilize feature hierarchies but instead constructs decision trees to perform user classification according to derived gaze features. For the model to be optimized, the maximum depth of the tree was set to 6, and the learning rate was 0.3. Multi-class softmax classification was applied. XGBoost presents a computationally viable alternative compared to deep models.

By comparing the above models, it is hoped to find out the best strategy for continuous authentication within VR surroundings.

D. Training and Evaluation Metrics
The models were trained and tested against common classification metrics to determine their performance:

• Accuracy – Compares the number of correctly classified users.

• Equal Error Rate (EER) – The threshold at which False Acceptance Rate (FAR) and False Rejection Rate (FRR) are equal, reflecting biometric reliability.

• F1 Score - Computes for precision and recall assessing unbalanced classification.

• Training Time - Evaluates for computational efficiency of each model in terms of appropriate real-time authentication.

Each model utilized an 80:20 train-test split on the dataset to provide a somewhat balanced assessment of the generalization performance.
III. Experimental Setup

All the experiments were performed on a high-performance computing platform with an NVIDIA RTX 3090 GPU, 64GB RAM, and Intel Core i9 processor. The models were developed in Python using PyTorch and Scikit-Learn libraries. Hyperparameters were tuned through grid search to provide the best model performance. Training was performed with 50 epochs, and the initial learning rate was 0.001 for neural networks and 0.3 for XGBoost. Data augmentation methods, including gaze trajectory perturbation, were also investigated to increase model robustness.In this approach, a systematic process for assessing the feasibility of gaze-based continuous authentication in VR, considering long-term usability and adaptive retraining of models, is provided.
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Fig. 1. Overview of the Adaptive Gaze-Based Authentication Framework

Fig. 1 gives a graphical illustration of the end-to-end pipeline for continuous authentication based on gaze in VR. It depicts the process of data collection via the GazeBaseVR dataset, the preprocessing procedures (normalization, feature extraction, and windowing), as well as the training of three machine learning models (Transformer Encoder, DenseNet, and XGBoost).

The model also represents the adaptive retraining mechanism that uses new gaze data collected over time to provide the most accurate authentication result possible. The model retraining loop demonstrates that the authentication system is updated from time to time, and gaze patterns are still valid as behavioural drift happens..

IV. Results and Discussion
A. Short-Term Model Performance
The performance of the machine learning models was tested by using short-term data i.e. during the first recording session of the GazeBaseVR data (Round 1). The results indicate that both Transformer Encoder and DenseNet models were outstanding as they achieved classification rates of over 97 per cent on different tasks using the gaze. XGBoost, which is computationally efficient, demonstrated a relatively low level of performance, and the total accuracy was 79.31%. Such activities as Vergence (VRG) and Smooth Pursuit (PUR) demonstrated exceptionally high accuracy due to the structured gaze direction, whereas reading texts (TEX) and video-watching (VID) activities did not demonstrate as high accuracy, which is likely to be caused by greater variance in user activities. The fact that the gaze behaviors are highly characteristic and very consistent in the short period confirms the short-term outcome, meaning that eye-tracking-based continuous authentication in VR environments is feasible.
B. Long-Term Model Degradation Analysis
In spite of the encouraging performance in the short term, the models plummeted sharply in performance when they were tested on long term data. At the time of testing models that were trained on Round 1 on Round 3 (26 months later), accuracy dropped drastically. Transformer Encoder that was good in short term tasks was the biggest loser, and the overall accuracy reduced to 3.01%. DenseNet was a little stronger, but it reached 7.79% accuracy, whereas XGBoost reached a little higher at 4.85. The degraded performance indicates the time variation in gaze-based biometrics because of the most likely drift in behaviour and environmental conditions and physiological variations such as eye fatigue or gaze behaviour. The results highlight the limitations of fixed biometric models, which need the adaptive learning processes to preserve the authenticity performance during the course of time.
C. Adaptive Model Retraining and Performance Recovery
This is to counteract long term performance deterioration an adaptive model based retraining technique, which entails, introduction of new gaze information in Round 3 into the training process. The findings indicated that DenseNet and Transformer Encoder models were able to recover performance through retraining by regaining more than 95 percent of the accuracy. XGBoost, which remains behind the deep learning models, became better to attain an accuracy of 93.25%. This is an indication of the importance of regular updating of continuous authentication frameworks and the new information on behaviour is included to ensure that models remain true and sound despite the changes with time. Retraining also had a radical effect on Equal Error Rate (EER) that dropped as much as above 40% in long-term tests with under 2% post retraining, which once again signifies the effectiveness of adaptive learning processes.
D. Comparative Analysis of Different Machine Learning Models
Transformer Encoder did quite well in short time authentication where it uses its self-attention mechanism to acquire sequential dependences in gaze information. However, it was also the most severely affected by long-term performance, which suggests that attention-driven models might require periodic retraining as compared to CNN ones.
DenseNet achieved an optimal trade-off between short-term accuracy and long-term robustness and was therefore a good fit for VR authentication tasks.

XGBoost, being computationally cheap, suffered in feature extraction, resulting in poorer accuracy relative to deep models. Yet its relatively superior long-term performance implies that tree models will generalize to changing gaze patterns more effectively than deep models are affected by their sudden degradation.

These results propose that a mixed strategy, balancing deep learning to achieve short-term accuracy with adaptability mechanisms to ensure long-term usability, could provide the most dependable continuous authentication system.
TABLE I.  Performance Comparison of Models in Short-Term, Long-Term, and After Retraining

	Gaze Task
	Short-Term Accuracy (%)


	Long-Term Accuracy (%)


	Accuracy After Retraining (%)

	All Tasks (Overall)
	97.09 (DenseNet) / 97.20 (Transformer) / 79.31 (XGBoost)
	7.79 (DenseNet) / 3.01 (Transformer) / 4.85 (XGBoost)
	98.71 (DenseNet) / 96.52 (Transformer) / 93.25 (XGBoost)

	Smooth Pursuit (PUR)
	96.61 / 96.80 / 84.16
	10.28 / 9.94 / 4.89
	98.50 / 97.46 / 88.50

	Random Saccades (RAN)
	95.52 / 95.58 / 80.25
	5.98 / 7.67 / 6.15
	97.14 / 98.32 / 83.66

	Text Reading (TEX)
	90.22 / 91.00 / 57.48
	8.40 / 3.71 / 12.11
	98.75 / 98.22 / 55.13

	Video Viewing (VID)
	87.22 / 90.50 / 57.66
	4.00 / 2.45 / 1.78
	86.22 / 91.78 / 55.78

	Vergence Task (VRG)
	96.47 / 97.77 / 87.39
	8.06 / 7.57 / 11.46
	97.17 / 94.48 / 87.55


Table 1 is a comparative assessment of model performance during three distinct phases: short-term accuracy, long-term accuracy, and accuracy upon retraining. Short-term accuracy is when both training and testing were carried out using data from Round 1 (first session). In this phase, the Transformer Encoder and DenseNet systems showed an accuracy rate of greater than 97%, evidence of the viability of a gaze-based authentication approach for tasks completed in short durations. A scrutiny of the models trained on Round 1 data and tested on Round 3 data (gathered after 26 months) illustrated that the performance accuracy declined significantly. This phase, illustrated under long-term accuracy, is indicative of the concern of behavioral drift in gaze biometrics in that eye movement patterns manifest altered behaviors over time. The Transformer Encoder model with noteworthy performance in its initial analysis experienced the largest decrease in performance accuracy with an overall worst performance at only 3.01% accuracy. DenseNet showed marginally better distracting performance at 7.79%, and the model for the XGBoost, while not initially recorded as an optimal model, appeared to be a slightly more generalizable model for some tasks, including text reading (TEX) and vergence (VRG). To recover some of the lost performance accuracy, an adaptive retraining procedure was utilized and included data from Round 3 as part of the model training. The data presented in the accuracy after retraining column shows impressive performance recovery, with accuracy over 95% for DenseNet and Transformer Encoder models. The XGBoost model demonstrated slightly lower performance, recovering to 93.25%. This supports a conclusion gained from the first study which was that periodically updating the models is essential in estimating the reliability of gaze-based authentication over time. The structured tasks such as vergence (VRG) and smooth pursuit (PUR), which had very accurate trials, were comparatively very accurate across rater setups. However, dynamic tasks (i.e., video viewing (VID)) remained more challenging, and while they maintained accurate assessment after retraining, the task is relatively less accurate than debate tasks. These findings further support the need for adaptive learning approaches into continuous authentication systems for any of these studies, to ensure gaze-based biometrics to provide usable security in long-term applications in virtual reality.
V. Challenges and Limitations
Even with the promising results, this research has following limitations: 
1) Behavioral Drift and Model Degradation
It was discovered in the long-term analysis that retraining ensure authentication accuracy was required due to over time, gaze patterns change, to. Determining the best retraining interval is an open research question.

2) Computational Overhead
DL models- Transformer Encoder and DenseNet demand high computational resources, hence real-time authentication in VR becomes a computationally intensive task.

3) User-Specific Variability
Factors such as eye fatigue, light levels, and individual-specific variations in gaze behavior affect model generalizability. Adaptive models must be provisioned with personal learning modules to manage individual behaviour variations.

4) Privacy and Security Concerns
Eye-tracking data may disclose sensitive cognitive and medical information, which raises ethical concerns. Proper storage of data, encryption, and user agreement are required for the effective application of gaze-based authentication.

Addressing these challenges is utmost important for the deployment of scalable and reliable eye-tracking authentication systems in real-world VR applications. Future researches may be done on hybrid biometric methods, fusing gaze with other behavioural features such as head movements or hand gestures, to enhance the long-term resilience of authentication.

VI. CONCLUSION
The study evaluated the feasibility of eye-tracking as a behavioral biometric to perform continuous authentication in virtual reality (VR) space, the short-term viability of the technology, the long-term stability, and the effectiveness of retraining the adaptive model of eye-tracking. Using the GazeBaseVR database, this study contrasted Transformer Encoder, DenseNet, and XGBoost algorithms to determine their effectiveness in identifying the users regarding customized gaze patterns. The findings indicate that look-based authentication has a high level of accuracy in the short-term and both DenseNet and Transformer Encoder reached more than 97 percent accuracy. However, when the models were applied on long term data (26 months later) there was extreme performance degradation and the accuracy was as low as 1.78 percent on some tasks. The fall suggests to have a problem of behavior drift in gaze biometrics as time progresses, which is detrimental to authentication quality. To address this issue, adaptive retraining method is applied whereby models were retrained using recent gaze information. This returned model accuracy to over 95 percent and this has shown that gaze-based continuous authentication systems need to be updated timely to remain viable. The results determine that, in order to achieve consistent performances, the use of adaptive learning approaches is necessary to replace the use of the static models of authentication in the long-term. Furthermore, the research also examines the main issues such as computational overload, privacy, and inter-user variability of gaze-row authentication. What is most compelling about deep learning models than traditional machine learning algorithms like XGBoost is that this technology requires a significant amount of computational resources, which can be sluggish when it comes to implementation in real-time in VR systems. Privacy issues are also important since eye-tracking information can potentially reveal sensitive cognitive and medical information that must be algorithmically transformed and legally regulated to a very high standard of encryption and user consent regimentation upon user consent. The best approach is the development of hybrid biometric systems that augment gazes with other behavioral qualities such as head movements, or hand movements to raise interoperability, provide a higher level of long-term authentication. Furthermore, adaptive re-training periods should be streamlined and light deep learning models should be developed to improve the efficiency and scalability of gaze-row authentication in real-world VR implementations.
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