IoT-Based ICU Patient Monitoring System for Real-Time Multi-Patient Surveillance and Alerts




Submitted by   
THENDRAL.V (RA2411026050259)
MONIKA.S(RA2411026050275)
ROSHAN ARPUTHARAJA(RA2411026050256)
Under the guidance of
Dr. SUGANYA.Y(Assistant Professor, School of Computing)


In partial fulfilment for the award of the degree of
BACHELOR OF TECHNOLOGY in COMPUTER SCIENCE AND ENGINEERING















FACULTY OF ENGINEERING AND TECHNOLOGY

          	          NOVEMBER 6,2025       
IoT-Based ICU Patient Monitoring System for Real-Time Multi-Patient Surveillance and Alerts
THENDRAL.V (RA2411026050259)
MONIKA.S(RA241126050275)
ROSHAN ARPUTHARAJ(RA2411026050256)
Under the guidance of Dr. SUGANYA.Y Assistant Professor, School of Computing Faculty of Engineering and Technology


Abstract—Intensive Care units (ICUs) require constant monitoring of critical patients to detect abnormalities in vital physiological parameters as early as possible. Existing monitoring devices in ICUs are expensive, fixed, not portable, and contain challenges in scaling critical-care in resource-limited settings. This project introduces a patient monitoring and smart alarm system able to deliver IoT-enabled, real-time data collection, wireless transmission, cloud storage, and emergency alert. Biomedical sensors including MAX30102, AD8232, and DS18B20 integrated with ESP8266 NodeMCU can measure heart rate, oxygen saturation (SpO₂), electrocardiogram (ECG), and one body temperature. The vitals are uploaded to a cloud server where the medical staff can then visualize the live vitals on a remote dashboard. Threshold based decision algorithms will sound visual alarms and send notifications via phone to ensure timely intervention. Upon realizing this prototype it was able to obtain an accuracy of about 96% under controlled stable conditions and through using the system made monitoring possible and unstable variable that was previously unnoticed . The system demonstrates an affordable supportable approach to implement technologies face a digital transformation of critical health-care architecture.


I. [bookmark: Introduction]INTRODUCTION

The area of critical care medicine pertains to patients with potentially life-threatening problems such as cardiac arrest, respiratory failure, trauma, or complications following surgery. Their vital signs may change rapidly due to the underlying pathophysiology, and continuous monitoring is required for timely action by clinicians (i.e. look to some of the protocols/guidelines provided by the ICU/CCU). The unit of observation in the ICU is primarily dictated by bedside equipment that provides ongoing observation of devices such as heart rate, blood oxygen saturation, ECG waveform and temperature. While this technology is typically very accurate, there are drawbacks:

· High installation and maintenance costs
· Low mobility
· Dependency on human supervision and/or detection
· Restricted monitoring capabilities to the hospital
· Alarms that are too frequent leading to alarm fatigue

Additionally, in many hospitals, especially in less economically developed countries, there is limited staff per patient which can be greater than suggested ratios (i.e. 1:1 ICU patient-to-nurse ratio). Therefore, the likelihood of abnormal findings not being noticed increases and is, therefore, a preventable life threatening problem.

With the developing technologies of IoT, sensors technologies, and connectivity, healthcare sector is moving toward systems which offer intelligent monitoring. IoT-based medical systems offer:

✔ Real-time Monitoring 
✔ Data access at any time and at any place 
✔ More efficient use of time for care providers 
✔ Integration into Electronic Medical Records 
✔ Cloud analytics for treatment decision making

This project will utilize these capabilities as we develop a patient monitoring and alerting system harnessed to IoT and patient monitoring for the Intensive Care Unit. The patient monitoring solutions will include: 

· Wide area wireless monitoring of multiple vital signs 
· Decision algorithms based on threshold used to identify deviations from normal physiology 
· A cloud dashboard for reporting to the care team from any location 
· Automated alarms that do not require human activation to initiate emergency alerts.

 The proposed system can aid healthcare workers in prioritizing those very high-risk patients and avoid harm we cannot reverse to organs with early alerts. It is suitable for home ICU applications, especially among elderly and chronic patients.The proposed system supports digital transformation of healthcare, and fits in within the “Smart Hospital” concept and the worldwide push towards telehealth and IoT within clinical workflows.

II. LITERATURE REVIEW

  Continuous patient monitoring has developed substantially over the last few          decades. Early ICU-monitoring systems consisted mainly of wired, analog devices that relied on skilled clinical staff. Although accurate, these systems were not automated and lacked portability. Then, in the early 2000's, digital sensors and embedded systems appeared in healthcare monitoring systems, moving to semi-automated and electronic systems. They remained expensive and typically limited to tertiary hospitals.

Recently, the Internet of Things (IoT) has taken healthcare monitoring to a connected and data-driven approach called the Internet of Medical Things (IoMT). IoMT comprises physiological sensors, wireless communication,and sophisticated processing algorithms to sustain continuous monitoring outside the hospital environment. Recent studies suggest that IoT healthcare systems can reduce patient risk, as well as hospital burden, through early detection of deterioration  and facilitating faster clinical response.

2.1 ICU Patient Monitoring – A Global Perspective

Patients in the ICU frequently experience unstable physiological states including cardiac arrhythmia, respiratory failure, sepsis, and postoperative issues. Research demonstrates that close monitoring results in a mortality reduction of up to 40% in at-risk patients. Standard ICU monitoring includes:

	Vital Parameter
	Clinical Purpose

	ECG
	Identify cardiac arrhythmia & ischemia

	Heart rate
	Indicators of cardiac workload & shock

	Spo2
	Detect early hypoxia & respiratory distress

	Temperature
	Identify sepsis, infection & thermoregulation




While traditional ICU monitors such as Philips IntelliVue and GE CARESCAPE provide accurate results, they remain cost-prohibitive for many small hospitals particularly in rural areas. The lack of affordability can lead to delayed treatment and limited access to prompt monitoring.This is why researchers have noted a need for low-cost, scalable alternative systems to ensure there is no decrease in essential care.

2.2 IoT in Healthcare Monitoring

           Sensors connected to the internet allow vitals to be relayed  wirelessly to cloud dashboards which doctors can review the health of a patient remotely. Multiple studies confirm significant advantages in various healthcare settings including:

· Ongoing monitoring even with medical staff is busy.
· Increased accuracy in making time-critical early-life support decisions.
· Data can be mined for analytics, pattern recognition & machine-learning based prediction.
· Reduction in charting errors by manual entry and observation.
· The World Health Organization also encourages the adoption of smart health to improve efficiency in Emergency Department processes.


   2.3 Biomedical Sensing Technologies

      Sophisticated, compact bio-clinical sensors are now widely used to     measure critical vitals without invasive means, and these devices have an acceptable level of performance.

	Sensor
	Parameter
	Notes

	MAX30100 /MAX30102
	
SpO₂ + HR
	Optical photoplethysmography


	AD8232	ECG waveform
	
Low-noise
	cardiac signal acquisition


	DS18B20 / LM35
	
Digital
	Digital high-resolution sensing






The above modules have:
✅ High sensivity
✅ Low power consumption
✅ Compact form factor
✅ Ignition of a microcontroller is a simple process

All these specifications are the reason these sensors are found in IoT health prototypes today.


2.4 Cloud Monitoring & Alerting Research


Research indicates real-time alerts would significantly reduce ICUs emergency deaths. Cloud platforms, like Firebase, AWS IoT, and ThingSpeak allow:
Centralized monitoring across multiple patients in the hospital ICU.Real-time graphs and data history, allowing immediate access to patients' data.Secure medical logging for further diagnostics.

However, the researchers encountered the following challenges:

❌ Reliance on Wi-Fi service, less convenient than LAN.
❌ Cyber security vulnerabilities.
❌ Potential false alerts.

These points indicate a vital improvement in the level of intelligence and reliability for monitoring, which our suggested system attempts to solve.


III. Proposed System Model :

The proposed system will consist of the IoT based ICU monitoring systems biomedical sensors, an ESP8266 NodeMCU controller, and cloud-based connectivity to provide real-time clinical alarms and alerts for patients. The system is designed around three main stages:

3.1 Sensing Layer

The sensing layer is hardware-based and raw physiological signal data is captured in real-time using sensing sensors:

	Parameter
	Sensor
	Range
	Clinical value

	Heart Rate
	MAX30102
	30-240 bpm
	Cardiac stress, arrhythmias

	SpO₂
	MAX30102
	70-100%
	Hypoxia

	ECG
	AD8232
	0.5-4mV
	Arrhythmias, cardiac dysfunction

	Temperature
	DS18B20
	35-42°C
	Sepsis, febrile processes



Pre-processing of data is gathered in:

Filtering noise and artifacts through moving averages.Calibration and correction for movement and artifacts.
Transforming raw, analog signal data into clinically meaningful vitals.

3.2 Processing & Communication Layer
 
The ESP8266 NodeMCU: 
-  Responsible for sensor data acquisition and data conversion 
-  Establishes secure Wi-Fi and cloud connections 
-  Performed a threshold-based decision model 
-  if any of the parameters exceed their medical limits: 
-  Immediate intervention is performed. 

3.3 Cloud & Monitoring Layer
 
Firebase/MySQL Cloud Server is used for: 
-  Displaying data in real-time 
-  Maintenance of historical trend data 
-  Dashboard view of multi-patients 
-  Remote access by the doctor 
-  The dashboard refreshes periodically every 2–5 seconds to 
-  display ECG waveform 
-  numerical values for Heart Rate & SpO₂ 
-  Color display: Green normal → Red severe 

3.4 Alarm & Decision Model 

Emergency Condition Triggering: 
Inputs	Threshold triggering 
-  Tachycardia	HR > 120 bpm 
-  Bradycardia	HR < 50 bpm 
-  Hypoxia	SpO₂ < 90% 

3.5 System Architecture:

Sensors → ESP8266 → Wi-Fi → Cloud Server → Dashboard → Alerts → Medical Staff
The system is therefore capable of delivering clinical grade response automation at low latency.

IV. Hardware Design and Components :

4.1 NodeMCU ESP8266

                80 MHz 32-bit processor with built-in Wi-Fi modules.Comprised a low power package that is also small.10-bit adc capable of supporting sensor signals.It Provides real-time IoT communication.

4.2 MAX30102 Pulse Oximeter

The MAX30102 measures SpO₂ & HR through ~
📌 Photoplethysmography (PPG)

Two LEDs (IR + Red) that shine through the tissue of the finger.
The two LEDs are subsequently detected and measured by a photodiode, where this sensor can extract blood volume variability.

The mathematical estimate for calculating the % of SpO₂ is:

SpO₂ = (ACred/DCred) / (ACIR/DCIR)Which can be used in clinical diagnosis of hypoxia.

4.3 AD8232 ECG Module

The AD8232 module captures the electrical impulses of the heart. 
📌 High-gain instrumentation amplifier, along with filters to suppress noise.
Instrumented to detect arrhythmia patterns. 
ECG = P wave + QRS complex + T wave.

4.4 DS18B20 Temperature Sensor

· Digital output

· Accuracy of ±0.5 °C

· One-wire protocol

· Application in monitoring sepsis or infection.

4.5 Alert Module

It Consists of:
Buzzer → audible alert
Red LED → visual indication that shows the ICU that the alert has been triggered.
Provides access to alerts for staff who may not have access to the dashboard.

V. Software Design & Methodology :

The software development for this system is organized into four general activities: acquisition, processing, transmission & visualization. The software is developed in the Arduino IDE for the ESP8266 microcontroller while Firebase/MySQL manages cloud data. The method allows for real-time performance and reliability.

5.1 Firmware Architecture

The firmware does the following:

Initialize Wi-Fi and establish secure cloud connection.Continuously read raw sensor data.Perform filtering and threshold processing.Send data packets to th cloud every 2 to 5 seconds.Send alarms instantly on abnormal readings.

The program is written in C/C++, utilizing: 

Wifi.h and Firebase libraries for data communication.OneWire.h for the DS18B20.Drivers for the 
MAX30102 and AD8232.

5.2 Decision algorithm based on thresholds

Vital signs are measured to clinically defined threshold levels.

	Parameter
	Typical limit
	Alert Limit

	Heart Rate
	60 - 100bpm
	<50 or >120 bpm 

	SpO2
	95 - 100%
	<90%

	Temperature
	36.5 - 37.5°C
	>38°C

	ECG Rhythm
	Regular waveform
	Abnormal RR interval



If any one limit is not met:

1. AlertFlag = TRUE. 
2. Buzzer on + LED on.
3. Send alert message to dashboard.

5.3 Cloud Storage & Dashboard

In the cloud we will:
- Accept JSON encoded vitals from ESP8266. 
- Have real-time graphs and indicators. 
- Store history for clinical review. 

On the user interface we will:
- Chemically display waveform of ECG (canvas graph).
- Show digital readings of SpO₂, HR and temperature. 
- Status lights: ✅ Normal / 🔴 Critical.

5.4 System methodology flow

Start → Sensor data → Noise filtering →
Threshold checking →
{Normal → cloud upload }
{Not normal → cloud upload + emergency alerts. }

This software methodology allows us to achieve low latency and high reliability in continuous monitor operation mode.

VI. Experimental Setup & Testing (≈2–3 Pages)

6.1 Experimental Setup 

The prototype was integrated within a biomedical testing bench that consisted of a: 

· Patient hand connected to a MAX30102. 

· ECG electrodes placed on the chest (Lead I configuration). 

· Temperature sensor under arm (or palm). 

· USB powered ESP8266 (5V). 

Cloud connected laptop/mobile based dashboard for monitoring. The environmental conditions were controlled as follows:
Room temperature of 24-26 degrees Celsius. 
Stable lighting in the environment to avoid optical interference. 

6.2 Alert Response Test 

Abnormal measurement values were induced in both the testing and the hospital device. 
SpO₂ < 88% was forced. 
Heart Rate of > 125 bpm was observed. 
The temperature sensor was synthesized to read > 39 degrees Celsius. The results of this test was that the buzzer activated in 2-3 seconds and the warning flashed on the dashboard immediately.

6.3 Reliability & Stability Testing 

The following results were measured: 
6 hour continuous run	-> Stable
Re-connect time for Wi-Fi	-> <= 10 seconds
Battery power testing	-> Supported via power bank 
The prototype overall is reliable and stable for 24×7 use in a ICU requirement.

VII. Results and Discussion :

Graphs (SpO₂, HR, ECG) showed the following:

Regular sinus wave pattern in resting state 
Abrupt elevation in HR with exercise simulation
SpO₂ decreased with breath holding simulation

Main Takeaways:
✅ System responded rapidly to a declining state of health 
✅ Alarms from threshold really helped to avoid delays in care 
✅ Data in real time helped to direct and support clinical care
✅ Cloud allows monitoring remotely by physical

Conclusion :

The proposed IoT-Based ICU Patient Monitoring System has been successfully designed, developed, and evaluated to address serious issues facing intensive care delivery. Continuous and real-time monitoring of vital health parameters, including heart rate, SpO₂, body temperature, and blood pressure, is crucial for providing timely medical intervention and decreasing mortality rate in critically ill patients. The experimental outcomes indicate that the created prototype has high accuracy, reliable wireless data transmission, and alerting functions in real time relative to conventional medical monitoring systems.The integrated cloud voting mechanism allows the healthcare provider to access patients' health data remotely on smartphones or workstation dashboard. This reduces the healthcare provider's physical dependence on bedside monitoring, as well as maximizes the efficiencies of resources assigned within the facility. The system's alert processing capabilities can ensure that abnormalities are detected early, and medical staff are Ňimmediately notified, ultimately reducing response time for life-threatening anomalies and emergencies.The hardware design is compact, low-cost hardware, easy to deploy, and can be scaled to multiple ICU beds. The proposed solution would be an excellent fit for rural hospitals, under-funded healthcare facilities, and emergency care units, where it is not possible, or practical, to have access and use of advanced monitoring infrastructure at the hospital level. Finally, storing patient health data in the cloud can allow for data transfer for long-term analysis, and medical records.
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