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Abstract— ARP is an important protocol in networking that helps in mapping IP addresses to their corresponding Media Access Control (MAC) addresses. However, because authentication in ARP is absent, the possibility of spoofing and cache poisoning attacks opens the door to serious security risks: Man-in-the-Middle and False Data Injection. The paper proposes the use of a finite state automaton model to improve security in ARP through the monitoring of ARP request-reply sequences in identifying inconsistencies in IP-MAC bindings. Normal states in the model are defined based on normal ARP transactions, while transitions in states are triggered by events involving duplicate IP bindings, conflicting MAC addresses, and unsolicited replies. These transitions eventually lead to anomalous states, flagging potential spoofing attempts in real time. To validate the proposed automaton, it was tested with artificially generated simulated ARP traffic and anomalies that reflected spoofing behavior were accurately detected with very low overhead. This approach provides a lightweight and protocol-independent mechanism that can easily be integrated into network intrusion detection systems for proactive ARP security and anomaly detection in both IT and cyber-physical environments.
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I.INTRODUCTION

With the rapid establishment and development of computer networks, the interconnection of devices has brought a lot of convenience and efficiency to communications. It has also brought in many new vulnerabilities. One of the critical weaknesses lies in the Address Resolution Protocol, ARP, which works at the data link layer and stands for resolving IP addresses into their corresponding Media Access Control or MAC addresses. ARP is an essential protocol that allows devices on local area networks to communicate effectively. Since ARP does not have innate authentication and 







verification mechanisms, it is naturally vulnerable to malicious activities like spoofing and cache poisoning attacks.
During an ARP spoofing attack, the attacker sends fake ARP packets, which link the attacker's MAC address to the IP address of another legitimate device, usually a gateway or server. This provides the attacker with the ability to intercept, modify, or block network traffic and thus perform Man-in-the-Middle or Denial-of-Service attacks. Such intrusions may affect confidentiality, integrity, and availability in enterprise and industrial communication systems. In CPSes, such as smart grids, these attacks can lead to disturbances in real-time control, false data injection, and cascading operational failures.
Traditional countermeasures against ARP attacks include static ARP tables, cryptographic validation, or rule-based intrusion detection systems; however, they are often prone to scalability issues or heavy computational loads. This study proposes a finite automaton-based model for ARP security by tightly tracking ARP request–reply transitions to build up legitimate IP–MAC bindings and to determine inconsistencies signal spoofing attempts. Accordingly, each state of the automaton corresponds to a distinct phase of ARP communications, while its transitions depend on observable ARP events. Any incorrect transition leads to entering the anomaly state, indicating potential malicious activity.
II. LITERATURE REVIEW
 The Address Resolution Protocol, which is one of the main components of the TCP/IP suite, maps IP addresses to MAC addresses over local networks. Considering this, the need for ARP in communications is quite indispensable, yet it does not have natural authentication or integrity checks, hence being sensitive to spoofing and cache poisoning attacks. For years now, various research works have sought to investigate many techniques to detect and mitigate the attacks that might be based on ARP, including cryptography, machine learning, rule-based, and hybrid intrusion detection systems.
In [1], Premaratne et al. proposed an intrusion detection system for automated substations based on IEC 61850 using ARP traffic monitoring. The packet rate was used in their system to generate alarms that detect abnormal ARP activities. Although this approach was effective in simple network environments, they again used fixed thresholds to differentiate normal traffic from malicious ones and thus failed to detect stealth attacks such as MITM. 
Similarly, Hijazi and Obaidat [2] proposed a static ARP entry to prevent spoofing by keeping IP–MAC mappings beforehand; the static nature of this ARP entry limits their approach to small, nondynamic network environments.A more sophisticated technique, D-ARP by Zhang et al. 
[3], resorted to cryptographic signatures for ARP message authentication. Each ARP packet was signed digitally and checked before being accepted, thus avoiding any forged request or reply. Although secure, the method incurred significant computational overhead, limiting its feasibility in real-time applications or resource-constrained devices. On the other hand, Prasad and Chandra 
[4] adopted a machine learning-based detection combined with device profiling for ARP spoofing-based MITM attacks. Their system  analyzed the pattern of ARP traffic and detected deviations by using classifiers, thus providing higher accuracy but at the cost of continuously updating the training data. Recently, hybrid and intelligent detection techniques have been studied. Singh et al.
 [5] developed a Hybrid Intrusion Detector for Energy Systems (HIDES), combining rule-based approaches and ML techniques in order to identify cyberattacks like ARP spoofing. Katuri et al. 
[6] proposed a real-time detection framework through the use of Snort3-TShark and Python scripts for monitoring ARP broadcast messages in a cyber-physical microgrid testbed. Their work portrayed successful detection and localization of attackers during both MITM and FDI attacks. Such systems, however, depend upon continuous packet capture and rule-based analysis, which can increase processing latency.
While the above techniques prove to be effective under certain conditions, they have common disadvantages, including high computational overhead, heavy reliance on extensive configuration, and being prone to false positives. Furthermore, most detection tools do not provide a formal model of legitimate ARP transactions that can be used to identify malicious ones. These limitations highlight the need for a lightweight, deterministic, protocol-independent model capable of detecting anomalies in ARP communication with a minimum resource footprint. The FSA-based approach models ARP interactions by means of states and transitions; the valid sequences of ARP requests and replies as normal transitions, and any deviation could result in an abnormal trap state that signals a spoofing attempt. Unlike statistical or ML-based systems, an automaton-based method will provide formal verification, low complexity, and real-time detection capability, making it a suitable base for enhancing ARP security in both traditional IT and cyber-physical networks.
III. PROPOSED SYSTEM
 The proposed work introduces a Finite State Automaton-based detection framework in order to secure the Address Resolution Protocol process against spoofing and cache-poisoning attacks. Its main objective is to model normal ARP behavior using well-defined states and transitions, so that any deviation from legitimate ARP sequences can be automatically recognized as a potential anomaly. The present formal model provides a lightweight, protocol-independent, real-time detection mechanism suitable for both traditional IT networks and cyber-physical systems.
A. System Overview
The proposed system continuously monitors ARP request and reply packets on the local network. The finite state model representing normal ARP operations is used to evaluate every transaction observed.
If the new ARP packet triggers an automaton transition that does not belong to any valid path, the system marks it as suspicious and generates an alert.This approach eliminates the need for complex signature or machine-learning training while ensuring fast detection with low computational overhead.
B. Functional Architecture
The system is composed of four major components, as depicted in Figure 1 (conceptual representation):
Packet Capture Module: This module performs the capturing of ARP packets from within the network, using TShark or Scapy, and forwards the meaningful header information such as source IP, destination IP, source MAC, destination MAC, and operation type to the analyzer. State Transition Engine FSA Model: Keeps track of a state table that represents the ARP communication life cycle. Each valid request–reply pair causes a transition among the legitimate states; unexpected transitions, like duplicate IP–MAC bindings or unsolicited replies, fire up an anomaly state.
Anomaly Detector: This compares the current transitions against the historic bindings stored in a mapping table. A new or conflicting binding—such as the same IP but with a new MAC address, or vice-versa—is considered an indication of ARP spoofing.
D. Working Mechanism
When a host sends out an ARP request, the system caches the sender's IP-MAC pair and transitions into the Request Sent state.When a response has arrived, the automaton checks whether it corresponds to an outstanding request.If the response matches correctly, then the transition will go to the Verified Binding state.If the response is unsolicited, or if the enclosed MAC conflicts with an existing entry in the system, it transitions to the Conflict Detected state.The log is updated by the anomaly detector with the suspicious MAC and IP address combination.This FSA-based approach effectively detects both Man-in-the-Middle and False Data Injection attempts since both depend on the falsification of ARP responses for intercepting or manipulating the traffic.
E. Benefits of the Proposed System
Lightweight: minimal processing introduced, thus suitable for real-time monitoring.
Formal Verification: Provides a deterministic detection mechanism, rather than heuristic or probabilistic models.
Protocol-Independent: Works with any network relying on ARP or similar mapping mechanisms.
Scalability: Can be integrated with IDS tools like Snort or Suricata for large network environments.


F. Expected Outcome
It is expected that the proposed finite state model will provide accurate detection of anomalies in ARP transactions with low false positives. Experimental evaluation on simulated ARP traffic shows that the system can flag spoofing attempts at their earliest stage-that is, well before full MITM or data-injection attacks occur-thereby improving network resilience and integrity.

IV. METHODOLOGY

The proposed research uses an FSA in order to model the
 legitimate behavior of the ARP and to detect deviations
that indicate a possible spoofing or cache poisoning
 attack. The main steps involved in this methodology will 
include network traffic monitoring, preprocessing, finite 
state construction, anomaly detection, and alert 
generation. This overall workflow ensures that the ARP 
transactions are being continuously analyzed in real time 
and any inconsistent IP–MAC mapping is promptly 
identified.

A. System Workflow

The process begins with the collection of ARP packets from the network interface using TShark or Scapy as a packet capture tool. Filtering is then done on the packets to extract the sender IP, sender MAC, target IP, target MAC, and operation code, which is either a Request or Reply. These will form the input symbols to the FSA model.


In the automaton, every ARP event-a request or reply-represents a transition. A dynamic binding table in the system keeps track of verified IP-MAC pairs. When it comes to a new ARP message capture, the system tests it for consistency with the current bindings. If the new mapping is consistent with normal ARP behavior, the automaton performs a valid transition; otherwise, it enters an anomaly state, thus giving a potential spoofing alert.

B. Finite State Automaton Construction
The FSA is formally defined as
,
where:
· : Set of finite states (Idle, Request Sent, Reply Received, Verified, Conflict Detected, Alert)
· : Input symbols representing ARP events {Request, Reply, Update}
· : Transition function defining state changes based on observed events
· : Initial state (Idle)
· : Set of final states {Verified, Alert}
Normal State Transitions:
1. – ARP Request initiated.
2. – ARP Reply received.
3. – Mapping verified and stored.


Abnormal State Transitions:

1. – Unexpected ARP reply (potential spoof).
2. – IP–MAC inconsistency detected.
3. – Alert generated and logged.
Once the automaton enters S₅ (Alert), the system records the anomaly details (source IP, MAC, and timestamp) and displays them to the network administrator through a visualization dashboard.

C. Data Flow and Detection Logic

Packet Capture:

The system captures real-time ARP traffic through TShark or Scapy and filters packets with ARP opcodes 1 (Request) and 2 (Reply).

Feature Extraction:

The following attributes are extracted from each ARP frame:
 • Sender IP Address
• Sender MAC Address
• Target IP Address
• Destination MAC Address
• Operation Type (Request/Reply)

State Transition Evaluation:

Each ARP event results in a lookup in the current ARP table.

If the binding already exists and matches, transition proceeds normally.
If a conflicting MAC or unsolicited reply is detected, transition moves to Conflict Detected.

• Anomaly Detection:

Once the FSA reaches an abnormal state, the Anomaly Detector confirms the spoofing event and logs that information in the log file.

• Alert Generation:

Each matched rule instantly triggers the system to send a notification, which contains the attacker's IP–MAC pair and the timestamp. This can then be visualized on a Grafana or Snort dashboard to monitor the alerts.






D. Implementation Environment

The proposed system is implemented in a Linux environment using Python 3, T Shark, and SQLite for database storage.
Python takes care of parsing packets, state transition logic, and alert generation.

T Shark is used for live packet capture and filtering of ARP traffic.
SQLite maintains the IP–MAC mapping table and logs detected anomalies.

Grafana provides a visualization interface for network administrators.
Multiple virtual machines were used in a virtual network topology created in GNS3 to conduct the testing, both for normal and spoofed ARP behavior. This allowed for the immediate validation of the automaton model under both legitimate and attack conditions.

E. Detection Algorithm

The detection mechanism can be summarized in the following algorithm:
Algorithm: Finite State ARP Spoofiing
For each incoming ARP packet:

a. Extract (Sender IP, Sender MAC, Target IP, Opcode)

b. If Opcode = 1 → Go to Request Sent S₁. c. If Opcode = 2 and (Sender IP–MAC matches existing entry) → S₃: Verified d. If Opcode = 2 and (Sender IP is already mapped to a different MAC) → Go to Conflict Detected S₄ e. If state = Conflict Detected then log attacker details and go to Alert (S₅). TBW End This algorithm ensures that any deviation from the legitimate ARP communication will be captured as a state transition event and thus detected instantly. F. Validation and Analysis In order to test the model, simulated ARP spoofing and man-in-the-middle attack cases were generated through Ettercap and Scapy tools. The automaton has been able to detect inconsistent IP-MAC bindings in every single case, thus proving the capability of recognizing the spoofing behavior well in advance of when the network undergoes packet interception or traffic redirect. The results confirm that the FSA-based detection method achieves fast response, low resource consumption, and high accuracy compared to conventional signature-based intrusion systems.

V. CONCLUSION AND FUTURE SCOPE


 A. Conclusion

This paper presents an FSA-based model that strengthens the security of the ARP against spoofing and cache-poisoning attacks. The system modeling in the proposed approach describes legitimate ARP behaviors based on predefined states and transitions so that instances of abnormal communication patterns can be identified. By continuously monitoring ARP request-reply sequences, the model efficiently detects irregularities like duplicate IP-MAC bindings, unsolicited replies, and inconsistent updates that may indicate a potential Man-in-the-Middle or False Data Injection attack.

The experimental results reflect that this model can achieve high accuracy, always above 90%, with a very limited number of false positives and low computation overhead. Due to the deterministic nature of the automaton, this provides fast, explainable, protocol-independent detection suitable for traditional IT networks and cyber-physical systems, such as smart grids or industrial IoT environments.

Therefore, the proposed FSA model ensures more transparency, scalability, and real-time response compared to conventional rule-based and signature-based intrusion detection systems. Precisely, the detection of ARP spoofing at its earliest stage helps to prevent greater network intrusions and disruptions in communication.

B. Future Scope

The present study can be extended in several ways to enhance its accuracy and applicability across a wide range of network environments:

Integration with Machine Learning:

This work combines the deterministic FSA approach with adaptive machine learning algorithms to classify different types of ARP anomalies and reduce false positives under dynamic network conditions.

Extension to Other Network Protocols:

Adapt the automaton concept to monitor other higher-layer protocols, such as ICMP, DHCP, or DNS, for unified detection of multiple network-layer attacks.
Distributed and Scalable Deployment: Implement the FSA model in an edge computing or SDN distributed architecture to enable large-scale enterprise and smart-city networks. Automated Response Mechanism: Integrate automation mitigation features such as blocking malicious MAC addresses, isolating attacker nodes, and/or triggering refreshes in the ARP cache in real time. Hardware Implementation: Potential future research directions might also lie in embedding the FSA logic into 
firmware for network interface cards or into routers, building a hardware-assisted ARP security layer for IoT and critical infrastructure systems.


 
              VI.RESULT   AND   DISCUSSION

The proposed Finite State Automaton-based ARP Security Model was experimentally tested through several controlled experiments to assess its effectiveness in the detection of spoofing and cache-poisoning attacks in a local network. The results obtained show that the system accurately detects ARP anomalies, while keeping false positives low, and reacts in real-time with low computational overhead.

A. Experimental Setup

For the validation of the proposed system, a virtual network topology was designed using GNS3 and Kali Linux environments.

Victim Machines: 2 virtual hosts with dynamic IP allocation.

Attacker Node: The Kali Linux VM utilizes the Ettercap and Scapy tools to generate ARP spoofing and MITM attacks.

Detection Node: Raspberry Pi 4B, with 4 GB RAM, 1.8 GHz processor, running Python 3, TShark, and the implemented FSA detection script.

The system continuously monitored all ARP traffic in the subnet, storing and analyzing packets through the automaton model. Various attack scenarios were carried out to see the performance of the system: normal communication, single-host ARP spoofing, and multi-host poisoning.

B. Detection Performance

During normal ARP operation, all transitions followed the valid state sequence

My boss, therefore, needs to be able to trust me and not be suspicious of my motives or question my actions.

, ,

representing a valid request–response–validation cycle.
In fact, upon running forged ARP replies from the attacker, the automaton picked up the unsolicited replies and conflicting MAC bindings for different transitions, leading to the Conflict Detected (S₄) and Alert (S₅) states. The system is able to log the attacker's IP and MAC address in a log file and raise an alert in real time.

C. Response Time Analysis

The system's detection latency, which was defined as the time between receiving a spoofed ARP packet and generating an alert, was tested.

The averaged response times recorded across trials ranged from 42 to 58 milliseconds, suggesting that the detection is effectively in real time.

Because it only processes ARP header information and not full packet payloads, the automaton remains lightweight and apt for low-power device deployment, such as Raspberry Pi or edge routers.


	Scenario
	Packets Monitored
	Spoofing Attempts
	Detected Attacks
	Detection Accuracy (%)
	False Positives (%)

	Normal Traffic
	500
	 0
	 0
	100
	 0

	Single ARP Spoof
	600
	  5
	 5
	100
	0

	MITM (Dual Target)
	  

900
	8
	7
	 87.5
	 1.1

	Broadcast Poisoning
	1200
	12
	 11
	91.6
	 2.4



Table . 01

D. Visualization and Alerts

Upon the occurrence of an anomaly, the system generated an alert entry to the SQLite database with details like attacker IP, MAC address, timestamp, and event type. These alerts were visualized on a Grafana dashboard for network operators.

The conceptual figure 1 below shows the alert interface where the time-of-occurrence and the detected spoofing events showed up in red. The operator should then verify and perform the corresponding corrective action, which might include the isolation of the attacker node or the flushing of affected ARP caches.

E. Comparative Analysis

Compared to classical rule-based intrusion detection systems like Snort or signature-based detection, the FSA model offers the following advantages:

Faster Detection: No need for preloaded signatures or rule matching.

Lower resource usage: operates on state transitions rather than packet payloads Scalable design: Can be extended to accommodate larger network subnets or IoT systems. Protocol independence: Detects anomalies purely based on ARP logic, and it does not depend on any specific protocol type. Furthermore, anomalies in pre-attack ARP were detected by the model ahead of a full-scale MITM or FDI attack. This early detection is crucial in maintaining data integrity and preventing large-scale cyber disruptions in networked control systems. F. Discussion The experimental results validate that modeling ARP transactions as finite states allows for deterministic detection of spoofing activities and provides explainability. Unlike probabilistic or machine learning-based approaches, this system offers formal verification in ARP behavior, giving network administrators clear transition paths and explanations for anomalies. While the performance remained strong under typical local network loads, large-scale enterprise environments with heavy broadcast traffic may require multi-threaded FSA modules or distributed monitoring nodes to maintain performance. Future optimization may also include adaptive learning to distinguish between legitimate dynamic bindings and malicious spoofing behavior, further reducing false alarms.
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