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Abstract—Forensic infrastructures need to exchange data between others and are unable to operate independently without sharing information. Image forensic techniques play a crucial part in providing solutions to these challenges. This presents a comprehensive review of watermarking methods based on deep learning provided that no changes to the information are permitted during the transfer process. The study aims to present the operation of each, analyze the performance of the techniques and provide comparative evaluations including advantages and limitations. The results show the performance metrics include robustness, the quality of the resulting images, and overall capacity. The research highlights that algorithms improve the performance and achieve the security requirements of content authenticity for legal proceedings and public comment that maintaining public trust.
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I. Introduction 

The most common form of multimedia information is digital images which become a main carrier in this big data era. Digital forensic images must be accurate or duplicate as possible as represented in the source media under investigation. They aim to acquire a complete byte-for-byte copy of the original media. The process of imaging is crucial in all forensic systems, needing high security and confidentiality since important decisions are drawn from information held within forensic images. The study mainly deals with stipulating specific requirements that will ensure the safe transmission of forensic images among locations. They should not alter original media, judicial forensics, nor find any data not on source media into the image file.
Nowadays, there are many forensic infrastructures such as investigation laboratories that need to exchange data and are unable to operate independently without sharing   information. At this point, Image forensic techniques are a vital need in multimedia 
information security and it is assumed that during network transmission, the information must not 
change. However, during the development of technology, digital forensic images can be accessed and tampered with illicitly; serious risks have been posed to personal privacy, social stability, and even national security.
In recent years, this ease of sharing has grown exponentially with the rapid expansion of computer networks and the Internet, which have accelerated this process. While recent advances in technology provide newer and better ways of accessing, managing, and transferring forensic information, they also create vulnerabilities in security since it is easy to tamper with such data or to make multiple copies of it [6]. For instance, forensic and investigations teams can make decisions about the crime if forensic information is available and robust. On the other hand, forensic decision-making will be adversely affected by not being able to access the data. Thus, ensuring secure storage and transmission is important for forensic image security, and a number of methods have been developed to prevent misuse of forensic information.
There are many existing techniques applied to solve the problem: one of them is watermarking techniques which are crucial for the protection of digital images, where a secret key or authentication code is embedded within the image before being transmitted across public channels. The verification of this embedded key or code from a received image certifies its authenticity [7]. Besides, Deep Learning (DL) techniques have been widely applied to image forensics, offering new and powerful instruments for manipulation detection and content integrity control. by using multilayered neural networks with a vast number of nodes and parameters for decision-making without any human involvement [1].
The main purpose of this research is to contribute to the concept of secured forensic systems and deep learning–based image forgery detection technologies and watermarking algorithms using deep learning which achieve the security requirements needed. 
The remainder of this paper is structured as follows: Section 2 describes the deep learning-based watermarking requirements, and a brief literature survey is given. In section 3, analysis of deep learning watermarking models is mentioned. Section 4, a discussion is highlighted. In section 5, limitations and open challenges are introduced. Finally, in section 6 conclusions are drawn.

II. An Overview of deep learning-based watermarking
A. Requirements

In general, any forensic records contain highly sensitive information that must be kept unreachable to unauthorized individuals in the protection of privacy. On the other side, forensic information shall be accessible to authorized personnel on demand at whatever time for legitimate purposes [2].
Digital watermarking is a traditional approach for data hiding in which a watermark [1] is embedded within a multimedia object. Later on, the same can be detected and extracted which proves that this object belongs to some particular owner. The technique provides integrity and authenticity, proving ownership, while the image simultaneously carries relevant information related to the forensic report.
Such a watermarking procedure is not easily achievable since it is ruled by three specific requirements: imperceptibility for ensuring visual quality of the watermark, Capacity is the amount of information, in bits, which can be carried by the host mark, while robustness implies that the mark can be sustained even if the carrier media undergoes certain distortions. as shown in figure 1.
Because digital multimedia objects can be easily distributed and copied, there is a clear need to protect them, which is achieved through digital watermarking or watermarking based AI (Artificial Intelligence) techniques. 
B. Literature Review
The classical method for securely image forensic systems is watermarking. The concept of digital watermarking was represented in 1992 by Andrew Tirkel and Charles Osborne. [7]. There are many schemes selected here, organized by date started from 2017 up to 2024 and based on spatial and transform domain methods of only watermarking that are willing to provide an introduction and a comprehensive overview of the security issues. 
The studies, that are propriety directed to the information hiding field, are displayed in schemes such as [4]. The present work deals with a computational intelligence approach for developing reliable and protected image watermarking techniques for data transmission. It proposes a technique that couples the discrete wavelet transform with singular value decomposition for developing a hybrid watermarking scheme. It further incorporates the Forensic-Based Investigation optimization algorithm in determining the optimal scaling factor, thus guaranteeing increased embedding efficiency with improved security and selecting the best position for inserting the watermark. Moreover, encryption using Arnold Transform is performed to make the watermarking scheme more secure. Several watermarked images are attacked by different types of attacks, and the imperceptibility and robustness of the schemes are evaluated using SSIM and NCC, respectively.
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      Fig. 1. The watermarking equilibrium triangle.
In [8], embedding a digital watermark in the field of intellectual property protection has developed into an important method of proving copyright, sending confidential data, and authenticating many aspects of multimedia. This paper examines by an alpha blending approach; one can implement a nonblind watermarking algorithm using DWT to embed watermarks into host images. The watermarks are later extracted through the extraction process. Several attacks-such as median filtering, salt-and-pepper (SAP), Gaussian, speckle noises, and rotation are conducted to assess the robustness of the watermarks. The PSNR is used to analyze DWT-based watermarking performance. The obtained results prove that the watermarks are highly robust, establishing this approach as appropriate for using it in the digital image security and copyright investigation.
A scheme is displayed by [12], which is based on acting as a forensic technique. A simple image content verification method is developed by embedding a hidden mark within a secret image, which provides the functionality for both image integrity verification and forgery detection in original images. First, the secret image is divided into two main parts, each of which is further divided into small blocks. Blocks from the first part are used to embed information into the respective blocks of the second part using some data transformation technique. In this technique, a self-embedding strategy for securing sensitive parts of the image is utilized. The authors embed block-based signatures into other blocks of the same image using different transform domains like DWT, DCT, and DFT. At the receiver end, the reverse process is performed for the authentication of the image. After extensive experiments and comparative analysis, DCT was found to be the most efficient and reliable transform domain, where the marking algorithm is imperceptible and robust against various attacks.
On the other hand, the domain of artificial intelligence (AI) which comprises the fields of machine learning and deep learning technologies, are often applied synonymously when discussing all things AI. Traditional machine learning algorithms can be relatively simple, representing an intersection of computer science and statistics where algorithms perform tasks without explicit programming. Deep learning is a step ahead in the traditional concept of ML and uses multilayered neural networks with several nodes for decision-making without human intervention. It is particularly well-suited for problems that involve big datasets. Many approaches in the literature here are organized by date from 2017 up to 2023 and based on some deep learning algorithms (we selected the models: Convolutional Neural Networks (CNN), Artificial Neural Networks (ANN), and autoencoder frameworks) that merged with watermarking techniques to ensure secure forensic systems.
The research in [3], an enhanced form of the Chimp Optimization-based Deep Fusion Convolutional Neural Network has been proposed for robust digital image watermarking, namely ECO-DFCNN. The network consists of two essential parts: an embedding network performing the embedding of the watermark and an extraction network retrieving it effectively. In the embedding network, diverse features are captured by an octave convolutional model, whereas a pyramid extraction module and dilated convolutions have been employed in the extraction network extracts the local features while minimizing the number of model parameters. Besides, the proposed ECO framework effectively balances robustness and imperceptibility for a high overall efficiency.
Several authors are working on DWT techniques in their approaches, like [5] Discusses a novel and efficient a method for embedding data into digital images using the wavelet domain, utilizing the Diamond Encoding (DE) scheme. The proposed algorithm summarized their computation process that the secret image is first translated into a series of base-5 digits, followed by the conversion of the image is transformed into the DWT domain and subsequently partitioned into 2×1 coefficient pairs. The DE component adjusts at most one coefficient per pair to embed base-5 digits effectively. By integrating two optimal embedding strategies, Differential Expansion (DE) and adaptive embedding, the proposed method achieves superior payload capacity and image quality compared to earlier approaches. Furthermore, the algorithm highlights the primary limitations present in existing DWT-based steganographic approaches and reduces image distortion by adopting the DE scheme. Moreover, it presents a method to enhance embedding efficiency for DWT-based steganographic methods. Experiments demonstrate that the method is secure against a histogram attack made by the universal steganalysis software and resistant to various image manipulation attacks, such as compression artifacts, additive noise, and image cropping. The approach thus turns out to be effective for achieving both robustness and imperceptibility. 
However, [10] have proposed a robust watermarking approach based on an ANN. It embeds the watermark using LWT along with randomized coefficients. After the application of LWT to the cover image, the chosen sub-band coefficients are scrambled with a key, and the resulting randomized values are subsequently utilized (using a different key) to generate blocks of randomness. The chosen blocks of the randomized sub-band embed the watermark. ANN was used for watermark detection, wherein the watermark was extracted by inverse processing at the embedding stage.
In [14], the authors have developed a framework for digital image watermarking based on convolutional neural networks. Using this framework, first, the encoder network extracts the latent features of both the cover and secret images, then merges them into one to generate the watermarked image. While decoding, a denoising autoencoder removes noise and recovers the embedded watermark suppresses the noise from the received image and retrieves the embedded watermark by using CNN-based feature extraction. By utilizing deep neural networks, the method can learn and generalize watermarking algorithms with minimal human intervention. This technique invisibly embeds a secret image within a cover image and possesses outstanding performance relative to several latest methods based on the simulation results and performance comparison.
According to [1], the proposed method introduces a complete end-to-end framework for document image watermarking based on deep neural networks. The system is composed of two main modules: an encoder for watermark embedding and a decoder for extraction. To evaluate robustness, several noise layers are incorporated to emulate attacks such as cropping, Gaussian distortion, image resizing, and JPEG compression. Furthermore, a text-sensitive loss function is used to restrict modifications on textual regions during embedding. In addition, an adaptive embedding strength mechanism is implemented to improve image quality while maintaining high extraction precision. The experimental outcomes demonstrate that this approach outperforms the existing watermarking techniques with respect to both durability and visual fidelity. 
A secure novel system proposed in [9] a learning-based autoencoder framework integrating CNNs into a non-blind watermarking approach. Their method showed superior results to conventional frequency-domain watermarking methods, especially under higher imperceptibility and robustness conditions. Moreover, this research introduced some fresh applications of CNNs in image security by improving embedding accuracy and resisting various attacks. A positive aspect of such CNNs is that they can learn features in a very efficient manner and regenerate the input at the output. Various codebook images of different sizes are generated using the proposed method and tested against different attacks such as additive Gaussian noise, compression, cropping, and filtering. Their scheme outperforms many state-of-the-art methods. Another aspect explored is the transfer learning capability of an auto-encoder CNN for learning new codebooks in an efficient manner. In addition, it ensures that an intruder cannot retrieve data without knowledge of the scheme.
By studying a significant number of algorithms proposed in the literature, founding in the [11] that introduces an efficient technique for achieving a blind and resilient image watermarking approach that is based on deep learning neural networks. These networks are utilized for the automatic learning of representations and generalization, hence reducing the need for extensive domain knowledge. The proposed model for the deep learning approach has been designed specifically for the image watermarking process. It maintains adaptability and robustness by being independent of any predefined attack scenario or prior assumption. It was further tested in experiments where watermark retrieval from mobile phone camera images was done to verify the stability and effectiveness of this system for practical implementation. Experiments and analysis on large datasets confirm that The proposed method surpasses existing approaches. A summary of reported algorithms is shown in Table l.
III. analysis of dl-based watermaking models
Deep learning-based methods for watermarking demonstrate great diversity in their architecture, embedding methods, loss functions, and robustness techniques. This section will provide a detailed technical review of the main categories of models and outline the computational foundations enabling effective watermark embedding and extraction.
A. Encoder-Decoder Architectures

Most watermarking methods in the deep class are based on an encoder–decoder paradigm, in which a CNN-based encoder [9] conceals the watermark on the host image [1], while a corresponding decoder picks it up [3]. U-Net architectures make use of skip connections to preserve spatial detail and enhance imperceptibility [15]. Recently, Transformer-based encoders have also been explored thanks to their ability to capture long-range spatial relationships, but at a significantly higher computational cost. The key characteristics:
· Feature modulation: Watermarks are introduced to the intermediate feature maps either by additive perturbations, Feature-wise Linear Modulation, or through convolutional blending [15].

· Smoothness of Perception: The reconstruction losses Mean Square Errors (MSE), Structural Similarity Index Measure (SSIM), and Learned Perceptual Image Patch Similarity (LPIPS) are used to preserve high visual fidelity.

· Extraction Stability: Decoders use multi-scale feature integration to recognize patterns of the watermark even in cases of noise or distortions.
B. GAN-Based Watermarking Models

It learns to improve the imperceptibility of the GAN to embed watermarks that would look no different from clean images to human viewers [16]. The discriminator suppresses any visible artefacts, while the generator focuses its effort on integrating the watermark seamlessly. The strengths include generating highly realistic visual outputs and mastering complex, non-linear embedding representations. The weaknesses are training instability and sensitivity to adversarial perturbations because of the adversarial optimization process [16].
C. Hybrid Transform-Learning Methods

Some systems couple discrete transforms like DCT, DWT [5], and FFT with convolutional networks; the former isolates the image frequency components, while the latter adaptively controls the embedding strength. It provides even better robustness to compression and filtering and enables flexible embedding in arbitrary frequency bands [17]. However, it also brings more computational cost and makes the optimization problems even harder to solve since training needs to be conducted in both the spatial and frequency domains simultaneously.
D. Differantial Distortion Layers for Increased Roubstness

Various watermarking architectures consider real-world attacks by including differentiable approximations for distortions such as compression, noise, blur, and geometric transformations [18]. These layers contribute to improving the model's general robustness and reducing the vulnerability to adversarial manipulations. Thus, common distortion layers include: differentiable JPEG compression, Gaussian noise layers, random cropping and resizing, color jitter and bit-depth reduction.
E. Loss Functions for Multi-Objective Optimization

In watermarking, one would need to balance the conflicting goals of imperceptibility, robustness, and embedding capacity [11]. Contemporary models achieve this with composite loss functions as defined in (1):
𝓛 = λT 𝓛recon + λw 𝓛wm + λd 𝓛distort

(1)
It includes the transformation of raw materials into a product of value, passing through the production, processing, and marketing stages. Each of these components ensures accurate image reconstruction, precise watermark recovery, and robustness against distortions, respectively [19]. It implies that modern watermarking systems rely on cross-domain embedding, differentiable augmentation layers, and carefully tuned multi-objective training pipelines.

IV. discussion
A review has been done of the proposed techniques in the literature review and examines various security challenges in forensic information systems. It also evaluates the security tools at present available and outlines different scenarios highlighting what is essential if these systems are to be taken up effectively by forensic personnel.
       A comparison study is presented between two approaches that are used for secured forensic systems. The watermarking algorithms are compared with other-based AI algorithms in terms of satisfying the needed requirements. 
TABLE I. SURVEY OF DEEP LEARNING BASED WATERMARKING ALGORITHMS
	Research Paper
	Year
	Watermarking Scheme
	Deep Learning Based-Watermarking Scheme

	
	
	Found
	Method
	Found
	DL model

	[4]
	2024
	√
	DWT+

 SVD
	
	

	[11]
	2020
	
	
	√
	CNN

	[14]
	2023
	
	
	√
	CNN,
Deno-ising

Auto-enco-der

	[8]
	2023
	√
	DWT
	
	

	[9]
	2017
	
	
	√
	CNN

	[10]
	2020
	
	
	√
	ANN


	[5]
	2017
	
	
	√
	DE

	[1]
	2023
	
	
	√
	Auto-enco-der

	[3]
	2023
	
	
	√
	DFC-NN,

Ocaive Conv.

	[12]
	2023
	√
	DWT+

DCT+

  DFT
	
	


Both proposed techniques employ a variety of algorithms. Therefore, it is essential to emphasize the algorithms employed and the rationale behind their selection. It should be mentioned that the same types of watermarking techniques are used for embedding, detecting and extracting processes in the proposed AI model.
So far, various traditional watermarking methods have been developed for image protection in both the spatial and frequency domains. However, most of them usually suffer from limited robustness under various types of attacks. As a drawback, watermarking algorithms in [4], [8], [12] does not always provide robustness requirement against attacks and noises during transmission channels, so it will degrade image quality after extracting process. However, using watermarking schemes only does not achieve all the triple requirements as mentioned in figure 1.
Recently, deep learning–based watermarking has contributed significantly to image content security and attracted considerable attention across various practical applications.
From Table 1, the proposed algorithms [14], [10], [1], [3] are immune against statistical attack. All the attacks are applied to test them confirming that robust system details are used in. It’s clear that all three requirements related to key security considerations were met for the proposed algorithms at both transmission and reception levels.
Additionally, such standardization in a comparative study will help further in carrying out consistent comparisons related to the deep learning models in their respective roles. Another positive aspect of the proposed implementation is its robustness, due to the use of powerful algorithms with secure mechanisms of execution. Hence, the extracted images reveal very good results in terms of quality.
The algorithm from [3] should be mentioned for its use of a strict octave convolutional model, underlining the fact that if the features vary in slow resolution, then it will reduce the memory and computation cost. Besides, it is a secure related issue.
Comparing between both proposed approaches [9] and [11] which pointed out certain limitations in their approach, finding that [9] is best used on large volumes of data and it is higher accuracy than [11] so the probability of errors is less. Moreover, [5] in comparison to the conventional approaches related to image integrity and verification watermarking, the proposed method provides low computational overhead, high quality, strong robustness, improved blindness, and resistance against various types of attacks.
It is worthwhile to mention that in [1], an optimization is done over the autoencoder regarding hiding high dimensional data to a compressed form. Then one of the main features that differentiate this from the original implementation in [14] is the introduction of a denoising autoencoder for the reconstruction of an image from its hidden representation. In the light of the described improvements, the proposed algorithm outperforms current techniques. Concretely, not only it learns how to compress the data, but also how to remove noise from images, making the performance effective even when the inputs are noisy. For that matter, denoising autoencoders can be more robust and learn richer features than regular autoencoders.
To the best of our knowledge, after considering the limitations of state-of-the-art image integrity and verification watermarking techniques, this research presents an idea of deep learning-based schemes for the potential capability of deep neural networks to independently learn and generalize both the embedding and extraction process coupled with achieving robustness, blindness, and high visual quality.
V. limitations and open challenges
The main concern in this phase is to summarize the techniques’ limitations, so it must be taken into consideration to sustain the challenge to achieve an optimal balance among imperceptibility, robustness, and embedding capacity. Such as:

· It is still challenging to fully leverage the learning capability of deep neural networks are employed to learn the processes of watermark embedding and extraction processes automatically, enabling generalization.

· Defining or assigning ground truth labels of the image watermarking tasks may be ambiguous and labor-intensive.

· Simultaneously, being robust yet blind approaches that operate independently of any prior knowledge regarding adversarial examples are still scarcely explored in the existing literature.
Current DWT technique in [8] also presents several disadvantages: it introduces unacceptable distortion in images, so it is not effective from a security point of view. In [5], serious problems have been detected in the field of verification and extraction of watermarks, as well as regarding computational complexity. It also presents a very limited embedding capacity since the embedding procedure concerns only the second least significant bits in the DWT coefficients of cover images. Extending the proposed technique for digital video files could help to overcome this restriction and, finally, increase embedding capacity. Furthermore, by the watermark embedding procedure, the proposed method fails to select the most suitable regions in images, thus increasing the computational cost and decreasing the quality of the watermarked images.
Based on what finds in this survey, the schemes might open up several future research directions and expanded by: Applying the schemes on other multimedia modalities such as video or audio, making the system fully interactive by adding features that are essential, developing a new hybrid combining deep learning with encryption and watermarking techniques to increase the security since combination methods are powerful to optimize the performance of the technique.
To address the above challenges, the last years have seen the development of various forensic tools that can detect forged or illegally manipulated images. Traditional handcrafted watermarking methods have been a topic of great interest in research while considering a range of optimization methods for adjusting embedding parameters [13]. The objective of this work will be to investigate how to effectively leverage deep learning models for adaptive image watermarking. Whereas significant progress has been realized in the process of deep neural networks for image steganography, the usage of deep learning in particular to watermarking remains a relatively new and developing line of research which is still in its infancy.
VI. CONCLUSION     
Neural networks have been more and more utilized for watermarking schemes in ensuring data integrity, preserving the consistency of images and videos throughout their processing and verification [1], [5]. The provided survey avails an in-depth analysis of deep learning models used in various watermarking schemes towards fulfilling forensic security. It examines two advanced image watermarking schemes that are extended to satisfy some crucial security properties. First, it explores the conventional approaches of image watermarking, concerning their limitations, and investigates then how these shortcomings can be handled by a deep learning approach.

The findings show that DL-based watermarking methods are more effective in achieving the required security criteria than traditional watermarking methods. Finally, the survey outlined open challenges which need to be addressed to expand the techniques in the future. There is not a single method that provides superior performance; however, DL-based watermark techniques are becoming the main research topic, recently.
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