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1.1 Strategic Thesis: Opportunity and Risk Assessment 

The University’s proposal to undertake The Security Initiative represents a timely and critical 

intervention against the pervasive threat of examination paper leaks across India. The objective—to 

establish transparency, security, and reliability in examination systems—is not only commendable but 

strategically vital, addressing a crisis that has severely eroded academic integrity and public trust 

nationwide [N/4]. The proposed ―Smart Strong Room,‖ employing a multi-layered security concept, is 

structurally aligned with modern best practices for physical access control, such as Multi-Factor 

Authentication (MFA).
3 

However, a detailed technical evaluation reveals a substantial mismatch between the system’s high-stakes 

application and the planned component selection [N/2, N/3]. The current design relies heavily on 

prototyping-grade Commercial Off-the-Shelf (COTS) hardware, specifically the Arduino Mega 

microcontroller and R305 biometric sensor.
4
 For deployment in critical infrastructure, particularly in light 

of the stringent new legal liabilities established by the Public Examinations Act, 2024, the use of these 

components introduces unacceptable security and legal risk.
6
 The system requires an immediate and 

mandatory pivot towards certified, industrial-grade security technology to achieve high assurance and 

viable scalability. 

 

1.2 Top 5 Mandatory Strategic Recommendations 

 

1. Mandatory Hardware Pivot: The core control logic must transition immediately from COTS 

microcontrollers (Arduino Mega) to industrial-grade Programmable Logic Controllers (PLCs) or 

secure, ruggedized microcontrollers featuring built-in Hardware Security Modules (HSMs). This 

shift is essential to mitigate vulnerabilities related to physical tampering and side-channel attacks.
6
 

2. Compliance First: All final commercial components, especially biometric readers, communication 

modules, and the central control system, must pursue and attain relevant security certifications, such 

as Common Criteria (CC) Evaluation Assurance Level (EAL) ratings or mandatory NCCS (National 

Centre for Communication Security) compliance for telecom equipment.
11

 This compliance is non-

negotiable for mitigating the enhanced financial and criminal liability set by the Public 

Examinations Act, 2024.
14

 



3. Integrate End-to-End Logistics Security: The project scope must be expanded beyond the strong 

room door to cover the entire examination paper lifecycle, from secure digital preparation to 

physical transport. This requires mirroring national high-security protocols, such as those used for 

Electronic Voting Machines (EVMs), which involve GPS tracking and secure container sealing.
16

 

4. Implement Resilience Measures: The system architecture must incorporate mandatory 

countermeasures against Denial-of-Service (DoS) attacks, particularly RF jamming and power 

manipulation. The system must be designed to detect these attacks and ensure all modules operate 

reliably in a "fail in known state" condition, where loss of power or communication defaults the 

system to the safest status (locked and alarming).
18

 

5. Establish a Robust Audit Trail: The system must ensure that all five layers of access, sensor data, 

and security alerts are logged digitally in a non-volatile, encrypted, and redundant manner (both 

locally in secure memory and remotely via encrypted channels). This audit trail is crucial for 

maintaining transparency and accountability required by examination bodies.
1
 

 

Section 2: The National Examination Integrity Crisis (2019–

2024) 

2.1 Scale, Scope, and Systemic Vulnerability Analysis 

The necessity of the proposed security solution is substantiated by the alarming frequency and national 

scale of examination paper leaks in India over recent years [N/4]. Data analysis published by reputable 

news agencies indicates a crisis of significant magnitude. Between January 1, 2019, and June 25, 2024, 

approximately 64–70 paper leak incidents were reported across at least 19 states [N/4]. Other independent 

analyses corroborate this scale, noting over 41 documented cases impacting 1.4 crore job seekers.
23 

This epidemic confirms that the issue is not isolated but a critical structural governance failure. The 

incidents have necessitated the cancellation or postponement of at least 27 major recruitment and 

academic examinations.
24

 This disruption directly impacted more than three lakh government job 

aspirants and millions of students seeking educational opportunities [N/4]. Geographic hotspots include 

Uttar Pradesh, which has recorded the highest number of cases, followed closely by Rajasthan, 

Maharashtra, and Bihar [N/4]. Rajasthan alone has registered 14 cases in the last four years, affecting an 

estimated 40 lakh students.
25 

The continuous loss of integrity in high-stakes exams, such as the UP Police Constable Recruitment 2024, 

NEET, and UGC NET, has severe societal repercussions.
26

 Repeated cancellations not only crush the 

hopes of aspirants but also inflict substantial psychological stress and erode public confidence in merit-

based selection.
27

 The intense competition—for example, 1.3 million candidates vying for just 1,105 

positions in UPSC in 2023 
28

—creates an environment of desperation exploited by a well-entrenched 

"education mafia".
29

 This market mechanism allows insiders to sell leaked papers for high prices, 

sometimes ranging from ₹5 to ₹15 lakh per paper.
25

 The demographic most affected—often lower-

middle-class and rural youth—frequently lack the necessary political representation to ensure sustained 

reform, allowing the systemic issues to persist.
30 



The root causes of these breaches are multi-faceted: 

1. Insider Collusion: Leaks are routinely facilitated by personnel within the examination ecosystem, 

including officials, invigilators, or teachers who have privileged access.
27

 This confirms the 

vulnerability inherent in systems relying on human trust and administrative goodwill.
20

 

2. Logistical Weakness: The traditional large-scale pen-and-paper process suffers from inherent 

logistical vulnerabilities during printing, transport, and storage.
29

 The university’s current system, 

relying on a traditional mechanical lock and a paper seal, is a prime example of such critical 

logistical inadequacy.
31

 

3. Technology Amplification: While new technologies offer solutions, they also serve as enablers for 

leaks. Smartphones and encrypted messaging services like WhatsApp facilitate the rapid and wide 

distribution of question papers once they are compromised, instantly amplifying the damage.
29

 

Furthermore, the rapid shift towards digital testing has introduced its own set of technical 

inadequacies, server failures, and software vulnerabilities that compromise integrity.
26

 

 

2.2 The Regulatory Imperative: The Public Examinations Act, 2024 

The introduction of The Public Examinations (Prevention of Unfair Means) Act, 2024, fundamentally 

changes the risk landscape for all parties involved in the examination ecosystem, including technology 

providers.
33

 This Act criminalizes various offenses, including the unauthorized disclosure of examination 

papers and collusion to leak materials, creating a powerful legal deterrent.
15 

The most critical implication for the proposed University startup, which plans to commercialize the 

security solution [N/8], is the enhanced liability imposed on "service providers." Service providers are 

defined as organizations supplying computer resources or logistical support to examination authorities.
35

 

Under the Act, any service provider failing to report possible offenses can face fines up to ₹1 crore.
14 

More severely, if the service provider is implicated in malpractices or if its systemic failure leads to a 

breach, senior officials managing that entity could face imprisonment ranging from three to ten years, 

alongside a minimum fine of ₹1 crore.
14

 Furthermore, the liable institution or entity may be required to 

bear the proportionate costs of re-conducting the examination.
15 

This legal framework establishes that relying on low-cost, easily compromised COTS components (like 

the Arduino Mega or R305 sensor) is no longer merely a matter of technical performance but represents a 

massive legal and financial risk for the University and the student-led startup. The decision to deploy 

high-assurance security technology must be driven by the imperative to achieve certified, demonstrable 

security to mitigate these statutory liabilities. 

 

Section 3: Benchmarking and Critique of the Strong Room 

Architecture 



3.1 Review of Current University Vulnerabilities 

The current security setup for the University strong room—a traditional mechanical lock coupled with a 

paper seal [N/5]—is wholly inadequate for safeguarding confidential examination papers. The University 

itself identified this system as "highly vulnerable," citing risks such as duplicate keys or compromise 

through employee access, even if given in good faith [N/5]. These traditional seals are passive and 

provide only portal security, lacking any capability for real-time tamper detection or electronic logging.
31

 

The proposed security solution rightly seeks to replace this low-assurance system. 

 

3.2 Benchmarking Against High-Assurance Protocols (EVM Strong Rooms) 

Before evaluating the proposed IoT solution, it is prudent to establish a benchmark using existing high-

assurance security protocols, such as those mandated by the Election Commission of India (ECI) for 

Electronic Voting Machine (EVM) strong rooms.
1 

The ECI standard requires multi-faceted security: 

● Physical Layer: Strong rooms utilize a double-lock system, with keys held by separate, designated 

authorities. All potential entry points, including windows, are sealed securely.
1
 

● Surveillance and Logging: The single entry point is under mandatory 24x7 CCTV coverage. A 

meticulous log book is maintained by security personnel, recording every individual who approaches 

the strong room, including Observers, political representatives, and police.
1
 

● Logistics Security: For the movement of sensitive materials, EVMs are tracked nationwide using 

the EVM Tracking Software (ETS). Transportation relies on GPS-equipped, sealed trucks, 

operating under 24x7 police escort, ensuring an absolute chain of custody.
16

 

The proposed security initiative's five-layer access concept is an improvement over the existing university 

lock [N/6]. However, the proposal must integrate the rigorous physical construction, real-time logging, 

and crucially, the robust logistical security framework demonstrated by ECI protocols.
16 

 

3.3 Evaluation of the Proposed Five-Layer Access Control Mechanism 

The five-layer access control mechanism is conceptually sound, adopting a layered defense strategy 

(MFA) that significantly reduces the likelihood of a single point of failure compromise.
3
 However, the 

proposed hardware implementation introduces severe vulnerabilities. 

 

Layer Proposed 

Component [N/6] 

Inherent Security 

Vulnerability 

High-Assurance 

Standard 

Requirement 



Mechanical Lock Key held by 

designated 

administrator 

Susceptible to 

coercion and non-

repudiable sharing 

(key cloning). 

Physical redundancy 

with certified, high-

security mechanical 

locks.
1 

Keypad Module PIN managed by a 

second administrator 

Vulnerable to 

shoulder surfing, 

brute-force attacks, 

and duress. 

Enforced strong PIN 

policies, tamper 

detection within the 

module.
20 

RFID Cards Cards entrusted to 

ACOE1 

Low-cost LF RFID 

(125 kHz) is easily 

cloned, eavesdropped 

upon, and lacks robust 

encryption.
38 

High-Frequency (HF) 

RFID with mandatory 

AES encryption and 

mutual authentication 

protocols.
39 

Fingerprint Sensor R305 Biometric 

Sensor (ACOE2) 

R305 is COTS, often 

lacks sophisticated 

liveness detection, 

highly vulnerable to 

spoofing (e.g., using 

gel or artificial 

prints).
4 

EAL-certified 

biometric system 

(e.g., Palm Vein/Iris) 

with validated 

liveness detection 

capabilities.
11 

OTP Verification Linked to CoE mobile 

number (via GSM) 

Dependent on cellular 

network integrity; 

neutralized by 

localized RF 

jamming.
18 

Jamming detection 

logic and redundant 

communication paths 

(e.g., satellite or 

landline backup).
43 

Critique of Key Biometric and Access Layers: 

1. Layer 3 (RFID Cards): If inexpensive, Low-Frequency (LF) 125 kHz RFID tags are used, the 

system lacks the foundational security required for access control. LF RFID systems are inherently 

simple, inexpensive, and lack robust encryption or authentication, making the cloning of access 

cards a straightforward attack vector.
38

 For high-security physical access, the system must utilize 

cryptographic RFID protocols (HF or UHF with dedicated security modules) to prevent 

unauthorized replication.
39

 

2. Layer 4 (R305 Fingerprint Sensor): The R305 is a prototyping module.
4
 Biometric systems used 

in rigorous or highly restrictive environments must be highly secure against spoofing attacks.
41

 

High-assurance commercial security platforms often utilize vein recognition or iris scans, which are 

demonstrably harder to spoof, and these components frequently possess formal security 

certifications, such as Common Criteria Evaluation Assurance Level 2 (EAL2).
11

 The R305 does not 



meet this standard, making it the weakest point in the five-layer chain. 

3. Layer 5 (OTP Verification): While crucial for requiring the presence of the highest authority 

(Controller of Examination), the reliability of this layer is entirely dependent on the continuous, 

uninterrupted operation of the communication module (A7672S GSM modem). This introduces a 

critical vulnerability to external interference, as discussed in detail in Section 4.2.
18

 

 

Section 4: Engineering Design Flaws and Resilience Gaps 

The primary engineering challenges of the initiative stem from the selection of Commercial Off-the-

Shelf (COTS) components, which expose the system to cyber-physical attack vectors that industrial-grade 

systems are designed to withstand. 

4.1 Core Processor and Tamper Resistance: The Arduino Critique 

 

The Arduino Mega and Mega + WiFi R3 boards are specified as the primary controllers [N/2]. While 

excellent for rapid prototyping and education 
5
, COTS microcontrollers are fundamentally unsuited for 

high-security applications where physical tamper resistance is paramount.
6 

Industrial-grade Programmable Logic Controllers (PLCs) or secure embedded systems are designed with 

layered security, featuring protection circuits, level conversion (e.g., 24V I/O protection), and secure 

memory that COTS boards lack.
8
 If an attacker gains physical access to the Arduino board—even if they 

cannot open the strong room door—they can potentially compromise the entire system logic. 

Implementing cryptographic algorithms (such as those managing PINs, OTP generation, or RFID 

encryption keys) on non-secure COTS platforms results in the inadvertent leakage of sensitive data 

through measurable physical characteristics, such as power consumption or electromagnetic emissions.
46

 

This is known as Side-Channel Analysis (SCA). 

Furthermore, these microcontrollers are vulnerable to active hardware attacks like voltage glitching, 

where a brief manipulation of the power supply or clock signal causes timing errors that can force the 

device to skip instructions or bypass security checks, thereby revealing confidential information or 

forcing the lock mechanism to operate.
10 

Therefore, the use of the Arduino Mega, regardless of the sophistication of the MFA software running on 

it, introduces an unacceptable risk of a sophisticated hardware attack. The necessity exists to transition to 

either a ruggedized, dedicated PLC system (such as the ABB AC500-eCo with built-in cybersecurity 

features 
8
) or a microcontroller that integrates a dedicated security element for key storage and crypto-

acceleration. 

 

4.2 Communication and Alerting System Integrity 



The A7672S 4G LTE GSM modem is essential for two critical functions: enabling the fifth access layer 

(OTP) and providing the instantaneous alert message to the Vice Chancellor upon strong room access 

[N/6, N/3]. The modem provides reliable, nationwide connectivity that is often necessary when Wi-Fi is 

unavailable.
48 

However, reliance on cellular connectivity introduces a key vulnerability: RF jamming. Like any wireless 

technology, LTE and GSM networks are susceptible to radio jamming and denial-of-service (DoS) 

attacks.
6
 Inexpensive, portable jamming devices (PPDs), which can be purchased for minimal cost, are 

capable of suppressing cellular signals across all bands, including GSM.
21

 A sophisticated organized 

crime network ("education mafia") would likely employ such jamming technology prior to a physical 

breach to neutralize the final authentication step (OTP) and simultaneously prevent the system from 

sending the crucial alert message to the Vice Chancellor.
21

 This constitutes a failure of the system's core 

mission of real-time transparency. 

To mitigate this, the architecture must incorporate Jamming Detection Logic that continuously monitors 

the quality and presence of the cellular signal. If sudden signal loss or degradation characteristic of 

jamming is detected, the system must trigger a high-priority, local audible alarm (via the buzzers [N/2]) 

and simultaneously halt all lock operations (fail-secure). Furthermore, critical alerts require 

communication path redundancy, potentially supplementing the 4G LTE link with an independent, non-

RF-dependent backup channel (e.g., a monitored landline or a low-power, wide-area network alternative). 

 

4.3 Physical Security and Tampering Countermeasures 

The physical security mechanism, centered around the Solenoid Lock [N/2], requires enhanced protection 

and tamper detection beyond simple locking functionality. Solenoid locks, being electro-mechanical 

devices, are susceptible to power manipulation (voltage glitching) and require stringent fail-secure 

operational logic.
19

 If power is cut (due to power failure or intentional sabotage), the lock mechanism 

must default to the locked state, necessitating a mandatory uninterruptible power supply (UPS) for 

continuous operation and graceful shutdown.
19 

A high-assurance system demands integrated physical anti-tamper mechanisms beyond visual monitoring 

via the ESP32-CAM [N/3, N/6]. Tamper detection sensors are crucial for detecting and reporting any 

breach of the physical perimeter, including cutting, drilling, thermal attacks, or attempts to alter the sensor 

itself.
49 

Specific countermeasures required include: 

● Vibration/Acoustic Sensors: To detect invasive physical force or use of drilling equipment.
49

 

● Environmental Sensors (Thermal/Pressure): To detect unusual heat (thermal attacks) or changes 

in environmental factors that signal manipulation of the circuit housing or internal components.
51

 

● Tamper Switches: Hall-effect sensors or mechanical microswitches integrated into the hardware 

casing to detect the physical removal of the cover or enclosure.
46

 

The integration of these digital sensors allows the system (managed by a secure, non-Arduino controller) 



to monitor for stress and environmental anomalies, enabling a proactive alarm response before a physical 

breach is successful.
50 

 

4.4 Single Point of Failure (SPOF) and Resilience Architecture 

The centralized nature of the proposed design, where the Arduino Mega acts as the single administrative 

node coordinating all five security layers, communication, and locking mechanisms, creates a Single 

Point of Failure (SPOF).
52

 Failure of this single node, whether due to a software bug, power surge, or 

exploitation 
53

, compromises the entire security structure. 

To achieve industrial resilience, the architecture must adopt a distributed or redundant control model.
54

 

This involves: 

● Independent Module Operation: Key security components (e.g., the biometric sensor, GSM 

modem, and solenoid lock driver) should be capable of operating or failing independently, allowing 

them to communicate status or trigger an alarm even if the main controller is down.
54

 

● Fail in Known State: The entire system must adhere to the "Fail in Known State" guideline.
19

 This 

engineering principle mandates that upon detecting any unrecoverable hardware failure, power loss, 

or security compromise, the system must immediately and predictably revert to its safest possible 

state—which, for a strong room, is locked, alarmed, and non-responsive to user input until reset by 

an authorized professional. 

 

Section 5: Enhanced High-Assurance Architecture and 

Strategic Roadmap 

5.1 Beyond the Strong Room: Securing the Full Examination Lifecycle 

To address the recurring menace of paper leaks, the project must evolve from merely securing the final 

storage location to securing the entire process, including the preparation and distribution of materials.
27 

Secure Preparation and Storage: The project correctly identifies the local university problem of 

delayed exam processing due to the time consumed in paper preparation and publication [N/5]. The 

inclusion of an internal sub-locker inside the Smart Strong Room provides a physical layer of 

compartmentalization [N/5]. Digitally, this must be paired with a secured, version-controlled central 

question banking system. The university can prepare papers up to a year in advance [N/5], utilizing 

dedicated cryptographic key management for internal sub-locker access, ensuring only specific, pre-

authorized administrators can access specific batches of materials.
55 

Secure Logistics: The Missing Link: The overwhelming majority of major paper leaks occur during 

logistical steps (printing, transport, or distribution center storage).
29

 The security solution must integrate 

logistical security protocols analogous to those used for high-value assets. 



This involves developing: 

● GPS-Enabled Secure Logistics Containers: These containers, sealed with actively monitored, 

anti-tamper mechanisms (not passive paper seals), must use the 4G/GNSS capability (A7672S) 
48

 to 

provide continuous, real-time tracking under a robust chain of custody.
17

 

● Movement Audit: The secure logistics software suite must function similarly to the ECI’s EVM 

Tracking Software (ETS), mandatorily tracking the movement, custody changes, and environmental 

conditions of the container from the central strong room to the distribution point, under police escort 

if necessary.
16

 

 

5.2 Transition to Industrial-Grade Components and Security Layers 

To meet the high-assurance requirements necessitated by the scale of the national crisis and the severity 

of the 2024 Act, the technical architecture must be upgraded: 

1. Control System: Transition to a certified industrial PLC (e.g., ABB AC500-eCo or equivalent) 
8
 or 

a secure micro-controller platform with a dedicated hardware security module (HSM). This choice 

provides resistance to physical SCA attacks and software exploitation, ensuring that cryptographic 

keys and authorization logic are protected.
46

 

2. Biometric Authentication: Layer 4 must utilize biometric readers with Common Criteria (CC) or 

EAL-level certification and proven anti-spoofing technology (e.g., vein pattern recognition or high-

resolution facial scans, leveraging AI-driven systems observed in other high-stakes exams 
11

). 

3. IoT Security Architecture: The system must implement a formal security architecture layered with 

protection mechanisms.
57

 This includes deploying internal firewalls at the Fog layer (the local 

control unit) to protect the secure controller from network-based attacks (spoofing, DoS) that could 

originate from the Wi-Fi/GSM modem interface.
6
 All data transmission (logs, alerts, OTP requests) 

must use robust, end-to-end encryption. 

4. Firmware and Software Hardening: Implement Secure Boot and authenticated firmware update 

mechanisms to prevent attackers from installing malicious code either physically or remotely. 

 

5.3 Integrated Physical Protection and Audit System 

The final high-assurance system must integrate proactive detection capabilities: 

● Integrated Physical Protection: The strong room casing and the internal sub-lockers must be 

shielded and monitored by vibration, thermal, and tamper sensors. If an attempt to drill, cut, or 

otherwise invade the perimeter is detected, the system must trigger a high-priority alarm 

immediately and log the event into its non-volatile memory.
49

 

● Non-Repudiable Logging: The centralized controller must maintain an exhaustive, time-stamped 

log of all access attempts (successes and failures), security alerts, power state changes, and 

communication health checks. This data must be stored in secure, non-volatile memory that cannot 

be remotely wiped and must be replicated to the remote server via encrypted channels, ensuring 



compliance with the auditing requirements of high-security installations.
1
 

● Visual and Environmental Monitoring: The camera module (ESP32-CAM) [N/3] should provide 

encrypted, high-resolution video streams (similar to 24/7 CCTV mandated for EVM rooms 
1
), linked 

to the digital event log to provide visual context for every security event, including the identity 

authentication process for all five layers. 

 

Section 6: Commercialization Strategy, Regulatory 

Compliance, and Scaling 

6.1 Market Opportunity and Strategic Positioning 

The current integrity crisis creates a massive, addressable market for the security system. The India 

security market is projected to expand significantly, valued at USD 4.92 Billion in 2024 and forecasted to 

reach USD 13.32 Billion by 2033, driven by the demand for advanced security solutions, smart 

surveillance, and biometric authentication.
60 

The project’s strategic vision to target national examination bodies such as UPSC, SSC, NTA, NEET, and 

state public service commissions (PSCs) [N/9] positions the startup within the highest-value segment of 

the security sector.
61 

The Unique Selling Proposition (USP) for the startup unit [N/8] must be redefined away from generic 

"IoT project" status to focus on "Certified, High-Assurance, End-to-End Examination Integrity 

Solutions, Compliant with the Public Examinations Act, 2024." Success in deployment at the 

University level provides the essential case study for broader implementation across Rajasthan 

universities (as proposed for inauguration at Raj Bhawan [N/7]) and subsequent nationwide scalability 

[N/9]. 

 

6.2 Mandatory Certification and Regulatory Pathway 

For the startup to successfully market the security solution to national bodies like UPSC, NTA, or other 

government institutions, compliance with mandatory certification standards is essential and non-

negotiable. 

1. NCCS Security Certification: Since the system utilizes a 4G LTE GSM modem (A7672S) [N/3], it 

qualifies as telecom equipment. The Indian Telegraph Rules, 1951, mandate that all such equipment 

must undergo prior security testing and certification by the National Centre for Communication 

Security (NCCS) before it can be legally sold, imported, or used in India.
12

 

2. EAL/Common Criteria Certification: For high-security tenders, particularly those involving 

biometric systems and physical access controls for sensitive data, government procurement bodies 

often require that core components achieve an Evaluation Assurance Level (EAL). Certifications 

like EAL 2 demonstrate verifiable security against defined threat models.
11

 The higher cost of EAL-

certified PLCs and biometric sensors is directly related to the need to meet these necessary security 



assurance levels. 

3. Digital Signature Certificates (DSC): Participation in government e-tenders (e-procurement) 

requires the organization to procure Class-III Digital Signature Certificates (DSCs) with both 

signing and encryption capabilities.
62

 

 

6.3 Financial Justification and Legal Liability Mitigation 

The financial outlay proposed for the project [N/8] must be re-justified, recognizing that the shift from 

prototyping (Arduino, cardboard [N/3]) to industrial implementation entails a significant increase in 

capital expenditure (CapEx) for certified hardware. This is not merely an increased cost but a mandatory 

investment in liability protection. 

The enhanced legal framework demands that the startup actively mitigate its exposure under the Public 

Examinations Act, 2024. Negligence leading to a leak can result in a fine of up to ₹1 crore and potential 

imprisonment for senior leadership.
14

 Investing in demonstrable security—certified PLCs, EAL-

compliant biometrics, jamming detection, and a secure software architecture—is the only viable strategy 

to establish due diligence and minimize the catastrophic legal and financial risks associated with the new 

legislation.
14 

Table 3 summarizes the critical legal risks for the proposed startup entity: 

Table 3: Legal and Regulatory Risk Matrix for the Security Solution Startup 

 

Risk Area Scenario of Concern Legal/Regulatory 

Framework 

Potential 

Consequence 

Service Provider 

Liability 

Paper leak occurs due 

to COTS component 

exploit or negligence. 

Public Examinations 

(Prevention of Unfair 

Means) Act, 2024 

(Section 9) 

Fine up to ₹1 crore on 

the Service Provider; 

liability for re-exam 

costs.
15 

Individual 

Accountability 

Senior officials (e.g., 

project leads) are 

implicated in gross 

negligence causing a 

leak. 

Public Examinations 

Act, 2024 (Organized 

Crime Provisions) 

Imprisonment of 5 to 

10 years and 

minimum fine of ₹1 

crore.
14 



Failure to Report Security anomaly 

(e.g., power 

manipulation attempt, 

suspected jamming) is 

detected but not 

reported. 

Public Examinations 

Act, 2024 (Service 

Provider Mandate) 

Fine up to ₹1 crore 

for failure to report 

possible offenses.
14 

Commercialization 

Barrier 

Selling IoT security 

devices using the 

GSM module without 

prior testing and 

certification. 

Indian Telegraph 

Rules, 1951 (Rule 528 

to 537); NCCS 

mandates. 

Inability to sell to 

public sector 

organizations; 

mandatory security 

certification required 

prior to use.
12 

 

Conclusion and Recommendations 

The Security Initiative successfully identifies and proposes a technological remedy for one of India's 

most urgent systemic vulnerabilities: the compromise of examination integrity. The structural concept of a 

five-layer access control system within a Smart Strong Room is robust. 

However, the current engineering specification, driven by the use of prototyping-grade COTS 

components such as the Arduino Mega and R305 fingerprint sensor, introduces unacceptable security 

flaws that would be easily exploitable by organized criminal elements.
6
 This technical inadequacy is 

compounded by the severe legal and financial liabilities established under the new Public Examinations 

Act, 2024.
14 

For the project to transition successfully from an academic exercise to a certified, commercial, and 

nationally scalable solution, the following core recommendations must be implemented immediately: 

1. Mandatory Technical Upgrade: Replace all COTS components with certified, industrial-grade 

alternatives (PLCs, EAL-certified biometrics, HF RFID with encryption) to ensure physical tamper 

resistance and resilience against side-channel attacks and jamming. 

2. Scope Expansion: Extend the security framework to encompass the entire paper lifecycle, 

implementing secure preparation systems and GPS-tracked, actively monitored logistics containers 

to maintain a continuous chain of custody. 

3. Regulatory Compliance: Allocate resources and time for mandatory NCCS certification of the 

communication module and pursue EAL certification for core security hardware, establishing the 

system as a demonstrably high-assurance product capable of meeting government procurement 

standards. 

4. Resilience Engineering: Integrate specific detection and fail-safe mechanisms for power loss, RF 

jamming, and physical tampering, ensuring the system defaults to a secured state when under duress. 

By making this strategic pivot to high-assurance engineering, the University will not only secure its own 



operations but also create a flagship technological model [N/7] capable of addressing a critical national 

need, successfully positioning its student-led startup as a responsible and compliant service provider in 

the rapidly growing Indian security market. 
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