Hybrid LoRa Mesh Routing with Energy based Clustering in Heterogeneous IoT Environment
[bookmark: _Hlk170464636][bookmark: _Hlk176357031]Nujod Alkhazraji 
Department of Computer Technical Engineering ,Imam Al-Kadhum College (IKC) ,Al-Diwaniyah, Iraq; nujodalkhazraji@gmail.com . 
Zahraa Hameed Jaber 
[bookmark: _Hlk170464547]National University of Science and Technology, Dhi Qar, Iraq; zahraa.h.jaber@nust.edu.iq 
Hussein M. H. 
Department of Computer Techniques Engineering , Mazaya University College, DhiQar, Iraq; huhraiz22@gmail.com . 
F.H. Abbas 
[bookmark: _Hlk170464701]Medical Laboratories Techniques Department,Al-Mustaqbal University,Hillah, Iraq; fatimahashim109@gmail.com .
Mohammed Ihsan 
Department of Computer Technical Engineering, College of Technical Engineering, The Islamic University, Najaf, Iraq; moh.mtech89@iunajaf.edu.iq .

Abstract 
In recent times one of the trending technologies which are used for data collection is Internal of Things (IoT) which is applied in numerous applications of the smart devices. Due to the massive volume of data that this technology controls, the smart device data collecting procedure is quite complex, which increases delay and power consumption throughout the data gathering process. Mainly to, it is evident that HLRECH outperforms the other approaches in terms of efficiency and cluster longevity.
Index Terms: Internal of Things (IoT), Hybrid LoRa Mesh Routing, Energy Consumption Model and Energy based Clustering Model
1 Introduction
Many health care and other applications, as well as the Internet of Things (IoT) itself, are being created to advance humankind's quality of life and well-being [3]. IoT technology's primary goal is to enable infrastructure-based, efficient communication [4] between smart devices situated in wildly disparate locations [5]. The main challenges in this field are data collection [6] and providing efficient routing with minimum delay and power utilization [7]. While sending and receiving the data through a channel it may be interrupted because of link failure and the disturbance of the external environment [8]. Mainly to protect the data from the other unauthorized devices [9] and to reduce the delay and power utilization several models are developed in recent times but still this area is in open research and it needs further improvisation [10]. For that purpose, in this article hybrid outing protocol-based clustering model is developed to improve the performance of the heterogeneous IoT environment. The contribution of this article is described as below. 
2 Related Works
The suggested method is based on the monarch butterfly algorithm, according to Shounak Sugave et al. in [11]. The network is more securely protected by the monarch-earthworm technique, and nodes are chosen by a deep convolutional neural network. In [12] Nabe Gedalia Razafindrobelina et al., developed two new protocols for improving the efficiency of the network in VANET. Before transmitting the message, the RREQ and RREP are most important in the network. In [13] Nelson C. Almeida et al., developed to combine LoRa mesh and LoRa WAN in an AODV routing protocol. LoRa nodes behave like a mesh network and are connected with a proxy node and also connect with the LoRa WAN network. In [14] Mohammed Mahyoub et al., proposed that HRPL and RPL work together in IoT-based N2N communications. HRPL works as a backward process with RPL, the proposed work is more complex and has less throughput. 
By utilizing processor usage and mean queueing time, J.R.E. Leite et al. in [15] are able to prevent the nodes and connections impact from critical IoT scenarios. To determine the network's redundancy, the suggested model must take connection and availability into account. Philip Prinu Chako and colleagues suggested in [16] that the CH be chosen using an entropy weight-based leach process. The leach protocol serves as the foundation for the proposed protocol. The entropy function serves as the threshold value for CH selection. Apeksha Gajbhiye et al. created in [17] to enhance IoT communication security. The concept of low power and lossy network detection and prevention is used to stop harmful activity in the network. The suggested work achieves higher throughputs as compared to the current work. Gaurav Soni et al. suggested in [18] using WSN support to enhance IoT routing security. An approach based on link hop values to tackle the IoT black hole. The suggested plan is more complicated and has a lower throughput. A routing system for the wireless body area network in an Internet of Things health application was developed by Enas Selem et al. in [19]. The suggested approach provides optimum throughput while avoiding the disconnection issue. 
In [20] Nisha Sharma et al., mentioned effective trust-based mechanisms for improving security and avoiding attacks. The suggested technique for wormhole attack detection features a node-to-node packet delay. In [21] Asad Ali et al., improved the life of the network in WSN by using a fuzzy logic election protocol for CH selection and multipath routing. The form clusters in the network give more energy efficiency but fewer throughputs at the end of the simulation. A routing method based on energy soaring was developed for IoT in WSN by N. Samarji et al. in [22].  The proposed algorithm selects the cluster head and solves the controller problem. ESRA has monitored the environmental issues. In [23] Premkumar et al., mentioned that IoT network security has poor performance, to improve this issue using network conditions, behavior quality, and trust-orientated secure transmission protocol. The proposed method analyzes several pieces of information about the transmission route. The earlier methods and its drawbacks are summarized in table 1.

3. Suggested HLRECH Method
We go into depth about the suggested paradigm in this part, along with how it is applied to the Internet of Things and how its routing and clustering work. Hybrid LoRa Mesh Routing, Energy Consumption Model, and Energy-based Clustering Model are the main components of this procedure. Figure 1 depicts the suggested model's architecture.

Figure 1 - Proposed HLRECH Network Structure
3.1 Hybrid LoRa Mesh Routing
   Compatibility between the hybrid LoRa Mesh/LoRaWAN network and the classic LoRaWAN connection is maintained. The Proxy node is the coordinator of the LoRa Mesh network. Interchangeable information with LoRaWAN, a proxy node connects devices or data from the LoRa Mesh network to the LoRaWAN network. The proxy node also acts as the administrator for LoRa Mesh, sending and receiving mesh packets to the LoRaWAN gateways as well as maintaining mesh routes. The hybrid LoRa Mesh/LoRaWAN network is designed to improve network coverage in shadow regions, while it is possible to extend LoRaWAN coverage to locations where LoRaWAN nodes are unable to send packets to your closest gateway. Therefore, a large number of hops or nodes need not be supported by the proposed LoRa Mesh network. According to the architecture of this proposal, the LoRa Mesh end-node and the proxy node could communicate with each other across a maximum of three hops, and every single mesh system could include up to six devices. Coverage in the LoRaWAN dark zones (highlighted in gray) would be improved by deploying LoRa Mesh nodes within them. Moreover, it is apparent that the overall coverage of the hybrid Lora Mesh/LoRaWAN network (blue and green circles) might perhaps be improved in comparison to only the LoRaWAN (blue circles).
3.2 Energy Consumption Model
One of the most important metrics in any wireless sensor network is the energy consumption indicator, which affects utilization efficiency and network longevity. Recently, there have been changes made to the energy consumption model. The energy needed to send  and the energy needed to receive  may be determined using the formula below:
3.3 Energy based Clustering Model:
Since energy is a crucial factor to take into account while establishing an Internet of Things network, a routing approach with energy-efficient CH selection is created. A node that serves as a CH for an extended period of time will eventually run out of battery power. This necessitates the development of an enhanced CH selection system that can increase the network's longevity. Since the network consists of nodes with different energy levels, the load of CHs may be set up to rotate only among nodes with higher energy levels. Regular nodes sense their environment and transmit data to CHs since they consume 
The Pseudo Code of proposed HLRECH method
4. Simulation Results:
The NS3 simulator was used in the subsequent investigations, which used a SUMO mobility synthesizer. Utilizing routing overhead (pkts), end-to-end delay (ms), energy efficiency (joules), vehicles lifetime (%), and packet delivery ratio (%), the suggested HLRECH method's achievement is evaluated and contrasted with that of other methods, such as EFZCH [21], ESRAI [22], and NCBQT [23]. The parameters that are utilized to build the HLRECH model are listed in table 2.
The quantity of data control packets generated by the protocol to sustain greater network activity is known as routing excess. Figure 2 displays the routing expense calculation's effectiveness.
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Figure 2. Performance of routing overhead calculation
In terms of routing overhead, the proposed HLRECH method achieved minimum value of 396 packets when compared to other existing 
4.2 Delay from beginning to end: The mean amount of time needed for a data packet to travel from its starting point to its ultimate location. It has a ms measurement. The average delay's effectiveness is displayed in Figure 3. 
[image: ]
Figure 3. Performance of end-to-end delay
The proposed HLRECH method exhibits the 
4.3 Vehicle lifetime: This is a measure of the proportion of time that each vehicle in the network has been in action. The computation of a vehicle's lifetime is displayed in Figure 4.
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Figure 4: performance of vehicles lifetime calculation
The proposed HLRECH protocol provides the longest lifetime of 89% for vehicles whereas, EFZCH, ESRAI and NCBQT have a 
4.4 Energy Efficiency: The quantity of energy that is utilized for each unit of data transmission from source to destination. The figure 5 shows the energy efficiency calculation.
[image: ]
Figure 5. Performance of energy efficiency
The Proposed HLRECH method achieves the highest energy efficiency of 296 joules when compared to the existing methods of EFZCH, ESRAI and NCBQT has the energy 
4.5Packet delivery ratio: The percentage of data packets that are successfully delivered to their intended destinations relative to the total quantity of packets transmitted for transmission is known as the packet delivery ratio. The packet delivery ratio computation is displayed in Figure 6.
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Figure 6. Performance of Packet delivery ratio
The existing methods of EFZCH, ESRAI and NCBQT has packet delivery rate of 72%, 79% and 87% respectively whereas the proposed method HLRECH achieved highest delivery ratio 
Table 3. Performance of existing and proposed method
5 Conclusion
Our goal in this study is to improve the capacity and effectiveness of smart devices by introducing an efficient clustering method and hybrid routing model among IoT devices. With the presence of the efficient clustering model which is mainly based on energy calculation. 
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