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Abstract—Recently, cloud computing has made it possible for cloud users to secure their data in cloud storage by offering reliable, individualized, and high-quality services. Many commercial organizations currently produce vast amounts of intelligent data, including personal information, financial data, and health records. As a result, the firm is producing more digital data than before. Instead of storing the data locally, they intend to outsource its storage to a cloud environment. However, the data owner's main concern is ensuring the security and integrity of their outsourced data. Our suggested solution views this problem as a difficult undertaking and uses remote data auditing (RDA) to secure outsourced data in a cloud environment. The majority of auditing techniques used to be restricted to static data and did not allow dynamic data. In this research, we suggested a professional RDA method for cloud storage systems that uses the Data Privacy Preserving Protocol. Additionally, the system model of ours is designed to support dynamic data operations in cloud environments. In comparison to current auditing techniques, the experimental result demonstrates that our proposed auditing protocol is both very efficient and secure.
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I. INTRODUCTION

These days, cloud computing can compute resources on demand and provide an example. pay-as-you-go service delivery approach for clients. Additionally, it became a new computing standard and has grown in popularity in the commercial world. However, handling the company's data and keeping it in local storage is a challenging task [1]. Many large firms currently offer their business services via Amazon Elastic Compute Cloud (EC2) [2] or cloud storage, one of the most significant public Infrastructure as a Services (IaaS) in cloud computing environments. The organization can choose to outsource its data to cloud storage in order to eliminate the maintenance [3] and communication costs associated with local storage and lessen the burden on it. The important service of storing data in a cloud environment [4] aids data owners in storing their data in the cloud. However, this kind of data hosting service presents the user with additional security risks [5]. Even though it provides several advantages to the data owners, such as outsourcing data to a remote server and giving control of data management to a reputable cloud service provider, it may also result in the loss of data controls [6]. The cloud has destroyed data that is not regularly accessed, stating that the material is correctly stored in cloud space [7].2011 saw several commercial organizations stated that there was data corruption in a key cloud service provider's server and numerous instances of cloud services, including Gmail mass detection and Amazon S3 breakdown [8].
More than 535 data breaches that occurred in 2011 were documented by the Privacy Rights Clearinghouse (PRC), which includes Sony Pictures, online entertainment, theft of medical records, and consumer information. An attacker with control over a cloud server can launch a counterattack using the encrypted data that is kept there. The integrity of the user data saved on the remote server is vulnerable to internal or external attacks as a result of this assault. Traditional integrity techniques require a local copy of the data kept in cloud storage in order to provide data integrity. Despite the fact that mobile users cannot download significant amounts of data from cloud storage [9], this makes it more difficult for mobile users to retrieve data remotely from cloud storage. The cloud storage system that [10] presented protects user privacy in cloud environments.
In this case, more effective methods of validating data integrity are needed in cloud storage systems in order to ensure data integrity. With the use of remote data auditing tools, which may effectively and securely validate the data by generating challenges, numerous researchers have proposed a number of techniques to address the issue [11]. RDA techniques can be broadly divided into three categories: integrity-based, recovery-based [12], and deduplication-based [13]. Current RDA systems concentrate on the data owner's computational and communication costs, which were a major burden for them. The goal of remote data auditing's design principle is to enable dynamic operation across many applications. To that end, the data owner uses a different kind of data structure—a binary tree—to enable dynamic operation in a cloud environment.
On the other hand, due to rapid updates to cloud data, these data structures are unable to support the dynamic operations for huge amounts of data efficiently, resulting in high computational costs for the auditor. Our solution suggests dynamic remote data auditing, which supports dynamic operation by using a privacy-preserving auditing protocol, to address these issues in the cloud context. Protecting data privacy from auditors is one of the auditing protocol's main goals. The following is the paper's primary contribution: creation of dynamic, remote data auditing methods using data privacy-preserving protocols for outsourced data in cloud environments. b) Overview and Design of privacy-preserving auditing protocols with dynamic data operations that require little computing power to update, modify, or insert. c) The results of the proposed protocol's implementation in a real setting demonstrate its capacity to offer improved data integrity, security, and performance when compared to currently used methods. The remainder of the document is structured as follows: Section 2 talked about relevant works in the field of RDA, Section 3 presented a common system model for remote data auditing, Section 4 talked about a suggested system model that used a protocol that preserved data privacy, and Section 5 talked about dynamic data operation in a cloud environment.
II. RELATEDWORKS

In recent year, outsourcing data storage is a crucial service that enables data owners to lessen their local data storage costs in cloud computing [14]. Many users begin to gather data remotely in cloud storage, which causes data owners to be concerned about data loss due to security risks. on order to address these problems, researchers have presented a number of RDA schema-related studies [15] to verify the accuracy and integrity of the data that is outsourced and stored on the cloud. A number of current approaches were examined with data integrity and their benefits and drawbacks were covered. The first verifiable secure scheme was described [16] to verify the integrity of data in the cloud without downloading any data. This technique creates a single tag using a group of tags by utilizing an RSA-based homomorphic verifiable tag. Because this approach uses RSA numbering concepts, it incurs increased computational and transmission costs. A more recent kind of RDA techniques called Proof-of-Retrievability (POR) [17] is used to remotely assess the data integrity and prevent data losses through the use of forwarded rectification mechanisms. Due to the high client-side computational cost of the POR approach, data recovery and encryption must be performed. It employs homomorphic authentication techniques (BSL [18]) to enhance the security and efficiency of the POR method. To reduce processing costs, this approach enables the auditor to aggregate tags into a given size. Unfortunately, conducting dynamic remote data auditing in a cloud context is unfavorable since neither cloud service providers nor data owners can ensure a fair auditing outcome. [19] discusses the verifiable data possession in a multi cloud storage setting provides data validation and facilitates data movement for scalability.
A significant problem in cloud computing is the dynamic data updating operation for many remote auditing methods. The data owner with permission updates their data stored in the cloud without accessing the outsourced file throughout this process. To increase the dynamic operation's scalability and efficiency once more. The symmetric key operation is used in the RDA method, which was proposed, to overcome the issue with static RDA techniques. The owner must, however, perform a pre-computation process to verify the data before uploading it to cloud storage. Additionally, the owner can only perform add, delete, and modify operations on the data; they are not granted permission to perform dynamic updates, which necessitates recalculating the outstanding data and places a significant computational burden on the owner.[20]Ownership checking of remote data has been considered; this enables integrity checks or verifications on remote data in vital information environments.[21]Describe the framework and dynamic, provable data ownership design that help store the updated data.
With the help of privacy-preserving protocols, we have developed novel methods and algorithms for dynamic remote data auditing in our proposed system, enabling the data owner to carry out dynamic operations to guarantee data integrity in cloud environments. The system also covered how to use certain qualities to prove accuracy.
III. SYSTEM MODEL FOR REMOTE DATAAUDITING
The following fig 1 shows the general system model for remote data auditing which consider the following components such as data owner, Cloud Storage Provider (CSP), third party auditor (TPA).
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Fig1.RDAsystemmodel

Organizations or individuals acting as the data owner will have the ability to edit or amend the data that has been outsourced when uploading data to cloud storage. Data management in the cloud area that the data owner hosts is the responsibility of the CSP [22]. Additionally, it includes a sizable quantity of computer power and storage capacity for processing the data that has been stored. A third-party auditor helps to lower the computational complexity of the data auditing process and possesses the necessary skill set to conduct the audit operation on the data. Let's talk about the general notation that will be used in these protocols, which is listed in Table 1, before delving into the proposed auditing protocol in more detail. 
TABLE1Notations used in proposed system
[image: ]

The following functions of the suggested system model include key generation, tag generation, challenge generation, proof generation, and proof verification, which aid in the creation of remote data integrity checking protocols.
Key generation setup(μ)(Stk, Ptk) This function generates a pair of secret hash keys and secret public keys (Shk, Ptk) as its output after accepting just security parameters as input.
Tag generation (Dc, Shk , Stk ) Td This function's primary objective is to confirm the accuracy of the data. It computes the data component and makes it publicly known to all by using the data component as Dc, secret tag key Stk, and secret haskey Shkas in input.
Challenge (Dcinfo)Ca This sends the challenge message to the data owner after collecting an abstract of the data component.
Proof generation (Dc,Td,Ca)Sp consists of spitting out inputs as abstract information, data components, auditor challenges, and server proof Sp.
Verification (Ca, Sp, Shk, Ptk, Dc info)
(Accept, Reject) this verification takes as inputs the Auditor challenge, server proof, secret hash key, Public tag key, data component and abstract information of Dc and out the auditing results as accept or reject.
Auditors should be sincere and curious about the data they receive throughout the entire auditing process. If the server is dishonest, it could start subsequent assaults like replace, replay, and forge attacks.
Replace attack: The server selected the suitable and unaffected data block and tag for the challenging operation in order to replace the previously discarded data block and data tag (Dc, Td).
Replay offensive: The server may create duplicate proof from prior information or other information for a replay attack without using the data owner's information.
Forge attack: When the owner secret tag key is used for a different version of the data, the server forged the data tag of the data block, misleading the auditor.
A. Privacy preserving protocol for cloud environment
Following the introduction, we go over the fundamental methods used in the suggested auditing protocol design. Next, we offer the suggested auditing protocol structure and algorithms for cloud storage systems. The main issue with the design of the data storage auditing protocol in our system is data privacy [23]. This means that the auditors can readily obtain the data information by recovering the data blocks if the data is publicly available. b) If the data is encrypted, the auditor will be able to decrypt it by obtaining the encrypted key via a unique procedure. The data privacy issue could be resolved in our suggested method by producing the encrypted proof by employing a challenge stamp. The linearity attribute allows the auditor to decode the data and confirm that it is accurate.
In general, an auditor needs to have certain knowledge and skills in order to perform auditing services in a cloud environment. Auditing's computational viability isn't as robust as that of a cloud server. Since the extensive auditing process carried out by the auditor causes the system's performance to decrease. The cloud server will compute the proof of intermediate value verification in order to resolve the issues and this intermediary value is used by the auditor to confirm the evidence. By delegating the task to the server, the computing load is so decreased.
B. Algorithm
Let us consider a file ‘f’ having n data components as f= (fdc1……fdcn in which each file has its own meaning and can be updated dynamically by the data owner. There are two scenarios in which the file can be encrypted. If the file is publicly accessible, the owner does not have to encrypt the data; however, if the data contains any private information, the owner must use the appropriate keys to perform the encryption process. Due to the security reason the data components (DCf) of each file are divided into Ndc data blocks as:

	f= (DB1, DB2…… DBn)
	(1)


Security parameter has been used to reduce the data block size for provided more production to the outsourced data by the data owner. For instance, if the security level is set to 180bit then the datablocksizeshouldbe30byte.Thisblocksizereductionwill help to reduce storage overhead in real time process.
Each data block might be divided into segments using data fragment techniques, and the size of these segments could likewise be limited by the security parameter [24]. This lowers the amount of data tags that are generated for every block that has 'S' sectors in it. In a real-time storage system, the size of the data block can be changed; different data blocks contain different sized sections. For example, if the data block is updated on a regular basis, the often read data block DCi, which contains many sectors Si at the same time, indicates that the sector size is relatively small. Data components and a fixed number of sectors for every data block can generally be taken into account when building an auditing protocol.
The data component DC can first be split up into a number of data blocks, with each block being further separated into 'S' sectors.  The sector for each data blocks will vary based on the data components, first it selects maximum number of sectors ‘SEmax’ among all sector numbers Si. Then we consider for each Dc with Sisector Si< SEmax which tell that the data block has <SEmax sector by setting Dcij = 0 for Si <j ≤ SEmax. Given that each sector's size is constant and equal to the security parameter "p," the data component can be calculated as follows:
   n=𝑠𝑖𝑧𝑒𝑜𝑓(𝐷𝑐)/𝑠.log𝑝 (2)

The encrypted data component is denoted as DC=
[image: ]{𝑑𝑐𝑖𝑗}𝑖𝜖 [1, 𝑛], 𝑗𝜖 [1, 𝑠]. Let us investigate the multiplicative group MG1, MG2, MGt. MG1 and MG2 are generated by g1 and g2, respectively, and the secure hash function H: {0,1} MG1 is responsible for mapping the DC information to a point in MG1 with the same parameter p and E: MG1 ×MG2 MGt being the bilinear map. The suggested auditing protocol includes a challenge, proof method, and key generation that contribute to the framework for a privacy-preserving audit protocol.

Key generation randomly choose two number Stk, Shk𝜖 Zp as secret key and secret hash key and produces output as public tag key, secret key and secret has key pkt=𝑔2𝑺𝒕𝒌𝜖MG2.
Tag generation algorithm first chooses s as random values as V1, V2…Vs 𝜖 Zp and computes ui 𝑔1𝑿𝒋for all j 𝜖 [1, s]. for each data block DCi(i 𝜖[1,n]), the data tag DCTi is computed as:
DCTi= (h(Shk,Wi).Π𝑢𝑗𝑑𝑐𝑖𝑗𝑠𝑗=1)skt(3)
Where Wi indicate the concatenation operation which uses the data identifier FID and block number of data component to produces set of data tags as outputs.
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.
Fig2.Ownerinitializations
Challenge (Dc info): This process takes as input abstract data Dc info, chooses a few data blocks to build the challenge set, and generates a random number for each data block. It generates the challenge stamp Cs = Ptk by selecting a random number from the data block.

It uses the following equation to verify the data proof from the server. DP. e (H challenge, Ptk) =e (TP, 𝑔2𝑟) (5)
Theoutputoftheaboveequation5holds0otherwise1.
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Fig3.Auditconformation

[image: ]
Fig4.Sampleauditing

C. Audit protocol construction

Three phases for audit protocol construction, such as initialization of the data owner or owner construction, audit conformance, and trial auditing, are shown in the above diagram Fig2, Fig3, and Fig4. Data owners create keys and tags for their data at the beginning or early phase [25]. The owner then requests that the auditor get in touch with the audit conformance to ensure that their data is appropriately saved on the server. The data must then be stored on the server. Following the auditor's information, the owner is entitled to delete the Evidence (Dc, Td, Ca) 
The local copy of the data is used in this process. Verify or evaluate the input data component and the challenges from the previous phase. P= (tp, dp) contains the tag proof t p and data proof tp and outputs.
[image: ]Verify (Ca, P, Shk, Ptk, Dc info)0/1. It computes the identity of the challenge, the challenge value, the challenge block, and the challenge have value, as follows:
H challenge=Π (𝑺𝒉𝒌, 𝒘𝒊) 𝑖𝜀𝑞 (4)
integrity the auditor can get in touch with the trail auditing on the data on a regular basis.
The data owner initialization component computes the data tag by executing the tag generation algorithm after first running the key generation method to generate the secret-public tag key (Stk, Ptk) and secret has key Shk. Following the creation of the data tags, the data owner sends the server in concert with set each data component's Dc and accompanying tags of parameter. Lastly, the data owners provide the auditor with an abstract of the data component, secret hash key, and public tag key (Dc, Shk, and Ptk) for the initialization procedure.
The next step in the audit construction process is compliance auditing, which consists only of two-way communication using challenges and proof. This phase auditor's primary objective is to verify whether or not the owner data is appropriately saved on the server. The conformance auditing method operates as follows:
The auditor sends a response message to the server after running the challenge algorithm "Ca" (CHALL) to generate a challenge for each data block in the data components "Dc. "The server runs the prove algorithm to produce proof "Sp" and sends it back to the auditor after receiving the challenger's answer from the auditor. The auditor can use the verification algorithm to determine whether the challenge message was correct and to retrieve the audit result once it has received proof from the server. The data owner should then receive the audit results and verify if they are accurate. If it's accurate, the owner will be persuaded that the data is appropriately saved on the server and will be able to remove the local data.
An essential step in the creation of an audit procedure is sample auditing, which may be contacted on a regular basis by changing the test set of data blocks. The degree of trust the data owner has in the server and the service conformance between them determine how this auditing procedure works. If any data corruption occurs throughout the sample auditing procedure, it can be computed using the likelihood function that follows. For example, every sector in the data block is corrupted frequently, with a probability of "P" on the server. The likelihood of finding "t" challenged data blocks in sample auditing is computed.
P(t,s)=1-(1-ρ)t-s(6)
In the sample auditing procedure, equation 6 is used to identify any faulty data blocks. The following standard principle can be used to determine whether the proof for the privacy-preserving auditing protocol is correct: which specify that if all of the data blocks and tags are appropriately recorded, the server will only pass the challenge-response protocol. The equation for proof verification can be expressed as follows:
DP. (𝑒𝐻𝑐ℎ𝑎𝑙𝑒𝑛𝑔𝑒𝑝𝑡𝑘) (7)
The server cannot pass the audit if any of the data blocks, tags, or data are altered or corrupted. 
IV. SECURE	DYNAMIC	AUDITING	AND SOLUTION

In a cloud environment, data owners can dynamically update their data. The auditing mechanism of our suggested solution is designed to accommodate both static and dynamic archive material. However, by conducting the reply and forging attack by the server, the dynamic operation will simulate the auditing protocol. If the server does not update the owner's data during the reply attack, he will contact the auditing using the most outdated version of the data. When there is a forging assault, the owner updates the data to the most recent version. The server can then use this data tag to pass audits and obtain information about forged tags from dynamic operations.
The introduction of an index table, also known as an I table, which is intended to store abstract data about data tags, may offer a solution to reply attacks. The index component, which indicates the current block number of the data clock DBi in data components, is one of the four main components of the I Table. VSi indicates the version number, while BNiit indicates the original block number of data blocks. The time stamp used to create the data tag is indicated by TSi. An audit manager creates and maintains an index table during the owner initialization. The data owner sends the update message to the auditor for updating the I Table upon completion of the dynamic action.

A. Dynamic Operation

The construction process for dynamic audits often includes steps such as owner initialization, compliance auditing, sample auditing, and dynamic auditing. The primary distinction in this auditing protocol is the development of index tables and tags at the initial phase (OI). The DAP (Dynamic auditing Phase), which consists of data updates, index updates, and updating information, is covered in the phase that follows.
Data update
Three types of data update actions, including modification, insertion, and deletion, are available to data owners. There is a corresponding algorithm for dynamic auditing for each update operation. procedure that makes easy operations possible for future auditing phases.
Modification (DBi, Stk Shk)(MG modify, TSi) The algorithm's input consists of the most recent versions of the secret tag key Stk, secret has key Shk, and data block DBi. and produce the new data tag DTi, new time stamp TSi, and new version number VNi for the data block DBi that was formed using the tag generation process. The modified result of this algorithm is as follows: I, BNi, VSi, TSi = MG modify. Finally, send the revised message to the auditor. The server should receive the modified data block and tag.
Insert (DBi, Stk Shk) (MG modify, TSi) The same parameters are used in the same modification algorithm. Next, create the original data block DBi, the new version number VNi, the Time Stamp TSi, and put the new DBi data block before the ith position. It then generates a new tag DTif for a new data block DBi using the tag generation technique, and outputs the revised message as MGinsert= (I, BNi, VSi, TSi). It can now send the auditor an updated message by inserting a new pair of data blocks and tagging them as (DBi, DTi) on the server.
TABLES2 index table updating after dynamic operation

		Dcinfo Initial abstract information of data De


	Index
	BNi
	VSi
	TSi

	I1
	BN1
	VS1
	TS1

	I2
	BN2
	VS1
	TS2

	I3
	BN3
	VS1
	TS3

	I4
	BN4
	VS1
	TS4

	Im
	BNm
	VS1
	TS5



		After modification of Dc2 VSi2, and TSi2 are updated

	Index
	BNi
	VSi
	TSi

	I1
	BN1
	VS1
	TS1

	I2
	BN2
	VS1
	TS2

	I3
	BN3
	VS1
	TSi

	I4
	BN4
	VS1
	TSi

	In
	BNn
	VS1
	TSi






Delete (DBi) MG delete Using input as a data block DBi, this method outputs the updated as: 
MG remove (I, BNi, VSi, TSi), 
after which it removes the pair of data clock and tag (DBi, DTi) from the server and sends the auditor the revised message.

V. SECURITY ANALYSIS FOR PRIVARCY PERSERVING PROTOCOL

	After modification of Dc2 VSi2, and TSi2 are updated

	Index
	BNi
	VSi,
	TSi

	I1
	BN1
	VS1
	TS1

	I2
	BN2
	VS2
	TS2

	I3
	BN3
	VS1
	TSi

	I4
	BN4
	VS1
	TSi

	In
	BNn
	VS1
	TSi


TABLES3 index table updating after security Analysis

	After deletion before Dc2

	Index
	BNi
	VSi,
	TSi

	I1

	BN1
	VS1
	TSi

	I2
	BN2
	VS1
	TSi

	I3
	BN3
	VS1
	TSi

	I4
	BN4
	VS1
	TSi

	In-1
	BN6
	VS1
	TSi




One of the key components of operating a cloud environment is security analysis. We demonstrate in our proposed system that our auditing protocol may offer a data privacy guarantee in accordance with the security model. Data privacy is going to be a key requirement for the cloud storage system throughout protocol design. This could be expressed as the following theorem: In our suggested auditing protocol, information regarding data and secret keys can be obtained by the auditor, the server, or both during the auditing process.
Validation: The owner will encrypt the data in our procedure, and the server won't be able to decode it without the server secret key. Key data are kept confidential, and conclusions cannot be drawn from them based on information obtained while the audit process is underway. Consequently, the keys and data are kept confidential against the server in the auditing protocol.

VI. CONCLISIONANDFUTUREENHANCEMENT

The dynamic remote data auditing using privacy-preserving protocol—which is used to perform dynamic operations like update, edit, insert, and delete—was covered in this work. It also provides data security. Additionally, we evaluated our protocol in a cloud environment with actual data, and the outcome ensures data integrity and audit protection. The security system model was then shown.
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